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41.4  FIELD 2.007: CASE NUMBER (CNO)

This is a number assigned by the local dactyloscopic bureau to a collection of latents found
at a scene-of-crime. The following format is adopted: ~ CC/number
where CC is the Interpol Country Code, two alpha-numeric characters in length, and the

number complies with the appropriate local guidelines and may be up to 32 alpha-numeric

characters long.

This field allows the system to identify latents associated with a particular crime.

4.1.5  Fi1ELD 2.008: SEQUENCE NUMBER (SQN)

This specifies each sequence of latents within a case. It can be up to four numeric
characters long. A sequence is a latent or series of latents which are grouped together for

the purposes of filing and/or searching. This definition implies that even single latents will

still have to be assigned a sequence number.

This ficld together with MID (Field 2.009) may be included to identify a particular latent

within a sequence.

4.1.6  FIELD 2.009: LATENT IDENTIFIER (MID)

This specifies the individual latent within a sequence. The value is a single letter, with 'A’
assigned to the first latent, 'B' to the second, and so on up to a limit of 'J'. This field is used

analog to the latent sequence number discussed in the description for SQN (Field 2.008).

4.1.7 FIELD 2.010: CRIMINAL REFERENCE NUMBER (CRN)

This is a unique reference number assigned by a national agency to an individual who is
charged for the first time with committing an offence. Within one country no individual
ever has more than one CRN, or shares it with any other individual. However, the same
individual may have Criminal Reference Numbers in several countries, which will be

distinguishable by means of the country code.

The following format is adopted for CRN field: CC/number




-15-

where CC is the Country Code, defined in ISO 3166, two alpha-numeric characters in
length, and the number complies with the appropriate national guidelines of the issuing

agency, and may be up to 32 alpha-numeric characters long.

For transactions linked to the Treaty this field will be used for the national criminal
reference number of the originating agency which is linked to the images in Type-4 or

Type-15 Records.

4.1.8 FIELD 2.012: MISCELLANEOUS IBENTIFICATION NUMBER (MN1)

This fields contains the CRN (field 2.010) transmitted by an CPS or PMS transaction

without the leading country code.

4.1.9 FIELD 2.013: MISCELLANEOUS IDENTIFICATION NUMBER (MN2)

This fields contains the CNO (field 2.007) transmitted by an MPS or MMS transaction

without the leading country code.

4.1.10 Fi1ELD 2.014: MISCELLANEOUS IDENTIFICATION NUMBER (MN3)

This fields contains the SQN (field 2.008) transmitted by an MPS or MMS transaction.

4.1.11 FIELD 2.015: MISCELLANEOUS IDENTIFICATION NUMBER (MN4)

This fields contains the MID (field 2.009) transmitted by an MPS or MMS.

4.1.12  FIELD 2.063: ADDITIONAL INFORMATION (INF)

This optional field, consisting of up to 32 alpha-numeric characters, may give additional

information about the request.

4.1.13  FIELD 2.064: RESPONDENTS LisT (RLS)

This field contains at least two subfields. The first subfield describes the type of search that
has been carried out, using the three-letter mnemonics which specify the transaction type in
TOT (Field 1.004). The second subfield contains a single character. An “I” shall be used to
indicate that a HIT has been found and an “N” shall be used to indicate that no matching
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cases have been found (NOHIT). The third subfield contains the sequence identifier for the
candidate resuit and the total number of candidates separated by a slash. Multiple messages
will be returned if multiple candidates exist.

In case of a possible HIT the fourth subfield shall contain the score up to six digits long. If
the HIT has been verified the value ¢ f this subfield is defined as "999999".

Example: "CPS{RS}I{RS}001/001 {RS}999999{GS}"

If the remote AFIS does not assign scores, then a score of zero should be used at the

appropriate point.

4.1.14 FIELD 2.074: STATUS/ERROR MESSAGE FIELD (ERM)

This field contains error messages resulting from transactions, which will be sent back to

the requester as part of an Error Transaction.

. Numeric
5 Meaning (5-128)
Code (1-3)
003 ERROR: UNAUTHORISED ACCESS
101 MANDATORY FIELD MISE:NG
102 INVALID RECORD TYPE
103 UNDEFINED FIELD
104 EXCEED THE MAXIMUM OCCURRENCE
105 INVALID NUMBER OF SUBFIELDS
106 FIELD LENGTH TOO SHORT
107 FIELD LENGTH TOO LONG
108 FIELD IS NOT A NUMBER AS EXPECTED
109 FIELD NUMBER VALUE TOO SMALL
110 FIELD NUMBER YALUE TOO BIG
111 INVALID CHARACTER
112 INVALID DATE

R S

i
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115 INVALID ITEM VALUE
116 INVALID TYPE OF TRANSACTION
i17 INVALID RECORD DATA
201 ERROR: INVALID TCN
501 ERROR: iNSUFFICIENT FINGERPRINT QUALITY
502 ERROR: MISSING FINGERPRINTS
503 ERROR: FINGERPRINT SEQUENCE CHECK FAILED
ERROR: ANY OTHER ERROR. FOR FURTHER DETAILS CALL DESTINATION
i AGENCY.

Error messages in the range between 100 and 199:

These error messages are related to the validation of the ANSI/NIST records and defined
as:
<error_code 1>: IDC <idc_number 1> FIELD <field id 1> <dynamic text 1> LF
<error_code 2>: IDC <idc_number 2> FIELD <field _id 2> <dynamic text 2>. ..
where

- error_code is a code uniquely related to a specific reason (see table)

- field_id is the ANSINIST field number of the incorrect field (e.g. 1.001, 2.00i, ...)

in the format <record_type>.<field id>.<sub field id>
- dynamic text is a more detailed dynamic description of the error
- LF is a Line Feed separating errors if more then one error is encountered

- for type-1 record the ICD is defined as "-1"
Example:
201: IDC -1 FIELD 1.009 WRONG CONTROL CHARACTER {LF} 115: IDC 0 FIELD

2.003 INVALID SYSTEM INFORMATION

This field is mandatory for error transactions.
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4.1.15 Fi1ELD 2.320: EXPECTED NUMBER OF CANDIDATES (ENC)

This field contains the maximum number of candidates for verification expected by the
requesting agency. The value of ENC must not exceed the values defined in Annex B.2 of
this Implementing Agreement.

5. TyPE-4 LOGICAL RECORD;: HIGH RESOLUTION GRAY-SCALE IMAGE

It should be noted that Type-4 recceds are binary rather than ASCII in nature. Therefore
each field is assigned a specific position within the record, which implies that all fields are

mandatory.

The standard allows both image size and resolution to be specified witii:n the record. It
requires Type-4 Logical Records to contain dactyloscopic image data that are being
transmitted at a nominal pixei density of 500 to 520 pixels per inch. The preferred rate for
new designs is at a pixel density of 500 pixels per inch or 19.68 pixels per mm. 500 pixels
per inch is the density specified by the INT-I, except that similar systems may
communicate with each other at a non-preferred rate, within the limits of 500 to 520 pixels

per inch.

S.1 FIELDS FOR TYPE-4 LOGICAL RECORD

5.1.1 FIELD 4.001: LOGICAL RECORD LENGTH (LEN)

This four-byte ficld contains the length of this Type-4 record, and specifies the total

number of bytes including every byte of every field contained in the record.

5.1.2 FIELD 4.002: IMAGE DESIGNATION CHARACTER (IDC)

This is the one-byte binary representation of the IDC number given in the header file.

513 F1ELD 4.003: IMPRESSION TYPE (IMP)

The impression type is a single-byte field occupying the sixth byte of the record.
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Table 3 : Finger Impression Type

0 Live-scan of plain fingerprint

1 Live-scan of rolled fingerprint
2 Non-live scan impression of plain fingerprint captured from paper
3 Non-live scan impression of rolled fingerprint captured from paper

4 Latent impression captured directly
5 Latent tracing

6 Latent photo

7 Latent hift

8 Swipe

9 Unknown

5.1.4 Frenn 4.004: Fincer Posirion (FGP)

This fixed-length field of 6 bytes occupies the seventh through twelfth byte positions of a
Type-4 record. It contains possible finger positions beginning in the left most byte (byte 7
of the record). The known or most probable finger position is taken from the following
table. Up to five additional fingers may be referenced by entering the alternate finger
positions in the remaining five bytes using the same format. If fewer than five finger
position references are to be used the unused bytes are {illed with binary 255. To reference

all finger positions code 0, for unknown, is used.

Table 4: Finger position code and maximum size

Lo LB e Width Length
~ Fingerposition | Fingercode | ol S
. . (om) | (mm)
Unknown 0 T 400 400
Right thumb 1 45.0 40.0
Right index finger 2 40.0 40.0
Right middle finger 3 40.0 40.0




3
3
3
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Right ring finger 4 40.0 40.0
Right little finger 5 33.0 40.0
Left thumb 6 45.0 40.0
Left index finger 7 40.0 40.0
Left middle finger 8 40.0 40.0
Left ring finger 9 40.0 40.0
Left little finger 10 33.0 40.0
Plain right thumb 11 30.0 55.0
Plain left thumb 12 30.0 55.0
Plain right four fingers 13 70.0 65.0
Plain left four fingers 14 70.0 65.0

For scene of crime latents only the codes 0 to 10 should be used.

5.1.5 FIELD 4.005: IMAGE SCANNING RESOLUTION (ISR)

This one-byte field occupies the 13th byte of a Type-4 record. If it contains “0” then the
image has been sampled at the preferred scanning rate of 19.68 pixels/mm (500 pixels per

6‘1”

inch). If it contains then the image has been sampled at an alternative scanning rate as

specified in the Type-! record.

5.1.6 FIELD 4.006: HORIZONTAL LINE LENGTH (HLL)

This field is positioned at bytes 14 and 15 within the Type-4 record. It specifies the number

of pixels contained in each scan line. The first byte will be the most significant.

5.1.7 FIELD 4.007: VERTICAL LINE LENGTH (VLL)

This field records in bytes 16 and 17 the number of scan lines present in the image. The

first byte is the most significant.
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5.1.8 FIELD 4.008: GRAY-SCALE COMPRESSION ALGORITHM (GCA)

This one-byte field specifies the gray-scale compression algorithm used to encode the
image data. A binary zero indicates that no compression algorithm has been used. In this
case pixels are recorded in left to right, top to bottom fashion. The FBI will maintain a
registry relating non-zero numbers to compression algorithms. This Implementation based

on the INT-I will use the same allocation of numbers.

5.1.9 Fi1ELD 4.009: THE IMAGE

This field contains a byte stream representing the image. lts structure will obviously

depend on the compression algorithm used.
6. TvyPE-9 LOGICAL RECORD: MINUTIA RLCORD

Type-9 records shall contain ASCI text describing minutize and related information
encoded from a latent. For latent search transaction, there no limit for these Type-9 records

in a file, each of which shall be for a different view or latent.

6.1 MINUTIAZ EXTRACTION

6.1.1 MINUTIA TYPE IDENTIFICATION

This standard defines three identifier numbers that are used to describe the minutia type.
These are listed in Table 4.1. A ridge ending shall be designated Type 1. A bifurcation
shall be designated Type 2. If a minutia cannot be clearly categorized as one of the above

two types, it shall be designated as “other”, Type 0.

Table 5: Minutia types

Type Description
0 Other
1 Ridge ending
2 Bifurcation

ka2
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6.1.2 MINUTIA PLACEMENT AND TYPE

For templates to be compliant with Section 5 of the ANSI INCITS 378-2004 standard, the
following method, which enhances the current INCITS 378-2004 standard, shall be used

for determining placement (location and angular direction) of individual minutiae.

The position or location of a minutia representing a ridge ending shall be the point of
forking of the medial skeleton of the valley area immediately in front of the ridge ending.
If the three legs of the valley area were thinned down to a single-pixel-wide skeleton, the
point of the intersection is the location of the minutia. Similarly, the location of the minutia
for a bifurcation shall be the point of forking of the medial skeleton of the ridge. If the
three legs of the ridge were each thinned down to a single-pixel-wide skeleton, the point

where the three legs intersect is the location of the minutia.

After all ridge endings have been converted to bifurcations, all of the minutiae of the
dactyloscopic image are represented as bifurcations. The X and Y pixel coordinates of the
intersection of the three legs of each minutia can be directly formatted. Determination of
the minutia direction can be extracted from each skeleton bifurcation. The three legs of
every skeleton bifurcation must be examined and the endpoiant of each leg determined.
Figure 6.1.2 illustrates the three methods used for determining the end of a leg that is based

on a scanning resolution of 500 ppi.

The ending is established according to the event that occurs first. The pixel count is based

on a scan resolution of 500 ppi. Different scan resolutions would imply different pixel

counts.

e A distance of .064" (the 32™ pixel)

e The end of skeleton leg that occurs between a distance of .02" and .064" (the 10™
through the 32" pixels); shorter legs are not used

* A second bifurcation is encountered within a distance of .064" (before the 32™ pixel)
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Figure 6.1.2
32 pixels

32 pixels

The angle of the minutiae is determined by constructing three virtual rays originating at the
bifurcation point and extending to the end of each leg. The smallest of the three angles

formed by the rays is bisected to indicate the minutiae direction.

6.1.3 COORDINATE SYSTEM

The coordinate system used to express the minutiac of a fingerprint shall be a Cariesian
coordinate system. Minutiae locations shall be represented by their x and y coordinates.
The origin of the coordinate system shall be the upper left corner of the original image with
x increasing to the right and y increasing downward. Both x and y coordinates of a
minutiae shall be represented in pixel units from the origin. It should be noted that the
location of the origin and units of measure is not in agreement with the convention used in

the definitions of the Type 9 in the ANSINIST-ITL 1-2000.

6.1.4 MINUTLA DIRECTION

Angles are expressed in standard mathematical format, with zero degrees to the right and
angles increasing in the counter clockwise direction. Recorded angies are in the direction
pointing back along the ridge for a ridge ending and toward the centre of the valley for a
bifurcation. This convention is 180 degrees opposite of the angle convention described in

the definitions of the Type 9 in the ANSI/NIST-ITL 1-2000.

rea——
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6.2 F1ELDS FOR TYPE-9 LOGICAL RECORD INCITS-378 FORMAT

All fields of the Type-9 records shall be recorded as ASCII text. No binary fields are
permissible in this tagged-field record.

6.2.1 FIELD 9.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the length of the logical record specifying the

total number of bytes, including every character of every field contained in the record.

6.2.2 FIELD 9.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory two-byte field shall be used for the identification and location of the
minutiz data. The IDC contained in this field shall match the IDC found in the file content

field of the Type-1 record.

6.2.3 FIELD 9.003: IMPRESSION TYPE (IMP)

This mandatory one-byte field shall describe the manner by which the dactyloscopic image
information was obtained. The ASCII value of the proper code as selected from Table 3.1

shall be entered in this field to signify the impression type.

6.24 FIELD 9.004: MINUTIE FORMAT (FMT)

This field shall contain a "U" to indicate that the minutiae are formatted in M1-378 terms.
Even though information may be encoded in accordance with the M1-378 standard, all data
fields of the Type-9 record must remain as ASCII text fields.

6.2.5 FI1ELD 9.126: CBEFF INFORMATION

This field shall contain three information items. The first information item shall contain the
value "27" (0x1B). This is the identification of the CBEFF Format Owner assigned by the
International Biometric Industry Association (IBIA) to INCITS Technical Committee M1.
The <US> character shall delimit this item from the CBEFF Format Type that is assigned a
value of "513" (0x0201) to indicate that this record contains only location and angular
direction data without any Extended Data Block information. The <US> character shall
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delimit this item from the CBEFF Product Identifier (PID) that identifies the "owner" of
the encoding equipment. The vendor establishes this value. It can be obtained from the
IBIA website (www.ibia.org) if it is posted.

6.2.6 FIELD 9.127: CAPTURE EQUIPMENT IDENTIFICATION

This field shall contain two information items separated by the <US> character. The first
shall contain "APPF" if the equipment used originally to acquirc the image was certified to
comply with Appendix F (IAFIS Image Quality Specification, January 29, 1999) of CJIS-
RS-0010, the Federal Bureau of Investigation's Electronic Fingerprint Transmission
Specification. If the equipment did not comply it will contain the value of "NONE". The
second information item shall contain the Capture Equipment ID which is a vendor-
assigned product number of the capture equipment. A value of "0" indicates that the

capture equipment ID is unreported.

6.2.7 FIELD 9.128: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image. The maximum horizontal size is limited to 65,534

pixels.

6.2.8 FIELD 9.129: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image. The maximum vertical size is limited to 65,534 pixels.

6.2.9 FIELD 9.130: SCALE UNITS (SLC)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.
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6.2.10 FiELD 9.131: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the horizontal

component of the pixel aspect ratio.

6.2.11 FIELD 9.132: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII ficld shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertizal

component of the pixel aspect ratio.

6.2.12 FIELD 9.133: FINGER VIEW

This mandatory field contains the view number of the finger associated with this record's

data. The view number begins with "0" and increments by one to "15".

6.2.13 FIELD 9.134: FINGER POSITION (FGP)

This field shall contain the code designating the finger position that produced the
information in this Type-9 record. A code between 1 and 10 taken from table 3.2 or the

appropriatz palm code fiom table 6.3 shall be used to indicate the finger or palm position.

6.2.14 FIELD 9.135: FINGER QUALITY

The field shall contain the quality of the overall finger minutie data and shall be between 0
and 100. This number is an overall expression of the quality of the finger record, and
represents quality of the original image, of the minutia extraction and any additional

operations that may affect the minutiz record.

6.2.15 FIELD 9.136: NUMBER OF MINUTIA

The mandatory field shall contain a count of the number of minutiz recorded in this logical

record.
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6.2.16 FIELD 9.137: FINGER MINUTLAE DATA

This mandatory field has six information items separated by the <US> character. It
consists of several subfields, each containing the details of single minutiae. The total
number of minutiae subfields must agree with the count found in field 136. The first
information item is the minutiae index number, which shall be initialized to "1" and
incremented by "1" for each additional minutia in the fingerprint. The second and third
information items are the 'x' coordinate and 'y’ coordinates of the minutiae in pixel units.
The fourth information item is the minutiae angle recorded in units of two degrees. This
value shall be nonnegative between 0 and 179. The fifth information item is the minutiae
type. A value of "0" is used to represent minutiae of type "OTHER", a value of "1" for a
ridge ending and a value of "2" for a ridge bifurcation. The sixth information item
represents the quality of each minutiae. This value shall range from [ &s a minimum to 100
as a maximum. A value of "0" indicates that no quality value is available. Each subficld

shall be separated from the next with the use of the <RS> separator character.

6.2.17 FIELD 9.138: RIDGE COUNT INFORMATION

This field consists of a series of subfields each containing three information items. The
first information item of the first subficld shall indicate the ridge count extraction method.
A "0" indicates that no assumption shall be made about the method used to extract ridge
counts, nor their order in the record. A "1" indicates that for each centre minutiae, ridge
count data was extracted to the nearest neighbouring minutiac in four quadrants, and ridge
counts for each centre minutia are listed together. A "2" indicates that for each centre
minutiae, ridge count data was extracted to the nearest neighbouring minutiae in eight
octants, and ridge counts for each centre minutia are listed together. The remaining {wo
information items of the first subfield shall both contain "0". Information items shall be
separated by the <US> separator character. Subsequent subfields will contain the centre
minutiae index number as the first information item, the neighbouring minutiae index
number as the second information item, and the number of ridges crossed as the third

information item. Subfields shall be separated by the <RS> separator character.
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6.2.183 FIELD 9.139: CORE INFORMATION

This field will consist of one subfield for each core present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y’
coordinate positions in pixel units. The third information item contains the angle of the
core recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

6.2.19 FIELD 9.140: DELTA INFORMATION

This field will consist of one subfield for each delta present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y'
coordinate positions in pixel units. The third information item contains the angle of the
delta recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

7. TYPE-13 VARIABLE-RESOLUTION LATENT IMAGE RECORD

The Type-13 tagged-field logical record shall contain image data acquired from latent
images. These images are intended to be transmitted to agencies that will automatically
extract or provide human intervention and processing to extract the desired feature

information from the images.

Information regarding the scanning resolution used, the image size, and other parameters

required to process the image, are recorded as tagged-fields within the record.
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Table 7: Type-13 variable-resolution latent record layout

Max
bytg
- count
LOGICAL RECORD
LEN| M 13.001 N 4 8 1 i 15
LENGTH
IMAGE
IDC M 13.002 |DESIGNATION N 2 5 i 1 12
CHARACTER
IMP M 13.003 |IMPRESSION TYPE A 2 2 1 1 9
SOURCE AGENCY /
SRC | M 13.004 AN 6 35 1 1 42
ORI
LATENT CAPTURE
LCD| M 13.005 N 9 9 | 1 16
DATE
HORIZONTAL LINE
HLL [ M 13.006 N 4 5 1 1 12
LENGTH
VERTICAL LINE
VLL | M 13.007 N 4 5 1 ] 12
LENGTH
SLC M 13.008 |SCALE UNITS N 2 2 1 1 9
HORIZONTAL
HPS | M 13.009 N 2 S | 1 12
PIXEL SCALE
VERTICAL PIXEL
VPS | M 13.010 N 2 5 1 1 12
SCALE
COMPRESSION
CGA| M 13.011 A 5 7 1 1 14
ALGORITHM
BPX | M 13.012 [BITS PER PIXEL N 2 3 1 ] 10
FGP | M 13.013 [FINGER POSITION N 2 3 ] 6 25
RESERVED FOR
13.014
RSV FUTURE - - -- - -- -
13.019
DEFINITION
COM| O 13.020 [COMMENT A 2 128 0 1 135
RESERVED FOR
13.021
RSV FUTURE -- - - - - -
13.199
DEFINITION
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13.200 |USER-DEFINED

UDF| O - - - S -
13.998 [FIELDS

DAT | M | 13.999 IMAGE DATA B 2 - R =

Key for character type: N = Numeric; A = Alphabetic; AN = Alphanumeric; B = Binary

730 FigLps fOoR THE TYPE-13 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-13

logical record.

Within a Type-13 logical record, entries shall be provided in numbered fields. It is required
that the first two fields of the record are ordered. and the field containing the image data
shall be the last physical field in the record. For each field of the Type-13 record, table 5.1
lists the “condition code” as being mandatory “M” or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit field
number, the maximum byte count size for the field is given in the last column. As more
digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the information, and all the

character separators including the “GS” character.
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711 Fieip 13.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-13 logical record. Field 13.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

7.1.2 FiELD 13.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the latent image data contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

7.1.3 FieLp 13.003: IMPRESSION TYPE (IMP)

This mandatory one- or two-byte ASCII field shall indicate the manner by which the latent
image information was obtained. The appropriate latent code choice selected from table 3.1

{finger) or table 5.3 (palm) shall be entered in this field.

7.4.4 Fierp 13,004 SourcE aGeEnNoy /ORESRO)

This mandatory ASCI field shall contain the identification of the administration or

organization that originally captured the facial image contained in the record. Normally,

the Originating Agency ldentifier (ORD) of the agency that captured the image will be

contained in this field. It consists of two information items in the following format:
CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric

characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

7.1.5 Field 13.005: Latent capture date (LCD)

This mandatory ASCII field shall contain the date that the latent image contained in the
record was captured. The date shall appear as eight digits in the format CCYYMMDD. The
CCYY characters shall represent the year the image was captured; the MM characters shall

be the tens and unit values of the month; and the DD characters shall be the tens and unit
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values of the day in the month. For example, 20000229 represents February 29, 2000. The
complete date must be a legitimate date.

7.1.6  Field 13.006: Horizontal line length (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image.

7.1.7  Field 13.007: Vertical line length (VLL)
This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

7.1.8 Field 13.008: Scale units (SL.C)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

7.1.9  Field 13.009: Horizontal pixel scale (HPS)
This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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7.1.10 FIELD 13.010: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

7.1.11  FIELD 13.011: COMPRESSION ALGORITHM (CGA) s

This mandatory ASCII field shall specify the algorithm used to compress grayscale

images.

Table 8 : Compression Codes

, Compression Type 7 ' Code
No Cormpressi‘orn 7 7 NONE
Wavelet/Scalar Quantization (IAFIS-IC-0110) WSQ
JPEG 2000 J2K




7.1.12  FiELD 13.012: BiTs PER PIXEL (BPX)

This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0” to “255”. Any entry
in this field greater than “8” shall represent a grayscale pixel with increased precision.

7.1.13  FIELD 13.013: FINGER / PALM POSITION (FGP)

This mandatory tagged-field shall contain one or more the possible finger or palm
positions that may match the latent image. The decimal code number corresponding to the
known or most probable finger position shall be taken from tablc 3.z or the most probable
palm position from table 5.3 and entered as a one- or two-character ASCII subfield.
Additional finger and/or palm positions may be referenced by entering the alternate
position codes as subfields separated by the “RS” separator character. The code "0", for
"Unknown Finger", shall be used to reference every finger position from one through ten.
The code “20”, for “Unknown Palm”, shall be used to reference every listed palmprint

position.

7.1.14 F1ELD 13.014-019: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

7.1.15  FiELD 13.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the latent image data.

7.1.16 FIELD 13.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.
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7.1.17  FIELDS 13.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

7.1.18 FIELD 13.999: IMAGE DATA (DAT)

This field shall contain all of data from a captured latent image. It shall always be assigned
field number 999 and must be the last physical field in the record. For example, “13.999:”

is followed by image data in a binary representation.

Each pixel of uncompressed grayscale data shall normally be quantized to eight bits (256
gray levels) contained in a single byte. If the entry in BPX Field 13.012 is greater or less
than “8”, the number of bytes required to contain a pixel will be different. If compression
is used, the pixel data shall be compressed in accordance with the compression technique

specified in the GCA field.

7.2 End of Type-13 variable-resolution latent image record

For the sake of consistency, immediately following the last byte of data from field 13.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-13 record.

8. TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

The Type-15 tagged-field logical record shall contain and be used to exchange palmprint
image data together with fixed and user-defined textual information fields pertinent to the
digitized image. Information regarding the scanning resolution used, the image size and
other parameters or comments required to process the image are recorded as tagged-fields
within the record. Palmprint images transmitted to other agencies will be processed by the

recipient agencies to extract the desired feature information required for matching

purposes.
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The image data shall be acquired directly from a subject using a live-scan device, or from a
palmprint card or other media that contains the subject’s palmprints.

Any method used to acquire the palmprint images shall be capable of capturing a set of
images for each hand. This set shall include the writer’s palm as a single scanned image,
and the entire area of the full palm extending from the wrist bracelet to the tips of the
fingers as one or two scanned images. If two images are used to represent the full palm, the
lower image shall extend from the wrist bracelet to the top of the interdigital area (third
finger joint) and shall include the thenar, and hypothenar areas of the palm. The upper
image shall extend from the bottom of the interdigital area to the upper tips of the fingers.
This provides an adequate amount of overlap between the two images that are both located
over the interdigital area of the palm. By matching the ridge structure and details contained
in this common area, an examiner can confidently state that both images came from the

same palm.

As a palmprint transaction may be used for different purposes, it may contain one or more
unique image areas recorded from the palm or hand. A complete palmprint record set for
one individual will normally include the writer’s palm and the full palm image(s) from
each hand. Since a tagged-field logical image record may contain only one binary field, a
single Type-15 record will be required for each writer’s palm and one or two Type-15
records for each full palm. Therefore, four to six Type-15 records will be required to

represent the subject’s palmprints in a normal palmprint transaction.

8.1 FIiELDS FOR THE TYPE-15 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-15

logical record.

Within a Type-15 logical record, entries shall be provided in numbered fields. It is required
that the first two fields of the record are ordered, and the field containing the image data
shall be the last physical field in the record. For each field of the Type-15 record, table 6.1
lists the “condition code” as being mandatory “M” or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit field

number, the maximum byte count size for the field is given in the last column. As more
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digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the icformation, and all the

character separators including the “GS” character.

8.1.1 FIELD 15.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-15 logical record. Field 15.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

8.1.2  FIELD 15.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the palmprint image contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

8.13 FIELD 15.003: IMPRESSION TYPE (IMP)

This mandatory one-byte ASCII field shall indicate the manner by which the palmprint
image information was obtained. The appropriate code selected from table 6.2 shall be

entered in this field.

8.1.4 FIELD 15.004: SOURCE AGENCY/ORI (SRC)

This mandatory ASCII field shall contain the identification of the administration or
organization that originally captured the facial image contained in the record. Normally,
the Originating Agency Identifier (ORI) of the agency that captured the image will be
contained in this field. It consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

ot e i SR Lo 123 et T s e T
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8.1.5  FIELD 15.005: PALMPRINT CAPTURE DATE (PCD)

This mandatory ASCII field shall contain the date that the palmprint image was captured.
The date shall appear as eight digits in the format CCYYMMDD. The CCYY characters
shall represent the year the image was captured; the MM characters shall be the tens and
unit values of the month; and the DD characters shall be the tens and units values of the
day in the month. For example, the entry 20000229 represents February 29, 2000. The

complete date must be a legitimate date.

8.1.6 FIELD 15.006: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shail contain the number of pixels contained on a single

horizontal line of the transmitted image.

8.1.7 FIELD 15.007: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

8.1.8 FieLD 15.008: SCALE unNITS (SLC)

This mandatory ASCH field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimeter. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

8.1.9 FIELD 15.009: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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Field 15.010: Vertical pixel scale (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertical

direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

Table 9: Type-15 variable-resolution palmprint record layout

Con| Field size
Field Oecur Max
ident| d. ‘ Char per
Numb Field Name count byte
cod type | occurrence
er count
e min. | max.| min | max
, LOGICAL RECORD
LEN | M 15001 N 4 8 i ] I5
LENGTH
IMAGE
IDC | M 15002 DESIGNATION N 2 5 I I 12
CHARACTER
IMP 0 M 15003 IMPRESSION TYPE N 2 2 ] I o
SOURCE AGENCY /
SRCIT M 15004 AN 6 35 ] 1 47
ORI
PALMPRINT
PCD I M | 15.005 N G G | | i6
CAPTURE DATE
HORIZONTAL LINE
HLL L M 15006 N 4 5 | 1 {2
LENGTH
VERTICAL LINE
VLL | M | 15.007 N 4 5 1 i |
LENGTH
SLC | M | 15.008 SCALE UNITS N 2 2 1 | 9
HORIZONTAL
HPS | M 15.009 N P, 5 I 1 12
PIXEL SCALE
VERTICAL PIXEL
VPS I M | 15.010 N 2 5 ] i 12
SCALE
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Ident¢¢ ., ¢+ . (Char| ‘'per | L
| | Numb] FieldName | | = |  count | byte
ecod/ 4+ . | type | occurremce | ~
- er ' - . e ; ; count
el : . min. | max.| min  max|
‘ COMPRESSION
CGA | M | 15.011 AN 5 7 1 1 14
ALGORITHM
BPX | M | 15.012 |BITS PER PIXEL N 2 3 1 1 10
, PALMPRINT
PLP | M | 15.013 N 2 3 1 1 10
POSITION
RESERVED FOR
A 15.014
RSV FUTURE - - - - - -
15.019
INCLUSION
COM | O 15020 COMMENT AN 2 128 0 1 128
RESERVED FOR
15.021
RSV FUTURE - - - - - -
15.199
INCLUSION
15206 USER-DEFINED
UDF | O - - - - - -
15.998 [FIELDS
DAT | M | 15999 IMAGE DATA B 2 - 1 | -
Table 10 : Palm Impression Type
Description Code
Live-scan palm 10
Nonlive-scan palm 11
Latent pal™ impression 12
Latent palm tracing 13
Latent palm photo 14
Latent palm lift 15
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8.1.11  Fiewp 15.011: CoMmPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale
images. An entry of "NONE" in this field indicates that the data contained in this record is
uncompressed. For those images that are to be compressed, this field shall contain the
preferred method for the compression of tenprint fingerprint images. Valid compression

codes are defined in table A7.1.

8.1.12 FieLp 15.012: BiTs PER PIXEL (BPX)

"This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “07 to “2557. Any entry
in this field greater than or less than “8” shall represent a grayscale pixel with increased or

decreased precision respectively.

Table 11: Palm Codes, Areas & Sizes

Palm Position Palm code fmage :jma Width Height
(mm”) (mm) (mm)

Unknown Palm 20 28387 139.7 203.2
Right Full Palm 21 28387 139.7 203.2
Right Writer s Palm 22 5645 44.5 127.0
Left Full Palm 23 28387 139.7 203.2
Left Writer s Palm 24 5645 445 127.0
Right Lower Palm 25 19516 139.7 139.7
Right Upper Palm 26 19516 139.7 129.7
Left Lower Palm 27 19516 139.7 139.7
Left Upper Palm 28 19516 139.7 139.7
Right Other 29 28387 139.7 203.2
Left Other 30 28387 139.7 203.2
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8.1.13 Field 15.013: Palmprint position (PLP)

This mandatory tagged-field shall contain the palmprint position that matches the
palmprint image. The decimal code number corresponding to the known or most probable
palmprint position shall be taken from table 6.3 and entered as a two-character ASCII
subfield. Table 6.3 also lists the maximum image areas and dimensions for each of the

possible palmprint positions.

8.1.14 FIELD 15.014-019: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.15 FiELD 15.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the palmprint image data.

8.1.16 FIELD 15.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.17 FIELDS 15.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

8.1.18 FIELD 15.999: IMAGE DATA (DAT)

This field shall contain all of the data from a captured palmprint image. It shall always be
assigned field number 999 and must be the last physical field in the record. For example,
“15.999:” is followed by image data in a binary representation. Each pixel of
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uncompressed grayscale data shall normally be quantized to eight bits (256 gray levels)
contained in a single byte. If the entry in BPX Field 15.012 is greater or less than 8, the
number of bytes required to contain a pixel will be different. If compression is used, the
pixel data shall be compressed in accordance with the compression technique specified in

the CGA field.

8.2 END OF TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

For the sake of consistency, immediately following the last byte of data from field 15.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-15 record.

8.3 ADDITIONAL TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORDS

Additional Type-15 records may be included in the file. For each additional palmprint

image, a complete Type-15 logical record together with the “FS” separator is required.
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APPENDIX 1 ASCII Separator Codes

ASCII

LF 1/10
FS 112
GS 1/13
RS 1/14
US 1/15

Position! Description

Separates error codes in field 2.074

Separates logical records of a file.

Separates fields of a logical record.

Separates the subfields of a record field.

Separates individual information items of the field
or subfield.

1 This is the position as defined in the ASCII standard.
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APPENDIX 2 CALCULATION OF ALPHA-NUMERIC CHECK CHARACTER

For TCN and TCR (Fields 1.09 and 1.10):

The number corresponding to the check character is generated using the following formula:

(YY * 10®+ SSSSSSSS) Modulo 23

Where YY and SSSSSSSS are the numerical values of the last two digits of the year and

the serial number respectively.

The check character is then generated from the look-up table given below.

For CRO (Field 2.010)

The number corresponding to the check character is generated using the following formula:

(YY * 10°+ NNNNNN) Modulo 23

Where YY and NNNNNN are the numerical values of the last two a:gits of the year and

the serial number respectively.

The check character is then generated from the look-tip table given below.

§
¥
H
i




LA TSR T
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Check Character Look-up Table

1-A
2-B
3-C
4D
5-E
6-F
7-G
8-H

9-J
10-K
i1-L
12-M
13-N
14-P
15-Q
16-R

17-T
18-U
19-v
20-wW
21-X
22-Y
0-Z
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APPENDIX 3 CHARACTER CODES

7-BIT ANSI CODE FOR INFORMATION INTERCHANGE

30 ! " # |8 % |& |'
40 ( ) o+, - / 0 1
50 2 |3 14 |5 (6 |7 |8 |9 H
60 < |= > |? @ |A |[B |[C (D |E
70 F (G |H |I J K I[L M [N |O
80 P |Q IR |S |T (U |V (W |X |y
90 Zz ] \ ] Nl a b |c
100 d e f g h i i k 1 m
110 n 0 P |q r s t u v w
120 X y z { | } ~




APPENDIX 4 TRANSACTION SUMMARY

TYPE 1 RECORD (MANDATORY)

Identifier zl:ll:ber Field Name CPS/PMS |SRE |ERR
LEN 1.001 |Logical Record Length M M M
VER 1.002 | Version Number M M M
CNT 1.003 }File Content M M M
TOT 1.004 | Type of Transaction M M M
DAT 1.005 |Date M M M
PRY 1.006 |Priority M M M
DAI 1.007 | Destination Agency M M M
ORI 1.008 | Originating Agency M M M
TCN 1.009 | Transaction Control Number M M M
TCR 1.010 | Transaction Control Reference C M M
NSR 1.011 |Native Scanning Resolution M M M
NTR 1.012 |Nominal Transmitting Resolution M M M
DOM 1.013 |Domain name M M M
GMT 1.614 |Greenwich mean time M M M

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if transaction is a response to the origin

agency
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TYPE 2 RECORD (MANDATORY)

Identifier Field Field Name CPS/ | MPS/ SRE ERR
Number PMS | MMS

LEN 2.001 |Logical Record Length M M M M

IDC 2.002 |Image Designation M M M M
Character

SYS 2.003 | System Information M M M M

CNO 2.007 |Case Number - M C -

SQN 2.008 |Sequence Number - C C -

MID 2.009 |Latent Identifier - C C -

CRN 2.010 | Criminal Reference M - C -
Number

MNI1 2.012 | Miscellaneous - - C C
Identification Number

MN2 2.013 | Miscellaneous - - C C
Identification Number

MN3 2.014 | Miscellaneous - - C C
Identification Number

MN4 2.015 |Miscellaneous - - C C
Identification Number

INF 2.063 | Additional Information 0 0 Q) O

RLS 2.064 | Respondents List - - M -

ERM 2.074 |Status/Error Message Field - - - M

ENC 2.320 | Expected Number of M M - -
Candidates

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if data is available

*) = if the transmission of the data is in accordance with national law (not covered

by the Treaty)

s et Bl
Egy PR
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APPENDIX S TYPE-1 RECORD DEFINITIONS

TABLE A.5: TYPE-1 RECORD DEFINITIONS

Resolution

Identi | Condit | Field . Character
i Field Name Example Data
fier |ion Number Type
Logical Record
LEN M 1.001 N 1.001:230{GS}
Length
VER M 1.002 | Version Number N 1.002:0300{GS}
1.003:1{US}15{RS}2{US}
00{RS}4{US}01{RS}4{U
S}02{RS}4{US}03{RS}4{
US}04{RS}4{US}05{RS}
CNT M 1.003 | File Content N 4{US}06{RS}4{US}07{R
S}4{US}08{RS}4{US}09{
RS}4{US}10{RS}4{US}1
1{RS}4{US}12{RS}4{US
y13{RS}4{US}14{GS}
TOT M 1.004 | Type of Transaction A 1.004:CPS{GS}
DAT M 1.005 |Date N 1.005:20050101{GS}
PRY M 1.006 | Priority N 1.006:4{GS}
DAI M 1.007 | Destination Agency 1 1.007:DE/BKA{GS}
ORI M 1.008 | Originating Agency N 1.008:NL/NAFIS{GS}
Transaction Control
TCN M 1.009 AN 1.009:0200000004F {GS}
Number
Transaction Control
TCR C 1.010 AN 1.010:0200000004F {GS}
Reference
Native Scanning
NSR M 1.011 AN 1.011:19.68{GS}
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Nominal
NTR 1.012 | Transmitting AN 1.012:19.68{GS}
Resolution
DO 1.013: INT-
1.013 |Domain Name AN
M 1{US}4.22{GS}
GM Greenwich Mean
1.014 AN 1.014:20050101125959Z
T Time

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary

"mown o nonnon o "]

1" allowed characters for agency name are ["0..9", "A..Z", "a..z"," ", "."," ",

et s e s b
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APPENDIX 6 TYPE-2 RECORD DEFINITIONS

TABLE A.6.1: CPS- AND PMS-TRANSACTION

Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 |System Information N 2.003:0422{GS}
Criminal Reference 2.010:DE/E99999999
CRN M 2.010 AN
Number 9{GS}
. 2.063:Additional
INF o 2.063 [ Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 N 2.320:1{GS}
Candidates
TABLE A.6.2: SRE-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}




-53-

Criminal Reference 2.010:NL/222222222
CRN M 2.010 AN
Number 2{GS}
Miscellaneous 2.012:E999999999{G
MN1 C 2.012 AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 AN
Identification Number S}
0 Miscellaneous N 2. 014:0001(GS
MN3 C 2.014 .014:0001
Identification Number tGS)
Miscellaneous
MN4 C 2.015 ) ) A 2.015:A{GS}
Identification Number
. . 2.063:Additional
INF 0] 2.063 | Additional Information 1
Information 123{GS}
2.064:CPS{RS}I{RS
RLS M 2.064 | Respondents List AN $001/001{RS}99999
9{GS}
TABLE A.6.3: ERR-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 |System Information N 2.003:0422{GS}
Miscellaneous 2.012:E999999999{G
MNI1 M 2.012 ) AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 ) AN
Identification Number S}
4 Miscellaneous N 2.014:0001 {GS}
N3 C 2.0 .014:
M Identification Number {
MN4 C 2.015 |Miscellaneous A 2.015:A{GS}




Identification Number
i . 2.063:Additional
INF 0) 2.063 | Additional Information 1
Information 123 {GS}
2.074:201: IDC -1
FIELD 1.009
WRONG CONTROL
CHARACTER {LF}
ERM| M 2.074 | Status/Error Message Field AN 115: IDC 0 FIELD
2.003 INVALID
SYSTEM
INFORMATION
| {GS}
TABLE A.6.4: MPS- AND MMS-TRANSACTION
Identi | Condit | Field ' Character
) Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
2.007:E999999999{G
CNO| M 2.007 |Case Number AN Sy
SON C 2.008 |Sequence Number N 2.008:0001{GS}
MID 2.009 |Latent Identifier 2.009:A{GS}
. 2.063:Additional
INF O 2.063 | Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 ) N 2.320:1{GS}
Candidates

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary
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1* allowed characters are [*0.9","A..Z","a.z"," ", """

’"]




APPENDIX 7 GRAYSCALE COMPRESSION CODES

A.7.1 COMPRESSION COLES

Compression = | Value { - Remarks

Wavelet Scalar

Quantization Grayscale i _
Algorithm to be used for the compression of

G R i A R B e

Fingerprint Image ) .
) grayscale images in Type-4, Type-7 and Type-13 to
Compression WSQ ) :
) ) Type-15 records. Shall not be used for resolutions
Specification i
>500dpi. :
IAFIS-1C-0010(V3), i
dated December 19, 1997
To be used for lossy and losslessly compression of .

JPEG 2000

J2K | grayscale images in Type-13 to Type-15 records.
[ISO 15444 / I'TU T.800]

Strongly recommended for resolutions >500 dpi

R N B el S A R a2 B | it e 0 e 4 i i S R e 7l e i R4




-57-

APPENDIX 8 MAILSPECIFICATION

To improve the internal workflow the mailsubject of a PRUEM transaction has to be filled
with the country code (CC) of the Party that send the message and the Type of Transaction
(TOT Field 1.004).

Format: CC/type of transaction
Example: "DE/CPS"

The mailbody can be empty.
The specification of the encryption/signing and the used S/MIME Version will follow as

soon as possible in this Appendix, after clarify this points with the DNA Technical Work
Group.
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Annex B.2

Maximum Number of candidates accepted for verification

Type of AFIS ! i

TP/TP | LT/TP | LP/PP | TP/UL { LT/UL |PP/ULP| LP/ULP
Search
Maximum
Number of 1 10 5 5 5 5 5
Candidates

Search types:

TP/TP:
LT/TP:
LP/PP:
TP/UL:
LT/UL:
PP/ULP:
LP/ULP:

len-print against ten-print

fingerprint latent against ten-print

palmprint latent against palmprint

ten-print against unsolved fingerprint latent
fingerprint latent against unsolved fingerprint latent
palmprint against unsolved palmprint latent

palmprint latent against unsolved palmprint latent

[ (
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Annex B.3

Maximum research capacities per day for

dactyloscopic data of identified persons

DE |

BE NL LU AT FR ES
BE - 20 20 20 20 20 20
NL 20 - 20 20 16 16 24
LU 4 4 - 20 4 4 4
AT 20 20 20 - 60 60 100
FR| 144 144 144 60 - 144 144
ES| 120 120 126 60 120 - 120
DE| 120" 120" 120" 100 120" 120" -

428 428 444 280 300 364 412

estimated throughput for 2007: 60 TP/TP per day




Annex B.4

Maximum research capacities per day for

dactyloscopic traces

BE NL LU AT FR ES DE
BE - 6 6 6 10 2 6
NL 6 - 6 6 2 2 8

I

Llﬁj 1 I - 6 1 1 1
AT 6 6 6 - 15 15 30
FR 43 43 43 15 - 43 43
ES 18 18 18 15 18 - 18
DE| 40" 40" 40 30 40" 40" -

114 114 119 78 86 103 106

estimated throughput for 2007: 20 LP/TP per day

e,

e




Annexes C

Automated searching for vekicle registration data

Annex C.1

Common data-set for automated search

of vehicle registration data

1. DEFINITIONS

For cach element in the data set as described in the next chapter, an indication is given
whether the element is especially allocated by the Parties and whether the element is
mandatory or optional when the exchange is used for the purposes of Article 12 of the

Treaty.

The definitions of mandatory data elements and optional data eclements are as follows:

Mandatory (M):
The data element has to be communicated when the information is available in one’s
national register. Therefore there is an obligation to exchange the information when

available.

Optional (O0):
The data element may be communicated when the information is available in one’s
national register. Therefore there is no obligation to exchange the information even when

the information is available.

An indication (Y) is given for each element in the data set whether the element is

specifically indicated by the Parties in relation with the Treaty.
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2. Vehicle/Owner/Holder Inquiry

2.1 Triggers for the Inquiry

There are two different ways to search for the information as defined in the next paragraph:
1. By Chassis Number (VIN), Reference Date and Time (optional);

2. By License Number, Nature of the vehicle/EU Category Code (optional), Reference

Date and Time {optional); in Luxembourg more than one vehicle can be returned

when the inquiry is done by Licence Number.

By means of these search criteria, information related to one and sometimes more vehicles
will be returned. If information for only one vehicle has to be returned, all the items are
returned in one response. If more than one vehicle is found, the Party itself can determine
which items will be returned; all items or only the items to refine the inquiry (e.g. because

of privacy reasons as in UK and Germany, or because of performance rcasons).

The items, necessary to refine the inquiry are pictured in paragraph 2.2.1. In paragraph

2.2.2 the complete information set is described.

When the inquiry is done by Chassis Number, Reference Date and Time, the inquiry can

be done in one or all of the participating countries.

When the inquiry is done by License Number, Reference Data and Time, the inquiry has to

be done in one specific Party.

Normally the actual Date and Time is used to make an inquiry, but it’s possible to do an
inquiry with a Reference Date and Time in the past. When an inquiry is made with a
Reference Date and Time in the past and historical information is not available in the
register of the specific Party, the actual information can be returned with an indication that

the information is actual information.

2.2 Data set




2.2.1 Items to be returned necessary for the refinement of the inquiry
Item M/O" |Remarks Priim Y/N?
Data relating to vehicles

Licence number M Y

Chassis number / VIN M Y

Party of registration M Y

Make M (D.1%) e.g. Ford, Opel, Renault etc. | Y

Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code | M (J) mopeds, motorbikes, carsetc. | Y

2.2.2 Complete data set

Item M/O* |Remarks Priim Y/N

Data relating to holders of the vehicle (C.1°)

Registration holders’ (company) name M (C.1.1) Y
separate fields will be used for first
name(s), surname, infixes, titles
etc.,
and
the name in printable format will
be communicated

First name M (C.1.2) Y
separate fields for first name(s)
and initials will be used,
and
the name in printable format will
be communicated

Address M (C.1.3) Y

separate fields will be used for

Street, House number and Annex,

' M = mandatory when available in national register, O = optional

2 All the attributes specifically allocated by the Parties are indicated with Y.

? Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999
* M = mandatory when available in national register, O = optional

5 Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999




Item WO* |[Remarks Priim Y/N
| Zip code, Place of residence, Party
of residence etc.,
and
the Address in printable format
will be communicated

Gender M Male, female Y

Date of birth M Y

Legal entity M individual, association, company, |Y
firm etc.

ID Number 0 An  identifier that uniquely [N
identifies the person or the
company.

Data relating to owners of the vehicle (C.2)

Owners’ (company) name M (C.2.1) Y

First name M (C.2.2) Y

Address M (C.2.3) Y

Gender M male, female Y

Date of birth M Y

Legal entity M individual, association, company, | Y
firm etc.

ID Number o An  identifier that uniquely | N
identifies the person or the
company.

Data relating to vehicles

Licence number M Y

Chassis number / VIN M Y

Party of registration M Y

Make M (D.1)e.g. Ford, Opel, Renault etc. |Y

Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code |M (J) mopeds, motorbikes, cars etc. Y

Date of first registration M (B) date of first registration of the | Y
vehicle somewhere in the world

Start date (actual) registration M (1) vehicle document date Y

End date registration M Y

Status M scrapped, stolen, exported, error|Y

notification




Item MWO* [Remarks Priim Y/N
Status date M Y
kW 0] P2) Y
Capacity O (P.1) Y
Type of licence number O regular, transito etc. Y
Vehicle document id 1 o) The first unique document ID as|Y
printed on the vehicle document.
Vehicle document id 2. In Luxembourg two | O A second document ID as printed | Y
separate vehicle registration document ID’s on the vehicle document.
are used.
Data relating to insurances
Insurance company name 0 Y
Begin date insurance 0 Y
End date insurance 0] Y
Address 0] Y
Insurance number O Y




Annex C.2

Data Security

1. OVERVIEW

The Eucaris software application connects all Parties in a mesh network where each Party
communicates directly to another Party. There is no central component needed for the
communication to be established. The application handles secure communication to the
other Parties and cornmunicates to the back-end legacy systems of Parties using XML.
Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the Testa Il network of EU.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it
is assumed the connection between the application and the back-end is in a protected

environment.

Finally, a client application is provided which can be used within a Party to query their
own register or other Parties. The clients will be identified by means of user-id/password
or a client certificate. The connection to a user may be encrypted. However, this is the

responsibility of each individual Party.

2. SECURITY FEATURES RELATED TO MESSAGE EXCHANGE

The security design is based on a combination of HTTPS and XML signature. This
alternative uses XML-signature to sign all messages sent so the server and can authenticate
the sender of the message by checking the signature. 1-sided SSL (only a server certificate)
is used to protect the confidentiality and integrity of the message in transit and provides

protection against deletion and insertion attacks.

The XML-signature can be implemented in several ways.




The chosen approach is to use XML Signature as part of the Web Services Security (WSS).
WSS specifies how to use XML-signature. Since WSS builds upon the SOAP standard, it
is logical to adhere to the SOAP standard as much as possible. This requires changes to the
XML-messages specified with respect to addressing, error handling etc.

The use of XML-signature and HTTPS with server certificate (1-sided SSL) combines the
best properties of XML-signature on one side and HTTPS on the other side. No additional
measures are needed to protect against deletion/replay attacks. Instead of bespoke software
development to implement 2-sided SSL, XML-signature is implemented. Using XML-
signature is closer to the web services roadmap than 2-sided SSL and therefore more

strategic.

3. SECURITY FEATURES NOT RELATED TO MESSAGE EXCHANGE

3.1. Authentication of users

The users of the Eucaris web application authenticate themselves using a username and
password. Since standard Windows authentication is used, Parties can enhance the level of

authentication of users if needed by using client certificates.

3.2. User roles

The Eucaris software application supports different user roles. Each cluster of services has
its own authorization. E.g. (exclusive) users of the “Treaty of Eucaris”- functionality” may

not use the “Treaty of Priim”- functionality”. Administrator services are separated from the

regular end-user roles.

3.3. Logging and tracing of message exchange
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Logging of all message types is facilitated by the Eucaris software application. An
administrator function allows the national administrator to determine which messages are
logged: requests from end-users, incoming requests from other Parties, provided

information from the national registers, etc.

The application can be configured to use an internal database for this logging, or an
external (Oracle) database. The decision on what messages have to be logged clearly
depends on logging facilities elsewhere in the legacy systems and connected client

applications.

The header of each message contains information on the requesting Party, the requesting
organization within that Party and the user involved. Also the reason of the request is

indicated.

By means of the combined logging in the requesting and responding Party complete

tracing of any message exchange is possible (€.g. on request of a citizen involved).

Logging is configured through the Eucaris web client (menu Administration, Logging
configuration). The logging functionality is performed by the Core System. When logging
is cnabled, the complete message (header and body) is stored in one logging record. Per
defined service, and per message type that passes along the Core System, the logging level

can be set.

Logging Levels

The following logging levels are possible:

Private — Message is logged: The logging is NOT available to the extract logging service
run by the Secretary State but is available on a national level only, for audits and problem
solving.

None — Message is not logged at all.

Message Types
Information exchange between Parties consists of several messages, of which a schematic

representation is given in the figure below.




The possible message types (in the figure shown for the Eucaris Core System of Party X)
are the following:
1.  Request to Core System_ Request message by Client
2. Request to Other Party Request message by Core System of this Party
3. Request to Core System of this Party Request message by Core System of other
Party

Request to Legacy Register Request message by Core System

Request to Core System_Request message by Legacy Register

Response from Core System_Request message by Client

Response from Other Party Request message by Core System of this Party

Response from Core System of this Party Request message by other Party

e e AN o

Response from Legacy Register Request message by Core System

10. Response from Core System_Request message by Legacy Register

The following information exchanges are shown in the figure:

¢ [nformation request from this Party (X) to another Party (Y) — blue arrows. This
request and response consists of message types 1, 2, 7 and 6, respectively.

¢ Information request from another Party (Z) to this Party (X) — red arrows. This request
and response consists of message types 3, 4, 9 and 8, respectively.

¢ Information request from the legacy register to its core system (this route also includes
a request from a custom client behind the legacy register) — green arrows. This kind of

request consists of message types 5 and 10.
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Figure : Message types for logging

3.4. Hardware Security Module

A Hardware Security Module is not used.

A Hardware Security Module (HSM) provides good protection for the key used to sign
messages and to identify servers. This adds to the overall level of security but an HSM is
expensive to buy/maintain and there are no requirements to decide for a FIPS 140-2 level 2
or lcvel 3 HSM. Since a closed network is used that mitigates threats effectively, it is
decided not to use an HSM initially. If an HSM is necessary e.g. to obtain accreditation, it

can be added to the architecture.
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Annex C.3

Technical conditions of the data exchange

1.  General description of the EUCARIS application
1.1 ANOVERVIEW

The Eucaris application connects al} participating Parties in a mesh network where each
Pér‘ey communicates directly to another Party. There is no central component needed for
the communication to be established. The FEucaris application handles secure
communication to the other Parties and communicates to the back-end legacy systems of

Parties using XML. The following picture visualizes this architecture.
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Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the network used for the message exchange (Testa). To access the
Tesia network, Parties connect to Testa via their national gate. It is assumed that a firewall
is used to connect to the network and that a router connects the Eucaris application to the
firewall. Depending on the alternative chosen to protect the messages, a certificate is used

either by the router or by the Eucaris application.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it

is assumed the connection between Eucaris and the back-end is in a protected environment.

Finally, a client application is provided which can be used within a Party to query its own
register or other Parties. The client application connects to Eucaris. The clients will be
identified by means of user-id/password or a client certificate. The connection to a user in

an external organization (e.g. police) may be encrypted. However, this is the responsibility

of each individual Party.

1.2 SCOPE OF THE SYSTEM

The scope of the Eucaris system is limited to the processes involved in the exchange of
information between the Registration Authorities in the Partics and a basic presentation of
this information. Procedures and automated processcs in which the information is to be

used (¢.g. administrative or enforcement processes), are outside the scope of the system.

Parties can choose either to use the Eucaris client functionality or to realise their own
customized client application. In the table below, it is described which aspects of the

Eucaris system are mandatory to use and/or prescribed and which are optional to use

and/or free to determine by the Parties.
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EUCARIS M/O | Remark

aspects ¢

Network concept M | The concept is an “any-to-any” communication.

Physical network M | TESTA

Core application M | The core application of EUCARIS has to be used to connect

to the other Parties. The following functionality is offered by

the core:

= Encrypting and signing of the messages;

= Checking of the identity of the sender;

= Auihornization of Parties and local users;

= Routing of messages;

* Queuing of asynchronous messages if the recipient
service is temporally unavailable;

= Multiple country inquiry functionality;

= Logging of the exchange of messages;

= Storage of incoming messages

Client application O | In addition to the core application the EUCARIS 11 client
application can be used by a Party. When applicable, the
core and client application is modified under auspices of the
EUCARIS organisation.

Security concept M | The concept ts based on XML-signing by means of client
certificates and SSL-encryption by means of service
certificates.

Message M | Every Party has to comply with the message specifications

specifications as set by the EUCARIS organisation and the present
Implementing Agreement and its Annexes c. The
specifications can only be changed by the EUCARIS
organisation in consultation with the Parties.

Operation and M | The acceptation of new Parties or new functionality is under

Support auspices of the EUCARIS organisation. Monitoring and help

desk functions are managed centraily by an appointed Party.

¢ M = mandatory to use or to comply with O = optional to use or to comply “vith
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2. NON FUNCTIONAL REQUIREMENTS

2.1 GENERIC FUNCTIONALITY

In this section the main generic functions have been described in general terms.

Nr.

Description

1.

The system allows the Registration Authorities of the Parties to exchange request

and response messages in an interactive way.

The system contains a client application, enabling end-users to send their requests

and presenting the response information for manual processing

The system facilitates ‘broadcasting’, allowing a Party to send a request to all
other Parties. The incoming responses are consolidated by the core application in
one response message to the client application (this functionality is called a

‘Multiple Country Inquiry’).

The system is able to deal with different types of messages. User roles,

authorization, routing, signing and logging are all defined per specific service.

. | The system allows the Parties to exchange batches of messages or messages

containing a large number of requests or replies. These messages are dealt with in

an asynchronous way.

The system queues asynchronous messages if the recipient Party is temporarily

unavailable and guarantees the deliverance as soon as the recipient is up again.

The system stores incoming asynchronous messages until they can be processed.

The system gives only access to Eucaris applications of other Parties, not to
individual organisations within those other Parties, i.e. each Registration
Authority acts as the single gateway between its national end-users and the

corresponding Authorities in the other Parties.

It is possible to define users of different Parties on one Eucaris server and to

authorize them following the rights of that Party.

10

Information on the requesting Party, organisation and end user are included in the

messages.
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Nr. | Description o :
11{ The system facilitates logging of the exchange of messages between the different

Parties and between the core application and the national registration systems.

12| The system allows a specific secretary, which is an organisation or Party explicitly
appointed for this task, to gather logged information on messages sent/received by
all the participating Parties, in order to produce statistical reports.

13] Each Party indicates itself what logged information is made available for the

secretary and what information is ‘private’.

141 The system allows the National Administrators of each Party to extract statistics

of use.

15{ The system enables addition of new Parties through simple administrative tasks.

2.2 USABILITY

Nr. | Description

16{ The system provides an interface for automated processing of messages by back-
end systems/legacy and enables the integration of the user interface in those

systems (customised user-interface).

17} The system is easy to learn, self explanatory and contains help-text.

18] The system is documented to assist Parties in integration, operational activities
and future maintenance (e.g. reference guides, functional/technical

documentation, operational guide,....).

19} The user interface is multi-lingual and offers facilities for the end-user to select a

preferred language.

20] The user interface contains facilities for a Local Administrator to translate both

screen-items and coded information to the national language.

2.3 RELIABILITY

Nr. | Description

21{ The system is designed as a robust and dependable operational system which is

tolerant to operator errors and which will recover cleanly from power cuts or other
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Nr.

Description

disasters. It must be possible to restart the system with no or minimal loss of data.

22

The system must give stable and reproducible results.

23

The system has been designed to function reliably. It is possible to implement the
system in a configuration that guarantees an availability of 98% (by redundancy,

the use of back-up servers etc.) in each bilateral communication.

24

It is possible to use part of the system, even during failure of some components (if
Party C is down, Parties A and B are still able to communicate). The number of

single points of failure in the information chain should be minimised.

25

The recovery time after a severe failure should be less than one day. It should be

possible to minimise down-time by using remote support e.g. by a central service
desk.

2.4 PERFORMANCE

Nr.

Description

26

The system can be used 24x7. This time-window (24x7) is then also required from

the Partics legacy systems.

27

The system responds rapidly to user requests irrespective of any background
tasks. This is also required from the Parties legacy systems to ensure acceptable

response time. An overall response time of 10 seconds maximum for a single

request is acceptable,

28

The system has been designed as a multi-user system and in such a way that

background tasks can continue while the user performs foreground tasks.

29

The system has been designed to be scaleable in order to support the potential
increase of number of messages when new functionality is added or new

organisations or Parties are added.

2.5 SECURITY

Nr.

Description

30

The system is suited (e.g. in its security measures) for the exchange of messages
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Nr. | Description
containing privacy-sensitive personal data (e.g. car owner/holders or driving
licence holders), classified as EU restricted.

31| The system is maintained in such a way that unauthorised access to the data is
prevented. ;

32| The system contains a service for the management of the rights and permissions of
national end-users.

33| Parties are able to check the identity of the sender (at Party level), by mc;:ans of
XML-signing.

34| Parties must explicitly authorise other Parties to request specific information,
enabling the exchange of information both within and outside the scope of a
specific treaty or directive.

35} The system provides at application level a full security and encryption policy
compatible with the level of security required in such situations. Exclusiveness
and integrity of the information is guaranteed by the use of XML-signing and
encryption by means of SSL-tunnelling.

36! All exchange of messages can be traced by means of logging.

37| Protection is provided against deletion attacks (a third party deletes a message)
and replay or insertion attacks (a third party replays or inserts a message).

38{ The system makes use of certificates of a Trusted Third Party (TTP).

39] The system is able to handle different certificates per Party, depending on the type
of message or service. L

40| The security measures at application level are sufficient to allow the use of non
accredited networks.

41| The system is able to use novice security techniques such as an XML-firewall.

2.6 ADAPTABILITY

Nr.

Description

42

The system is extensible with new messages and new functionality (e.g. name
matching algorithms). The costs of adaptations are minimal. Due to the centralised

development of application components.
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Nr.

Description

43

MS are able to define new message types for bilateral use. Not all Parties are
required to support all message types.

2.7 SUPPORT AND MAINTENANCE

Nr.

Description

44

The system provides monitoring facilities for a central service-desk and/or

operators concerning the network and servers in the different Parties.

45

The system provides facilities for remote support by a central service-desk.

46

The system provides facilities for problem analysis.

47
48

The system can be expanded to new Parties.

The application can easily be installed.

49

The system provides a permanent testing and acceptance environment.

50

The annual costs of maintenance and support has been minimised by adherence to
market standards and by creating the application: in such a way that as little

support as possible from a central service-desk is required.

2.8 DESIGN REQUIREMENTS

Nr.

Description

51

The system is designed and documented for an operational lifetime of many years.

52

The system has been designed in such a way that it is independent of the network

provider.

53

The system is compliant with the existing HW/SW in the Parties by interacting
with those registration systems using standard web service technology (XML,
HTTP, Web services, WSS).

2.9 APPLICABLE STANDARDS

Nr.

Description

54

The system is compliant with data protection issues as stated in Regulation EC
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Nr. |Description

45/2001 (articles 21, 22 & 23) and Directive 95/46/EC.

55| The system complies with the IDA Standards [doc-1].

56) The system supports UTFS.
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Annex C.4

List of contact points for incoming requests

Country Contact point Telephone Fax number e-mail (for
number (for (for operational
operational operational contact)
contact) contact)

Austria Bundeskriminalamt +43 1 24836 +43 1 24836 BMI-II-BK-

Osterreich (Austrian | 85026 951135 SPOC@bmi.
Criminal Intelligence gv.at
Service)
Belgium DIV “Dienst +3222773 +32227740 | Help.divi@m
Inschrijvingen” 792 (DLV) 22 (DIV) obilit.fgov.be
(Vehicle Registration) | +322 2773 +32227740 | (DIV)
777 (ICT) 04 Help.ict@m
obilit.fgov.be
(ICT)
France SCCOPOL “Section +33(0)140 +33(0)140 dcpj-dri-
Centrale de 9788 73 97 82 48 pec@interie
Coopération policiere” ur.gouv.fr
(Criminal
Investigation Police)
Germany KBA “Kraftfahrt- +49 461316 | +49 461 316 pruem@kba
Bundesamt” (Vehicle | 2050 2942 de
Registration)

Luxembour | Centre Informatique + 352 4997 + 352 4997 cin@police.e

g de la Police (Police) 2346 2398 tat.lu

Netherlands | RDW “Rijksdienst +31598693 | +31503656 | servicedesk

(The) Wegverkeer” (Vehicle | 369 462 @rdw.nl

Registration)
Spain Secretaria de Estado | +34915371883 | +34913191228




-21-

de Seguridad
(Ministry of Interior)

+34915371884
+34915372056
+34915372057
+34915372058

+34913191645
+34913197389

cepic@ses.m

ir.es




Annexes D

Police cooperation
Annex D.1

Procedures and contact points for the setting up of
joint operations

Parties which do not use or work with specified procedures where the intervention of a contact

point is necessary for setting up joint operations pursuant to article 24 of the Treaty give relevant
contact points for the setting up of joint operations mentioned below.

AUSTRIA

National contact point according to point 14.2 of the Implementing Agreement:

During office hours:

Federal Ministry of the Interior, General Directorate for Public Security,
Sub-Department 11/2/a

Phone: +431-53126-3411

Fax: +431-53126-10-8638

e-mail: bmi-1{-2-a@bmi.gv.at

Outside office hours:

Federal Ministry of the Interior, Division Il — General Directorate for Public Security, Operations
and Crisis Coordination Centre

Phone: +431-53126-3200 or -3775

Fax: +431-53126-3120

e-mail: bmi-lI-EKC-Permanenzdienst@bmi.gv .at

BELGIUM

1. Joint patrols and joint controls

There is no formal procedure that needs to be followed when setting up a joint patrol or joint
control. It suffices that the operational chiefs of the services involved (in Belgium: the corps chief
of the Local Police or the chief of unit of the Federal Police) come to a verbal or written agreement.
If one does not know how to get in touch with the Belgian operational chief, one should take
contact with the national contact point:




DAO (Directorate of operations concerning administrative police — Officer on .
duty)

Blok G, Fritz Toussaintstraat 47
1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 322 646.49.40

E-mail: dga-dao@skynet.be.

The operational chiefs make sure that every officer taking part in the operation is well informed
about the mission and the competencies. If necessary, a meeting will be organised to this purpose.

2. Other joint operations
Other joint operations are only possible on request. All requests to the Belgian Police have to be
made by means of the request form below and have to be sent to the national contact point:

DAO (Directorate of operations concerning administrative police — Officer on duty)
Biok G, Fritz Toussaintstraat 47

1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 32 2 646.49.40

E-mail: dga-dao@skynet.be.

The competent authority in Belgium will immediately take a decision concerning the request. The
decision is sent as quickly as possible in writing to the competent authority of the requesting Party.

When carrying out the joint operation, the cross-border official is in possession of a summary list

of the means and material he brought. He submits it on request to the competent authority of the
host state.

FRANCE

Organisation Municipality Telephone number
Fax number
E-mail

AUSTRIA CCPD Kehl Tel : 0049.7851.8895-0

Fax : 03 9023 13 69

E-mail:

mailto:centro. 2@ 1 .lka.bwl.d
¢ ccpd2-offenbourg. ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang@interieur.gou :
v.fr (Chef détachement P.N.) i




NETHERLANDS

CCPD

Tournai

Tel : 003269 6826 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
59@interieur.gouv.fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax:039023 1369

E-mail:
mailto:centro.lz@|.lka.bwl.d
€ ccpd2-offenbourg.ddpaf-
67(@intericur.gouv.fr

or:
fabien.taglang@interieur.gou
v.fr (Chef détachement P.N.)

SPAIN

CCPD

Hendaye

Tel : 05592093 60
Fax: 05 59 20 59 34
E-matil :

cepd-
hendaye@interieur.gouv.{t B

CCPD

l.e Perthus

Tel : 04 68 83 79 00

Fax: 0468837910

Tel : 05 5920 93 60

Fax : 055920 59 34

E-mail :

cepd-
hendaye(@intericur.gouv.free
pd-scc.le-perthus-
66(dintermel.si.mi

CCPD

Canfranc le
Somport

Tel : 055939 04 85
Fax:05593618 15

E-mail :
cepd.canfranc(@interieur.gou
v.fr

CCPD

Melles Pont du Roy

Tel: 056194 68 40

Fax : 05 61 94 68 48

E-mail :
cepd.melles(@interieur.gouy.
fr

BELGIUM

CCPD

Toumai

el : 003269682610
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-

LUXEMBURG

CCPD

Luxembourg

J9@interieur.gouv.fr
Tel : 03 82 54 94 30 ou
+352 26 124 300

Fax : 03 82 54 94 39 ou
+352 26 124 199
E-mail : fr{@bccp.ctat.lu




GERMANY
1. Introduction to Article 24

Generally, all offices of the Liander police forces and of the Federal Police may be responsible for
joint operations.

However, this only applies,

e if there are no regulations in place in bilateral and multilateral treaties governing joint
operations that are more specific, and

¢ if the joint operations do not have a direct cross-border link (e.g. operation of Spanish officers
in Germany).

If with respect to a joint operation there is no more specific, contractual rule in place and if there is
no direct cross-border link, these exceptional cases require the consent of the Federal Ministry of
the Interior and/or the affected interior ministries of the Linder.

Paras 1 and 2 of Article 24 are linked with one another in an inseparable context. For all measures
carried out pursuant to para 1, consent must invariably be obtained under para 2 about the scope of
the transfer of sovereign powers, operational modalities and the right of managing the operation
which shall rest with the officials from the host state.

2. Ad Artice 24 (1) - "authorities designated by the Contracting Parties”
Examples of joint operations:

Above all “not time-critical situations" (“Zeitlagen™) (in the run-up to events that can be planned)
such as joint patrols in the border region, joint patrols on the cccasion of special events (e.g.
Lower-Saxons’ Day), joint controls (e.g. to fight intemnational crime such as drug crimes,
trafficking in human beings, property crimes organized by gangs (referred to as checks
“irrespective of whether there is a specific suspicion™), joint intelligence measures / warnings to
potential offenders / fan escorts in the run-up to football matches or other major events.

The principles referred to in 1. shall apply.

Allgemeine Kontaktstellen, auch fiir andere
Vertragsparteien:
direkte grenziiberschreitende Zusammenarbeit)

Bundespolizei Tel.: +49 (0) 261 399 -0
Bundespolizeidirektion Tel.: +49 (0) 261 399 - 250
Roonstr. 13 Fax.:+49 (0) 261 399 -218

D-56068 Koblenz Mail: bpold@polizei.bund.de




3. Ad Article 24( 2) senterce 1 - "consent on exercise of sovereign powers"

Co-operation where consent by the Federal
Ministry of the Interior must be obtained:

Bundesministerium des Innern Tel.: +49 (0) 1888 681-1077

- fiir das Bundeskriminalamt: Fax.:+49 (0) 1888 681-2926
Abteilung Polizeiangelegenheiten; Mail: poststelle@bmi.bund.de
Terrorismusbekampfung

- fiir die Bundespolizei:

Abteilung fiir Angelegenheiten der Tel.: +49(0) 1888 681-0
Bundespolizei Fax: +49(0) 1888 681-1829
Alt-Moabit 101D Mail: poststelle@bmi.bund.de

D-10559 Berlin

Co-operation where consent must be obtained
from a Land interior ministry. In the following
you will find the Biindeslinder, which share
borders with other Priim Contracting Parties

Niedersachsen (N]) Tel.: +49(0) St1 120-6112
Niedersichsisches Ministerium fiir Inneres und Fax.:+49(0) 511 120-6150
Sport Mail: kvl@mi.niedersachsen.de

Lavesalice 6
D-30169 Hannover
Tel.: +49 (0)211 871

Nordrhein-Westfalen (NW) 3340/3341/3342/3343/3344
Innenministerium Nordrhein-Westfalen Fax.:+49 (0)211 871 3231
- Lagezentrum — Mail: lagezentrum@im.nrw.de
HaroldstraBe 5
40190 Diisseldorf
Rheinland-Pfalz (RP) Tel.: +49 (0)6131 16 3599
Ministerium des Innern und fiir Sport Fax.:+49 (0)6131 16 3600
- Lagezentrum - Mail: lagezentrum@ism.rlp.de
Schillerplatz 3-5
55116 Mainz

Tel.: +49 (0) 681 962-1260 bis 1263
Saarland (SL) Fax.:+49 (0) 681 962-1265
Ministerium fiir Inneres, Familie, Frauen und Mail: lagezentrum@innensaarland.de
Sport

Leitstelle, Lagezentrum-
c/o Landespolizeidirektion
Mainzer Str 134 -136
66121 Saarbriicken
Tel.: +49 (0)711 231 3333

Baden-Wiirttemberg (BW) Fax.:+49 (0)711 231 3399
Innenministerium Baden-Wiirttemberg Mail: lagezentrum(@im.bwl.de
Lagezentrum

Dorotheenstralle 6

70173 Stuttgart




Bayern (BY)

Bayerisches Staatsministerium cies Innern
- Lagezentrum -

Odeonsplatz 3

D-80335 Miinchen

Bundeslander, which do not shae a border
with a Priim Contracting Party

Brandenburg (BB)

Miiisterium des Innern des Landes Brandenburg
Lageszentrum der Polizei
Henuing-von-Treskow-Str. 9-13

14467 Potsdam

Berlin (BE)
Senatsverwaltung fiir Inneres
Lagezentrum Berlin

Platz der Liiftbriicke 6

12096 Berlin

Bremen (HB)
Lagezentrum M
Polizei Bremen
In der Vahr 78
28329 Bremen

Hessen (HE)

Hessisches Ministerium des Inneres und fiir Sport
LAGEZENTRUM

Fricdrich-Ebert-Allee 12

D-65185 Wiebaden

Hamburg (HH)
Behorde fiir Inneres
Polizei Hamburg
Fithrungs-und Lagedienst
Bruno-Georges-Platz |
22297 Hamburg

Mecklenburg-Voerpommern (MY)
Innenministerium Mecklenburg-Vorpommem
Arsenal am Pfaffenteich

Lagezentrum

Alexandrinenstrasse 1

19055 Schwerin

Schleswig-Holstein (SH)
Landespolizeiamt

Gemeinsames Lage- und Fithrungszentrum
Miihlen 166

24116 Kiel

Tel.: 0049 (0) 89 2192-20
Fax: 0049 (0) 89 2192-2587
Mail: stmi.lzby@polizei.bayern.de

Tel.: +49 331 866 2871
Fax.:+49 331 866 2879
Mail: lagezentrum(@mi.brandenburg.de

Tel.: +49 30 466 490 7210
Fax.:+49 30 466 490 7299
Mail: izberlint@seninn.verwalt-berlin.de

Tel.: +49 421 362 1854 or 1754
Fax.:+49 421 362 1859
Mail: Lagezentrum{@polizei.bremen.de

Tel.: +49 611 353 2150
Fax.:+49 611 353 1706
Mail: Izhessen{@hmdi.hessen.de

Tel.: +49 40 4286 66055

Fax.:+49 40 4286 66049

Mail: FLDI-
FLD2@POLIZELHAMBURG.DE

Tel.: +49 385 588 2471 (bis -2479)
Fax.:+49 385 58% 2480 (oder 2481)
Mail: lagezentrum@im.mv-regierung.de

Tel.: +49 431 160 61111
Fax.:+49 431 160 61199
Mail: lob.zifzt@polizei.landsh.de

Tel.: +49 351 564 3775 oder 3776 -




Sachsen (SN) Fax.:+49 351 564 3779

Siachsisches Staatsministerium des Enern Mail:

Landespolizeiprisidium Platz2.Lagezentrum@smi.sachsen.de
Lagezentrum

01095 Dresden

Sachsen-Anhalt (ST) Tel.: +49 391 567 5292

Fax.:+49 391 567 5290
Mail: lagezentrum(@mi.lsa-net.de

Ministerium des Innern

des landes Sachsen-Anhalt

Lagezentrum

Halberstidter Str 2/Am Platz des 17. Juni
39112 Magdeburg

Tel.: +49 361 37 93 616
Fax.:+49 361 37 93 686
Mail: Lagezentrum{@tim.thueringen.de

Thiiringen (TH)

Thiiringer Innerministerium
Abteilung 4

-Lagezentruni-
Andrcassirasse 38

99084 Erfurt

LUXEMBOURG

The Luxembourg law does not provide for a formal procedure to be accomplished for the setting up
of joint operations within the meaning of article 24 of the Treaty. It suffices that the operational
chiefs - for Luxembourg the Director General of the Grand-Ducal Police or his representative - of
two ore more Parties involved come to an agreement. In any circumstance, contact should be taken
first with the Operations Department of the Grand-Ducal Police which is the national contact point
provided for by point 14.2 of the Implementing Agrecement; it can be contacted as follows:

Police Grand-Ducale

Direction des Opérations

Adresse : !, ruc Marie et Pierre Curie
L-2957 LUXEMBOURG

Tel.: +352 4997 - 2310
Fax : +352 4997 - 2399
E-mail :  dop@police.etat.lu
THE NETHERLANDS

Competent authorities: Police and Royal Constabulary (Koningklijke Marechaussee)

Memberstates Organisation Central point of Telephone number “

contact Fax number

E-mail

AUSTRIA Korps Landelijke Hoofdstraat 54 Tel:(0031)0)343 535759
BELGIUM Politie Diensten Postbus 100 Fax(0031)X0)343 518180
GERMAMY (KLPD) 3970 AC Driebergen | E-Mail:ccb-
FRANCE Department for klpd@kipd.politie.nl
LUXEMBURG Conflict and




SPAIN Crisismanagement Kamp Nieuw Tel: (0031)X0)577455766
Millingen Fax:(0031)0)577455763
Koninklijke Postbus 59
Marechaussee 3886 ZH
(Royal Marderen
Constabulary)
Commander of
National and Foreign
Squads
SPAIN

National legislation and competencies in accordance to joint operations.

The Spanish legislation about joint operations is collected in the next legislation:

»

>

»

Law 11/2003 about the joint investigations teams. This is the national law under the Frame
Decision of 13 of June of 2002

Tte development of article 40 “over border surveillance™ we have the i1ales for this cases in
the frame of the Schengen space. Here we have rules for the normal or urgent surveillance
always under a judicial investigation, the type of criminal offences includes in this
modality of cooperation, the Spanish competent authorities and the steps to do for using
this surveillance and models of documents.

Agreement with Portugal about joint and coordinate mobile controls of people.

We have no rules for other kinds of joint operations like joint patrols or similar.

In Spain we have many Treaties with different countries in order to improve the cooperation. We

can highlight the next:

With Portugal:

o Agreement about readmission people in irregular situation signed the February 15,
1993 (Annexed)
Agreement about mobile controls signed the January 17, 1994. (Annexed)
Agreement about civil and penal matters signed the November 19, 1997 (Annexed)
Agreement about hot pursuit signed the November 30, 1998 (Annexed)
Agreement about border cooperation in police and custom matters signed the
November 19, 2005 (Annexed)

c o0 o ©

With France
o Agreement about border cooperation in police and custom matters signed the July
7, 1998 (Annexed)
o Agreement about readmission people in irregular situation signed the November
26, 2002 (Annexed)
o Rules of organization and running of Cooperation Center (We have only in paper




NATIONAL CONTACT POINT

The national contact point in Spain is:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION ( CEPIC )
situated in:

Gabinete de Coordinacion

Calle Amador de los Rios, 2

28010 MADRID- ESPANA

And the coordinates are: Phone numbers: +34 915371 883
+34915371 884
+34 915372 056
+34915 372057
+34915372 058

FAX: +34913 191 228
+34913 191 645
+34913 197 389

MAIL: cepic{@ses.mir.es

Model Request form
for joint operations on the basis of article 24 of the Treaty

Requesting Party:

U The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO

or

0 The Federal Republic of Germany, represented by ...

or

u The Kingdom of Spain, represented by ...

or

Q The French Republic, represented by ...

or

Q The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal

Police or his representative

or

Q The Kingdom of the Netherlands, represented by ....

or

a The Republic of Austria, represented by ...

requests

o The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO
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gr The Federal Republic of Germany, represented by ...

gr The Kingdom of Spain, represented by

gr The French Republic, represented by ....

gr The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal
Police or his representative

gr The Kingdom of the Netherlands, represented by ...

gr The Republic of Austria, represented by ...

for the following:

Q Police intervention by ............... police officers, as detailed in the annex to the present
request, in order to contribute to the maintenance of public order at:

under the operational command of ...
(name and function of the police officer).

0 For agreement:

a The furnishing of means for public order maintenance, as detailed in the annex to the

present request.

These means will be deployed at ...
(name of the place, name of the zone; date);

under the operational command of ...
(nrame and function of the police officer).

Q For agreement:

a The dispatch of ............................. police officers to accompany or operate the material
means for that purpose.

Q For agreement :

Q Other:

Q For agreement:

a One border crossing
a Several border crossings during the following period:
a For agreement:

T
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Sovereign powers

s} Requests to confer to the seconding state’s officers the sovereign powers allowed by the
Host State.

Qa For agreement:

a Requests to allow the Seconding State’s officers to exercise their own sovereign powers in

accordance with the Seconding State’s law. If granted, the seconding state’s officers will
have the same sovereign powers as in their own country.

a For agreement:

Costs

| Each Contracting Party shall bear the costs incurred by its own authorities.
or

n Other proposition for the sharing out of the costs:

a For agreement:

.............................. date) .........coovvieeiiiniiiiiiccciiiniiiiivieeene. . (place)
.................................... (Signature)

agreement

............................... ate) .....ccc.coovviiiiiiiiiiiiiieiiiiieeeee e (place)
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Annex D.2

Authorities to be notified without delay in case of a
cross-border operation in the event of imminent danger, and

contact poiats for the reporting of modifications in the
contact details listed in this Annex.

AUSTRIA
Border with Name of Bundesiand Municipalities Telephone number
or ministry (border Fax number
municipalities are in | E-mail
bold) ]
GERMANY Landespolizeikommand Tel.: +43 (0) 59133
o Oberosterreich - 40-2222
Landesleitzentrale Fax: +43(0) 59133
40-1009
Mail: LPK-
O@polizei.sv.at
Landespolizeikommand Tel.: +43(0) 59133
o Salzburg - 50-2222
Landesleitzentrale Fax: +43 (0)59133
50-1009
Mail: LPK-
S@polizei.gv.at
Landespolizeikommard Tel.: +43(0) 59133
o Tirol - 70-2222
Landesleitzentrale Fax: +43(0)59133
70-1009
, Mail: LPK-
T lizei.gv.at
Landespolizeikommand Tel.: +43 (0) 59133-
o Vorarlberg - 80-2222
Landesleitzentrale Fax: +43 (0)59133-
80-1009
Mail: LPK-
Vv lizei.gv.at
OTHER PARTYS | Federal Ministry of the Phone: +431-53126-
Interior, 3200 or-3775

Division II — General

Directorate for Public

Fax: +431-53126-3120
e-mail: bmi-lI-EKC-
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Security,

Permanenzdienst@bmi.

Operations and Crisis gv.at
Coordination Centre

National contact points or the reporting of changes in the contact details in this Annex:

Federal Ministry of the Interior, General Directorate for Public Security.

Sub-Department [1/2/a

Phone: +431-53126-3411
Fax:  +431-53126-10-8638
e-mail: bmi-H-2-a@bmi.gv.at

BELGIUM

NB: In Belgium, it is necessary to contact both the national centre and the local zone concerned!

National Centre:

DAO

(Direction opérations concernant la police administrative)

Officier de permanence

Blok G, Fritz Toussaintstraat 47
Tél: 02 642 6380

Fax: 02 646 4940

Mail: dga-dao@skynet.be

Local police zone

Border with | Number (and name) of | Municipalities(border  municipalities | Telephone
the policezone are in bold) number
FRANCE PZ 5461 DE PANNE / KOKSIJDE / + 32 (0) 58
WESTKUST NIEUWPOORT 53.30.00
PZ 5459 ALVERINGEM /LO- + 32 (0) 58
L 5POORKIN RENINGE/VEURNE 33.53.11
PZ 5462 HEUVELLAND/IEPER/LANGEMA | + 32 (0) 57
ARRO IEPER RK-POELKAPELLE/ 23.05.00
MESEN/MOORSLEDE/
POPERINGE/
STADEN/VLETEREN/
WERVIK/ZONNEBEKE
PZ 5318 COMINES-WARNETON + 32 (0) 56
: , s 55.96.14
PZ 5455 LEDEGEM /MENEN/ + 32 (0) 56
GRENSLEIE WEVELGEM

«

51.01.11
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PZ 5317 MOUSCRON + 32 (0) 56
86.07.00
PZ 5320 CELLES/ ESTAIMPUIS/ + 32 (0) 69
DU VAL DE | M ONT-DE-L'ENCLUS/PECQ 53.29.30
L’ESCAUT
PZ 5316 TOURNAVANTOING/ + 32 (0) 69
DU TOURNAISIS RUMES/BRUNEHAUT 25.02.50
PZ 5321 BERNISSART/ PERUWELZ + 32 (0) 69
77.20.57
PZ 5329 DOUR/HENSIES/HONNELLES/ + 32 (0) 65
DES HAUTS- PAYS | QUIEVRAIN 65.20.25
PZ 5327 BOUSSU/COLFONTAINE/ + 32 (0) 65
BORAINE FRAMERIES/ QUAREGNON/ 61.00.20
SAINT-GHISLAIN
PZ 5324 MONS/QUEVY + 32 (0) 65
40.43.00
PZ 5333 ERQUELINNES / + 32 (0) 71
LERMES ESTINNES/LOBBES/MERBES 59.76.30 |
PZ 5334 BEAUMONT/ CHIMAY/ + 32 (0) 60
BOTTE DU | FROIDCHAPELLE/ 41.40.70
HAINAUT MOMIGNIES/SIVRY
PZ 5311 COUVIN /VIROINVAL + 32 (0) 60
3 VALLEES 31.03.00
PZ 5315 CERFONTAINE / DOISCHE / + 32 (0) 71
HERMETON ET | PHILIPPEVILLE 66.02.11
HEURE
PZ 53i2 ANHEE / DINANT/ HASTIERE/ + 32 (0) 82
HAUTE-MEUSE ONHAYE/YVOIR 21.42.98
PZ 5310 BEAURAING /BIEVRE/ + 32 (0) 61
HOUILLE-SEMOIS GEDINNE/VRESSE-SUR-SEMOIS | 58.70.26
PZ 5302 BERTRIX/BOUILLON/ + 32 (0) 61
SEMOIS ET LESSE DAVERDISSE/ 46.60.07
HERBEUMONT/ LIBIN/ PALISEUL
/ SAINT-HUBERT/ TELLIN /
WELLIN
PZ 5299 CHINY /ETALLE/ + 32 (0) 63
DE GAUME FLORENVILLE/ 58.99.30
MEIX-DEVANT VIRTON/
ROUVROY/
TINTIGNY / VIRTON
PZ 5298 AUBANGE /MESSANCY/ + 32 (0) 63
SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
Germany PZ 5292 EUPEN /KELMIS/ + 32 (0) 87
WESER-GOHL LONTZEN/RAEREN 59.55.00
PZ 5290 LIERNEUX / MALMEDY / + 32 (0)80
STAVELOT- STAVELOT / STOUMONT / TROIS- | 28.18.00
MALMEDY PONTS /WAIMES
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10
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BURG-REULAND/
SANKT-VITH
LUXEM- | PZ5298 AUBANGE /MESSANCY/ + 32 (0) 63
BOURG SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
PZ 5297 ARLON / ATTERT / HABAY / + 32 (0) 63
MARTELANGE 60.84.49
PZ 5301 BASTOGNE / BERTOGNE / + 32 (0) 6l
CENTRE ARDENNE | FAUVILLERS/LEGLISE/ 24.12.11
LBRAMONT-CHEVIGNY/
NEUFCHATEAU/
SAINTE-ODE / VAUX-SUR-SURE
PZ 5300 DURBUY / EREZEE / GOUVY / +32 (0)84
FAMMENE- HOTTON / HOUFFALIZE / 31.03.11
ARDENNE LAROCHE-EN-ARDENNE/
MANHAY / MARCHE-EN-
FAMENNE/NASSOGNE/ ,
RENDEUX/TENNEVILLE/VIELSAL
M
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10
BURG-REULAND/
SANKT-VITH
NETHER- | PZ 5446 DAMME / KNOKKE-HEIST + 32 (0)50
LANDS 61.96.00
PZ 5424 MALDEGEM + 32 (0)50
72.71.60
PZ 5417 EEKLO / KAPRIKE/ + 32 (009
MEETJESLAND SINT-LAUREINS 376.46.46
CENTRUM
PZ 5421 ASSENEDE / EVERGEM v 32 (09
257.00.10
PZ 5416 LOCHRISTI /MOERBEKE + 32 (09
REGIO / WACHTEBEKE / ZELZATE 355.74.40
PUY ENBROECK
PZ 5431 SINT-GILLIS-WAAS/STEKENE |+ 32 (0)3
470.27.30
PZ 5430 BEVEREN + 32 (0)3
BEVEREN 750.14.11
PZ 5345 ANTWERPEN + 32 (0)3
202.55.11
PZ 5348 KAPELLEN / STABROEK + 32 (0)3
NOORD 660.09.30
PZ 5350 ESSEN / KALMTHOUT / + 32 (0)3
GRENS WUUSTWEZEL 620.29.29
PZ 5363 HOOGSTRATEN / MERKSPLAS/ |+ 32 (0)3
NOORDER-KEMPEN | RIJKEVORSEL 340.88.00
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PZ 5364 BAARLE-HERTOG / BEERSE / + 32 (0) 14
REGIO TURNHOUT | KASTERLEE / LILLE / OUD- 40.85.50
TURNHOUT / TURNHOUT /
VORSELAAR
PZ 5367 ARENDONK / RAVELS / RETIE + 32 (0)14
KEMPEN NOORD- 40.40.60
0QOST
PZ 5368 BALEN / DESSEL / MOL + 32 (0)14
33.07.00
PZ 5371 LOMMEL + 32 (0)11
54.43.60
PZ 5372 HAMONT-ACHEL /NEERPELT/ |+ 32 (0)I1
HANO OVERPELT | 44.0820
PZ 5385 BOCHOLT / BREE / KINROOI / + 32 (0)89
NOORD-OOST MEEUWEN-GRUITRODE 48.06.30
LIMBURG
PZ 5383 DILSEN-STOKKEM / MAASEIK + 32 (0)89
MAASLAND 56.92.11
PZ 5387 MAASMECHELEN + 32 (0)89 76
97 00
PZ 5386 LANAKEN +32 (0)89
71.22.23
PZ 5381 BILZEN / HOESELT / RIEMST + 32 (0)89 51
93 00
PZ 5281 BASSENGE/BLEGNY/DALHEM/ |+ 32 (0)4
BASSE-MEUSE JUPRELLE / OUPEYE / VISE 374.88.00
PZ 5382 VOEREN + 32 (04
381.10.11
PZ 5288 AUBEL/BAELEN/HERVE/LIMBOU | + 32 (0) 87
PAYS DE HERVE RG/OLNE / PLOMBIERES / 68.02.40
THIMISTER-CLERMONT /
WELKENRAEDT

National contact points for the reporting of changes in the contact details listed in this Annex:

Police Fédérale belge

Direction de la politique en matiére de coopération policiére internationale (CGI)
Square Victoria Regina 1, 1210 Bruxelles

Tél.: +32 2223 98 50

Fax: +322223 98 §2

E-mail: cg.cgi.srt@police.be

FRANCE

FBorder with TOrganisation ] Municipality l Telephone number
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Fax number
E-mail

ITALY

CCPD

Vintimille

Tel : 0492 41 15 70/71/72
Fax :049241 1574
E-mail :
ccpd-vintimille.ddpaf-
06@interieur.gouyv.fr

CCPD

Modane

Tel: 04 79 05 42 42
Fax :04 79 05 42 40
E-mail :
ccpd-modane-

73@wanadoo.fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax : 039023 13 69
E-mail:
mailto:centro.lz(@1.lka.bwl.
de ccpd2-offenbourg.ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang(@interieur.go
uv.fr (Chef détachement
P.N)

SWITZERLAND

CCPD

Genéve Cointrin

Tel: 04 5028 47 00
Fax :04 5028 47 19
E-mail :

ccpd-geneve.ddpaf-

0] @interieur.gouv r

SPAIN

CCPD

Hendaye

Tel: 05592093 60

Fax: 0559 20 59 34
E-mail :

ccpd-
hendaye@interieur.gouv.fr

CCPD

Le Perthus

Tel : 04 68 83 79 00

Fax : 04 68 83 79 10

Tel : 05592093 60

Fax : 05 59 20 59 34
E-mail :

ccpd-
hendaye@interieur.gouv.frc
cpd-sec.le-perthus-
66@intermel.si.mi




-18 -

CCPD

Canfranc le Somport

Tel : 05 59 39 04 85

Fax : 05593618 15
E-mail :
ccpd.canfranc(@interieur.go
uv.fr

CCPD

Melles Pont du Roy

Tel : 05 61 94 68 40

Fax : 0561 94 68 48
E-mail :
ccpd.melles@interieur.gou

v.ir

BELGIUM

CCPD

Tournai

Tel : 00 32 69 68 26 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
S9@intericur.gouv. fr

LUXEMBOURG

CCPD

Luxembourg

Tel : 03 825494 30 ou
+352 26 124 300
Fax : 03 82 5494 39 ou
+352 26124 199

E-mail : fr@bcep.etat.lu

National contact points for the reporting of changes in the contact details listed in this Annex:

Etat Major de la Direction Centrale de la Police aux Frontiéres
Centre d’information et de Commandement
Te': +33 140076695

Fax: +33 142651585

E-mail: cic.dcpaf@interieur.gouv.fr

GERMANY

The officers crossing the border must notify the competent local police operations centre of the
Linder police forces or the Federal Police.

Examples for border crossings:

“Ad hoc situations” when officers find suicidal or helpless persons, in case of traffic accidents, or
when officers observe crimes with imminent danger for life and limb

Border with Organisation Municipality Telephone
number
Fax number
E-mail

All borders with Local contactpoints of the | All municipalities at the

the Priim Partners

police (Police of the Linder

borders with the Priilm
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(AT,FR, LU, BE, and Bundespolizei) partners
NL)
In the event of a border
crossing, the competent
local Police
Communications Centre of
the Land policu forces or of
the Federal Police must be
informed without delay

LY T T BT

National contact points for the reporting of changes in the contact details listed in this Annex and
changes of contact details of the Linder police forces :

Bundeskriminalamt

65173 Wiesbaden

Tel: +49 611 55 13101
Fax:+49 611 55 12141;
E-mail: mail@bka.bund.de

LUXEMBOURG

Authority to be notified without delay in case of a cross-border operation in the event of imminent
danger:

Police Grand-Ducale
Direction des Gpérations
Centre d’Intervention National (CIN)
Adresse : 1, rue Marie et Pierre Curie
L-2957 LUXEMBOURG
Tel.: + 352 4997 - 2323
Fax : + 352 4997 - 2398
E-mail : cin(@police.etat.lu
National contact point for the reporting of changes in the contact details listed in this Annex:

Police Grand-Ducale
Direction des Opérations et de la Prévention
Adresse : 1, rue Marie et Picrre Curie

L- 2957 LUXEMBOURG
Tel.: + 352 4997 - 2310
Fax: + 352 4997 -2399

E-mail: dop(@police.etat.lu

THE NETHERLANDS

Border with Organisation Contact details Telephone number
Fax number
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E-mail
BELGIUM Korps Landelijke Hoofdstraat 54 Tel: (0031)0)343536366
GERMANY Politiediensten Postbus 100 Fax:(0031X0)343518180
(KLPD) (Police) 3970 AC Dricbergen | E-
Bureau Conflict-en mail:ccb.klpd@klpd.politi
Crisisbeheersing e.nl

Or:

Local contactpoints
of the regional
policeforces

In the event of a
border crossing, the
competent regional
Police
Communications
Cenire
(Gemeenschappelijk
e meldkamer) must
be informed
immediately

National contact points for the reporting of changes in the contact details listed in this Annex:

Korps Landelijke Politie Hoofdstraat 54 | Tel: (0031)0)343536366
Diensten (KLPD) Postbus 100 Fax:(0031)0)343518180
Department for Conflict 3970 AC E-mail:ccb kipd@klpd.politie.nl
and Crisismanagement Driebergen

SPAIN

The specified authorities to notify in the frame of the Treaty will be:
» The operational units mentioned in tk:> Schengen agreement with France.
» Cooperation Centre between Spa. « ~d France situated in:

Border with Organization Municipality Telephorie number

rax number

E-mail

Timetable

FRANCE cceD LE PERTHUS / LA | Tel: 0033 468 837913
JUNQUERA Fax: 00 33 468 837920
E-mail:

gi-smd-girona-
ccpaf@guardiacivil.org
Timetable:

Monday — Friday 08:00 -




-21-

20:30

CCPD

HENDAYA / IRUN

Tel: 60 33 559 209360 /
00 34 696 909738

Fax:00 33 559 205934
E-mail:

ss-ccpa-
hendaya@guardiacivil.org
Timetable: 24 hours a day

CCPD

SOMPORT (Huesca)

Tel: 00 34 974 373572
Fax:00 34 974 373573
E-mail:

hu-cmd-huesca-
ccpasomport(@guardiacivi

Lorg
Timetable:24 hours a day

CCPD

MELLES - PONT DU ROY

Tel: 00 33 561 892962 /
00 33 561 946840

Fax: 00 33 561 892639
E-mail:  l-ccpa-
mellesi@guardiacivil.org,

Timetable:

Monday — Friday  08:00
-21:00

Saturday — Sunday 09:00
- 17:00




943-27661
(switchboard) ss-cmd-
GUIPUZCOA C/ Barachategui, 59 943-297918 943- sansebast.ial?— -
20015 - San Sebastian | Operational 292134 | cos@guardiacivil.
Service Center org
(COS)
Avda. Galicia, 2 9qg. | na<cmd-pamplona-
NAVARRA 31003 — Pamplona 948-296850 296360 cos@guardiacivil,
S org
Avda. Martinez Velasco, | 974-210074 974- hu-cmd-huesca-
HUESCA 83 974-210105 211238 cos@guardiacivil.
22004 — Huesca 974-210252 org
973-249008 973- Lemd-lleida-
LLEIDA C/ Libertad, 3 (switchboard) 228422 regmguardiaci
25071 — Lleida 973-245633 973- o
(COS) 246078 vilorg
972-208650
C/ Emilio Grahit, 52 | SWitehboard) 972. |  semd=
GIRONA . 972-484012 girona@guardiaciv
17003 - Girona 484000 ;
(COS) il.org
972-426066
REGION UNIT ADRESS TELEFONO FAX
Pais Vasco Headquarters of | C/José M 34.943.454800 34.943.457855
San Sebastian Salaverria, s/n
Navarra Headquarters of | C/ General 34.948.299700 34.948.223326
Pamplona Chinchilla, 3
Aragon Headquarters of | C/ Ricardo Arco, | 34.974.245400 34.974.243320
Huesca 7
Cataluna Headquarters of | C/ Sant Pau, 2 34.972.220025 34.972.201149
Girona
Cataluna Headquarters of | C/ Paseo de 34.973.264799 34.973.264799
Lleida Ronda, 54

National contact points for the reporting of changes in the contact details listed in this Annex:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION (CEPIC)

situated in: Gabinete de Coordinacion
Calle Amador de los Rio§, 2
28010 MADRID- ESPANA




Phone numbers:

+34915371 883
+34 915371 884
+34 915372 056
+34 915372 057
+34 915372 058

-23.

FAX: E-MAIL:

+34 913 191 228 cepic@ses.mir.es
+34 913 191 645

+34 913 197 389
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Annex D.3

Particular arms, ammunition and equipment which are
prohibited to be carried according to
article 28 paragraph 1, 3" phrase of the Treaty

Particular arms, ammunition and equipment which are
prohibited to be used and the legal aspects according to
article 28 paragraph 2 of the Treaty

Practical aspects of the use of arms,
ammunition and equipment according (v
article 28 paragraph 5 of the Treaty

AUSTRIA

There are no prohibitions in Austria regarding article 28 paragraph 1, 3™ phrase and article 28
paragraph 2 of the Treaty.

LEGAL AND PRACTICAL CONDITIONS OF THE USE OF ARMS, AMMUNITION
AND EQUIPMENT

Use of means of force and service weapons is regulated in the Federal Law of 27 March 1969 on
the 'Use of Weapons by Officers of the Federal Police, Federal Gendarmery and police at
community level ("Use of Weapons Act 1969)"; Federal Law Gazette No. 149/1969 (in the version
of Fed.Law Gazette No. 146/1999).

§ 2. Officers of the Federal Police, Federal Gendarmery and police at community level are
authorized to make use of their service weapons if the need arises when exercising their duty

1. in case of justified self-defence;

2. to overcome resistance against justified law enforcement intervention;

3. to enforce a lawful arrest;

4. to prevent the escape of a detained person;

5. to avert any form of danger.

§ 3. Service Weapons in the meaning of this Federal Law are
1. rubber truncheons, and other truncheons for police interventions,
2. tear gas and other irritants, which cause only a short-term health impairment
3. water canons,
4. firearms, as listed in category ., para. 1 and 2 of the Annex I to the State Treaty concerning
the Restoration of an Independent And Democratic Austria, Federal Law Gazette No.
152/1955, which support the officers listed in § 2 to fulfil their duty as instructed by their
superior authority or their service.
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§ 4. Use of arms is admissible only, if lesser measures, such as the order to restore lawful
condition, threat of use ot firearms, pursuit of a fugitive, use of physical force, or other available
lesser means, such as handcuffs or technical barriers, have proven unsuitable or ineffective.

§ 5. If different types of weapons are at disposal, only that weapon that appears least dangerous but
still effective under the prevailing circumstances, may be used.

§ 6. (1) Use of weapons directed against human beings may only serve the purpose to make an
individual incapable of resisting or fleeing. In cases as outlined in § 2, para. 2-to 5, the damage
expected by use of weapons must not be disproportionate to the intended effect.

(2) Each weapon must be used with the greatest possible caution and care for human beings and
property. Weapons may be directed against human beings only, if use of weapons against property
would be ineffective.

Life-threatening Use of Weapons

§ 7. Use of weapons presenting a threat to life of human beings is admissible only:

1. in case of justified self-defence to defend a human being;

2. to suppress a riot or insurgence;

3. to enforce an arvest or prevent the escape of an individual strongly suspected of a crime than can
only be committed deliberately and is liable to a prison term of more than one year, which in itself
or in connection with the suspect's behaviour during ar-est or escape shows there is a general
security risk to the state, to himself or property;

4. to enforce arrest or prevent the escape of a mentally deranged person who poses a general
security risk to himself or property.

§ 8. (1) A distinct warning must be given immediately before life-threatcning use of weapons
against human beings. If there is a crowd, the warning must be repeated. firing a warning shot also
counts as warning.

(2) Life-threatening use of weapons is admissible only, if there is no risk for innocent by-standers,
unless it appears inevitable in order to prevent a crowd from violent actions, posing a direct or

indirect security risk to individuals.

(3) In case of justified self-defence, the provisions of paragraphs 1 and 2 do not apply.

Use of other means than service weapons and of means having the effect of a weapon

§ 9. If a suitable service weapon is not available, also other weapons, or means having the effect of
a weapon, may be used by applying the provisions of the federal law mutatis mutandis.

?
a



BELGIUM

Particular arms, ammunition and equipment which are prohibited to be carried:

For the cross-border operations provided in article 25: no prohibitions in Belgium

For the other forms of cross-border operations: police officers are allowed to carry the arms,
ammunition and equipment that they are allowed to use in Belgium.

Particular arms, ammunition and equipment "vhich are prohibited to be used:
Belgium permits the use of the arms, ammunition and equipment listed in Annex 2 of the Treaty.
The Seconding State’s officers operating on Belgian territory should take into account the
following principles:
* Belgium does not permit the use of firearms with a calibre that exceeds 9 mm;
e Belgium does not permit the use of firearms in fully automatic mode;
¢ Belgium does not permit the use of 2ny type of handcuffs that can injure the apprehended
person;
e Belgium permits the use of pepperspray but does not permit the use of tear gas
Chloroacetophone (CN),
e Belgium does not permit the use of electric truncheons but permits the use of ordinary

truncheons;
e Belgium does not permit the use of TASER).

Legal and practical conditions of the use of authorised arms, ammunition and equipment (art. 28).

1.  Self defence
Art 38 Law on the police function

Without prejudice to Art 37, police officers are only allowed to use firearms against people if
they are acting in self-defence.

Art 416 of the penal code

Committing homicide or assault in legitimate self-defence may not be regarded as a crime or
as an offence.

Explanation of Art 416 of the penal code.

o Self-defence applies to everybody, not only police officers.

. Acts of self-defence may occur against all kinds of violence, not only against
firearms.

. In order to be regarded as self-defence, any situation has to fulfil the following

requirements:
* The assault has begun or is about to begin.
The victim must not necessarily be in danger of life. Running a real and grave risk of
being injured or wounded is sufficient.
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* The assault is illegal.
There is no self-defence against legal and justified assault. For instance, it is not
allowed to use violence against legal police actions.

* The assault must be committed against people.
In art 416 of the penal code, insults are not regarded as assaults against people.

* Self-defence must be necessary and proportional.
If self-defence goes beyond the necessary limits, if the defence is more violent than
the assault, it becomes an assault itself. As far as proportionality is concerned, the
consequences of the use of a weapon must always be taken into account. For
instance, hitting someone’s head with a claw may be as lethal as a gunshot. If you
are not in a position to defend yourself in another way and if you are in danger of
life, the use of a firearm is then justified.

* Defence must occur at the same time as the assault.
Self-defence must not be a vengeance and, consequently, occur when the assault is
over.

Art 417 of the penal code

Besides the provision of Art 416 of the penal code, two other cases can be regarded as self-
defence. They are explained in Art 417 of the penal code:

Both following cases may be regarded as legitimate self-defence:

1. If homicide or assault has been committed while repelling, at night, someone
climbing a fence or a wall or breaking into an occupied house or flat or their
outbuildings, unless a constable considers that the person who climbed or broke in did
not have the intention of making a murder attempt, either beiore his‘her acts or as a
consequence of the resistance of the occupants.

2. If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

Giving a warning.

In accordance with article 37 of the law on the police function, any resort to force must be
preceded by a warning, unless this warning makes it ineffective.

The important point here is that we can use a firearm in a preventive and repressive way. The
preventive use of the firearm includes intimidating the opponent. In this case, no shot is fired.
The firearm is only used preventively.

The repressive use can be subdivided into three parts:

a. Intimidation shot. An intimidation shot is fired when the policeman is not directly
threatened. He fires in the air to intimidate the opponent.

e e A St WA 4 ereos 1
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b. Warning shot. A warning shot is fired when the policeman is threatened. In this case, he
does not fire at the opponent.

c. Shot at people, animals or objects. This may occur in self-defence or in the other cases
provided for in the law on the police function.

In brief, we can state that the use of force is preceded by a warning. This waming may be a verbal
order or a wamning shot, unless this warning makes the resort to force ineffective or in case of self-
defence.

2. The use of force

In Belgium, firearms and ammunition can only be used in case of legitimate defence. In
accordance with Art 28, paragraph 2 of the Treaty, however. the Belgian officer in charge of the
operation may, in individual cases, give permission to use the other authorised arms and equipment
for purposes going beyond the legitimate defence. However, the use of these arms and equipment
will always have to be in accordance with the Belgian national law.

Art 37: Law on the police function

In the exercise of his duties, any police officer may resort to force, on the following
conditions:

1. He has to take all the risks of this resort to force into account;

2. He has to pursue a legitimate objective (that could not be reached otherwise);

3. The resort to force must be sensible and proportional to the pursued objective;

4. The resort to force must be preceded by a warning (unless this warning makes it
ineffective).

Explanation of Art 37.
The first three conditions of Art 37 may come lown to only one word:

1. Opportunity: The policeman must take the risks of the use of force into account, from
both physical and material points of view.
E.g.: During a control, a policeman fires at the tyres of a leaving vehicle but the bullet
misses the target and hits an innocent passenger.

2. Legality: The use of force and coercion is only allowed in the cases and on the conditions
provided for in the law.

E.g.: During an identity check, the person being controlled wants to punch your
colleague. You react immediately by getting the person in a self-defence hold.




-29-

3. Proportionality: If the use of force and coercion is necessary, the less violent and most
appropriate solution will then be chosen.

E.g.: During a fight in a pub, a drunken person takes a bottle and makes as if to hit
another person with it. The drunken person does not react to your verbal warnings. As
this person is drunk and armed, you take your truncheon and try to overcome him.

In short, one always has to consider three questions before resorting to force.
1. Is it legal?
2. Aren’t there any less violent and dangerous means?

3. Are the means proportional to the goal to be achieved?

FRANCE

France does not foresee any restrictions with respect to carrying service weapons, means of force
and other equipment provided they have been handed out by the police administration of the Priim
partners.

While enforcing article 25, the use of weapons and firearms shall be restricted to self defense
situations and only handguns (revolvers and pistol guns) tear gas and truncheons, as long as they
have been handed out by the police administration, will be allowed.

Legal and practical conditions of the usc of arms, ammunition and equipment
Specific conditions under which self defense is admitted.

Requirements for self defense in French criminal law are stated in the articles 122-5 and 122-6 of
the penal code. While the first one explains the general conditions of self defense, the second
describes two particular situations which reacting to will be considered as necessitated by self
defense.

Firstly, self defense is a reaction to protect a victim from an assault and article 122-5 specifies the
details of its two components that are the attack and the counterattack.

The attack has first to be perpetrated against a person, policeman or not. It has then to be
unjustified which obviously is not the case when rebelling against enforcement of the law by the
police. It has last to be real and current which on the one hand, means that using weapons or
firearms to react to a threat cannot be justified by the needs of self defense and on the other hand,
means that using weapons and firearm after the attack is finished would be considered as retaliation
instead of self defense.




For the same reason that just explained the counterattack must be immediate while the assault as
not to be considered as retaliation. It has then to be necessary which means only it could stop the
attack. Finally it has to be commensurate with the attack.

Secondly, self defense is a reaction in order to interrupt a crime or an offense against possessions
while it is being perpetrated. In such a situation article 122-5 states that self defense act has to be
strictly necessary and commensurate with the infringement seriousness as long as it is not a murder.

Article 122-5 states that there is no penal liability for a person acting for self defense needs.

The concerns of article 122-6 are about two particular situations in which the use of weapon or
firearm by a policeman would be presumed as necessitated by self defense.

The first one is related to a case where policeman act to repel out of a lived in property the
perpetrator(s) of a burglary committed by means of a trick or violence.

The second one is related to a situation where policeman act to defend himself against the
perpetrators of a rubbery or of a looting committed with violence.

The presumption stated in article 122-6 is not irrefragable and does not exempt the person acting
for self defense from having respect for particularities specified in article 122-5 such as reacting to
a serious, real and current danger.

Particular situation stated in article 73 of eriminal procedure code.

This article states that any citizen who sees a crime or an offense while it is being committed can
arrest its perpetrator in order to present him to the local police officer. So for a foreign police
officer crossing the French boarder as to enforce article 25 of the Priim treaty can arrest an offender
or a criminal provided that the arrest is done while the infringement is being committed.

GERMANY

Arms, ammunition and equipment prohibited from being carried during cross border operations (art
28)
For all kinds of operations: no prohibitions

Legal and practical conditions of the use of authorized arms, ammunition and equipment:
For Germany are relevant the “Gesetz iiber den unmittelbaren Zwang bei Ausiibung &ffentlicher

Gewalt durch Vollzugsbeamte des Bundes (BGBI. 1 1961, 165; zuletzt gedndert durch Art. 28 V
vom 31.10.2006) and the equivalent laws of the federal Linder.
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LUXEMBOURG

Particular arms, ammunition and equipment which are prohibited to be carried:

For the joint operations and the cross-border operations provided for by the articles 24 and 25 of
the Treaty, there are in principle no prohibitions; the police officers of the other Parties are allowed
to carry the arms, ammunition and equipment which are part of their individual or collective
regular equipment.

For the joint operations provided for by article 24 of the Treaty, the mission statement foreseen in
point 14.1 of the Implementing Agreement may specify some equipment which may not be carried

for a determined operation.

Particular arms, ammunition and equipment which are prohibited to be used:

Luxembourg permits the use of the arms, ammunition and equipment listed in Annex 2 of the
Treaty. The Seconding State’s officers operating on Luxembourg territory should take into account
the following principles:

Legal and practical conditions of the use of authorised arms, ammunition and equipment:

1. Self defence:

Luxembourg police officers - and hence also the police officers of other Parties operating on the
Luxembourg territory within the framework of the Treaty — are in principle submitted to the
general rules of self defence on the basis of articles 416 and 417 of the Penal Code, providing that
homicide or assault committed in legitimate self defence may not be regarded as a crime or as an
offence. Self defence may be practiced not only against fircarms, but against all kinds of physical
violence.

In order to be accepted as self defence, the following conditions have to be fulfilled:
1)  The assault must be illegal.
There is no self defence against legal and justified assault. For instance, it is not allowed to

use violence against legal police actions.

2)  Self defence must occur at the same time as the assault.
Self-defence must begin at the latest when the assauit is still ongoing; any act of defence
started after the assault has ceased is not considered as self defence. Hence, all acts like
physical violence against an offender who is fleeing or vengeance is outside the scope of
self defence.

3) Self-defence must be necessary and proportional.
Acts going beyond the necessary limits to avoid an assault causing the risk of death or
physical injuries may become by itself an assault. The consequences of the use of a weapon
must always be taken into account. For instance, hitting someone’s head with a claw may
be as lethal as a gunshot. If you are not in a position to defend yourself in another way and
if you are in danger of life, the use of a firearm is then justified.
As far as proportionality is concerned, it has to be stressed that an act of defence being
more violent than the assault may also become an assault itself. On the other hand, the
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victim must not necessarily be in danger of life; running a real and grave risk of being
injured or wounded is sufficient.

4)  The assault must consist in physical violence.
All kinds of insults or verbal attacks are not regarded as assault justifying self defence.

5) Self defence has, in principle, to be used in case of an assault against human beings.
The fact of defending a third person against an assault is also considered as self defence if
all the other conditions are fulfilled. Moreover, self defence in order to protect goods is in
theory accepted but the condition of proportionality is in that case difficult to fulfil.
Injuring or even killing a person as defence against a theft for example is in principle never
considered as self defence.

Beside the situation of self defence as such, there are two cases which may be regarded as
legitimate self-defence:
b) If homicide or assault has been committed while repelling, at night, someone climbing
a fence or a wall or breaking into an occupied house or flat or their outbuildings,
unless the person who climbed or broke in did not have the intention of making a
murder attempt, either before his acts or as a consequence of the resistance of the
occupants.
c) If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

2. The use of police force, independently from self defence as such:

Beside the rules related to self defence, police officers are allowed in Luxembourg to make use of
arms, firearms and other means of constraint according to the conditions provided for by the law of
28* July 1973 concerning the use of weapons and other means of constraint by the members of the
public force in the fight against criminality.

These provisions may me summarised as follows:

Police officers on duty may, if it is absolutely necessary, use firearms and other arms:

1) if they are attacked, with or without arms;

2)  if they are about to help other another person whose life, physical integrity or goods are
considerably endangered;

3) if it is the only mean to defend, against an armed or unarmed attack, persons, posts, buildings
or other installations which they are to protect;

| ki

4)  if persons, who have been summoned twice to stop by the call “stop, police !”, don’t stop or
if they cannot be stopped otherwise; however, in that second case, the use of weapons is only
justified if there are reasonable grounds to believe:

a) that these persons, identified or not, have committed a crime;

b)  that these persons are researched on the basis of an arrest warr..at for crime;

c) that these persons are fleeing prisoners or indicted persons.

Police officers may also use their weapons under the above mentioned conditions:
1)  against persons who are fleeing after an attack and who don’t after having been summoned
to stop;




2)

3)
4)

to push back person trying to take possession of prisoners, seized or confiscated goods and
evidence after having been summoned to desist;

if there are no other means to stop a vehicles, boat or aircraft;

to prevent the imminent commission of a crime or offence.

The above mentioned use of weapons is also allowed to protect transports of money and other
similar values.

The detailcd provisions of the abovementioned law of 28" July 1973 are listed hereunder in
excerpts in French and German.

Loi du 28 juillet 1973 réglant 1'usage des armes et autres moyens de contrainte par les
membres de la force publique dans la lutte contre la criminalité.
(Extrait)

Art. 1. Dans I’exercice de leurs fonctions, les membres de la police grand-ducale peuvent,

en cas de nécessité absolue, faire usage des armes blanches ou des armes a feu dans les cas

suivants:

5)  lorsque des violences ou voies de fait sont exercées contre cux, ou lorsqu’ils sont
attaqués mé€me sans armes ou qu’ils sont menacés par des individus armés;

6)  lorsqu’ils sont appelés a préter assistance a des personnes attaquées et dont la vie,
Pintégrité physique ou les biens sont exposés a un danger considérable et présent;

7 lorsqu’ils ne peuvent défendre autrement, contre une attaque armée ou non, le terrain
qu’ils occupent, les postes, édifices et installations qui leur sont confiés ou qui sont
sous leur garde, ou encore les personnes a eux confiées ou sous leur escorte;

8)  lorsque les personnes sommées de s’arréter par deux appels, faits a haute voix, de
«Halte, police !'», cherchent a se soustraire a leurs investigations ou a ’arrestation, et
ne peuvent étre contraintes de s’arréter que par 1'usage des armes; toutefois, dans ce
cas I'usage des armes n’est justifié que s’il y a des présomptions graves:

a) que les individus en question, identifiés ou non, ont commis un crime, et
notamment s’ils sont poursuivis par la clameur publique;

b)  ou que ces individus sont des personnes recherchées ou dont I’arrestation est
ordonnée par un mandat de justice, pour crime;

c) ou que ces individus sont des prisonniers, détenus ou condamnés évadés, et qui
sont recherchés, inculpés ou condamnés du chef de crime.

Art. 2. Les membres de la police grand-ducale peuvent encore faire usage de leurs armes,

dans les conditions spécifiées a Particle 1°:

1) contre les personnes qui, sans obéir a ’ordre de s’arréter, fuient aprés les avoir
attaqués a main armée, et contre les conducteurs de véhicules pourvus de moteurs
mécaniques qui fuient aprés avoir manceuvré pour mettre leur vie en péril;

2)  pour repousser ceux qui, malgré la sommation de se désister ou de s’¢éloigner, tentent
de leur enlever leurs prisonniers, leurs armes ou les objets saisis en vue de la
confiscation ou a titre de pi¢ces de conviction;

3)  lorsqu’ils ne peuvent immobilier autrement les véhicules, embarcations, aéronefs ou
autres moyens servant au transport d’auteurs présumés d'un crime dont les
conducteurs n’obtempérent pas a I’ordre ou au signal d’arrét, sans préjudice de ce qui

i
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est porté a Particle 8 ci-apres; lorsqu’un barrage dressé dans le cadre de la recherche
des malfaiteurs a été forcé par un véhicule, et s’il appert des circonstances qu’il I'a été
en connaissance de cause, le feu peut étre ouvert sans sommation;

4)  pour empécher la commission imminente 1’une infraction ou la continuation de cette
infraction, si, d"aprés les circonstances, celle-ci constitue soit un crime, soit un délit
commis a I’aide d"armes ou d’explosifs.

Art. 3. Dans les cas ot il y a rébellion de la part des prisonniers ou tentative d’évasion, et
s’il Iy a pas d’autres moyens de contenir ou de contraindre les révoltés ou les fuyards, le
chef de I’escorte leur enjoint de rentrer dans |'ordre par les mots: «Halte ou je fais feu». Si
cette injonction n’est pas suivie, ’'usage des armes est autorisé.

Si les prisonniers cherchent a s’emparer des armes des membres de I’escorte, ou fuient apres
avoir blessé un membre de celle-ci, les armes peuvent étre employées a I'instant et sans
somimation préalable.

Art. 4. (...)

Art. 5. (..)

Art. 6. Fn cas de transport de fonds ou valeurs publics ou privés, les membres de la force
publique qui forment I’escorte, en exécution des ordres regus, peuvent ouvrir le feu dés
qu’une attaque contre le convoi se manifeste par des actes extérieurs qui en forment un
commencement d’exécution méme s’ils ne sont pas personncliement en état de légitime
défense. Si les assaillants fuient apres s’étre emparés de tout ou partie des valeurs convoyées,
le feu peut étre ouvert sur eux et leurs véhicules sans sommation.

Art. 7. Les prescriptions des articles | 2 4 et 6 s’appliquent également a I'usage des gaz
lacrymogenes et du matériel d’arrosage.

Art. 8. Dans le cadre de leurs opérations de controle et de recherche, les fonctionnaires visés
a I'article 1% opérant d’office ou sur lcs ordres de leurs supérieurs hiérarchiques ou sur la
réquisition de I’autorité judiciaire peuvent immobilier les véhicules de toute nature au moyen
de cables, herses, hérissons, barri¢res, filets et autres engins analogues.

Art. 9. (...)

Art. 10. Lorsque, dans |'exercice de ses fonctions, un membre de la force publique a requ de
son supérieur I'ordre d’employer les armes ou un moyen de contrainte quelconque, cet ordre
est a exécuter, a moins qu’il ne concerne pas I’exécution des fonctions.

L’ ordre ne doit pas étre exécuté, si son exécution constituait un crime ou un délit.
Si, dans ce cas, I’ordre est néanmoins exécuté, I"agent d”exécution n’est responsable que s’il
a connu ou pu connaitre d’apres les circonstances qu’il s’agissait manifestement d’un crime

ou délit.

L’agent d’exécution doit, si les circonstances le lui permettent, faire valoir a 1’égard de
"auteur de I’ordre ses objections en ce qui concemne la Iégalité de I"ordre regu.
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Art. 11. La présente loi ne déroge ni aux dispositions légales concernant le droit de légitime
défense, ni aux dispositions de lois particuliéres qui autorisent, dans certains cas et au profit
de certains agents et fonctionnaires, I’emploi de moyens de contrainte ou I’usage des armes
dans une mesure plus étendue.

()

Gesetz vom 28. Juli 1973 iiber die Reglementierung des Gebrauchs von Waffen und anderen
Zwangsmittel durch die Mitglieder der 6ffentlichen Macht im Kampfe gegen die

Kriminalitit. (Auszug)

Art. 1. Die Mitglieder der grossherzoglichen Polizei konnen, in Ausiibung ihrer Pflicht und
im Falle absoluter Notwendigkeit, in folgenden Fillen Gebrauch von Blank- oder
Schusswaffen machen:

Y

2)

3)

4)

wenn Gewalttitigkeiten oder Titlichkeiten gegen sie ausgeiibt werden, oder wenn sie

angegriffen werien, selbst ohne Waffen, oder wenn sie von bewaffneten Individuen

bedroht werden;

wenn sic angegriffenen Personen Beistand leisten sollen, deren Leben, physische

Unversehrtheit oder Eigentum einer betrichtlichen und gegenwirtigen Gefahr

ausgesetzt sind;

wenn sie das von ihnen besetzte Gelidnde, die ihnen anvertrauten oder unter ihrer

Bewachung stehenden Posten, Gebdude und Einrichtungen, oder aber die ihnen

anvertrauten oder von ihnen eskortierten Personen nicht anders gegen einen

bewafTneten oder nicht bewaffneten Angriff verteidigen kdnnen:;

wenn die durch zwei, mit lauter Stimme gemachten Aufforderungen « Halt, Polizei ! »

zum Stehen bleiben aufgeforderten Personen versuchen, sich ihrer Untersuchung oder

Verhaftung zu entzichen, und nicht anders als durch den Gebrauch von Waffen zum

Stehen bleiben gezwnngen werden konnen; jedoch ist der Waffengebrauch in diesem

Falle nur gerechtfertigt, wenn crasthafle Vermutungen vorhanden sind:

a) dass die betreifenden Individucn, ob identifiziert oder nicht, ein Verbrechen
begangen haben, und besonders wenn sie vom offentlichen Nachruf verfolgt
werden;

b)  oder dass diese Individuen wegen eines Verbrechens gesucht werden, oder ihre
Verhaftung wegen eines Verbrechens gerichtlich angeordnet worden ist;

c) oder dass es sich bei diesen Individuen um entflohene Gefangene, Inhafticrte
oder Verurteilte handelt, die wegen eines Verbrechens gesucht, beschuldigt oder
verurteilt sind.

Art. 2. Die Mitglieder der grossherzoglichen der Polizei kénnen, gemiss den in Artikel |

bezeichneten Bedingungen, auch ihre Waffen gebrauchen:

1)

2)

Gegen Personen welche dem Befehl Stehen zu keine Folge leisten, die Flucht
ergreifen nachdem sie die Beamten mit bewaffneter Hand angegriffen haben, sowie
gegen die Fahrer von Kraftfahrzeugen die fliichtig werden, nachdem sie mandvriert
haben um das Leben der Beamten in Gefahr zu bringen;

Um diejenigen abzuwehren die, trotz Aufforderung von ihrem Vorhaben zu lassen
oder sich zu entfenen, versuchen ihnen ihre Gefangenen, ihre Waffen oder die zwecks
Einziehung oder als Beweisstiicke beschlagnahmten Gegenstiinde zu entreissen;




3)  Wenn sie nicht anders Fahrzeuge, Boote, Lufifahrzeuge oder sonstige Mittel zum
Stilistand bringen konnen, die zur Beforderung der mutmaBlichen Urheber eines
Verbrechens diesen und deren Fahrer dem Befehl oder dem Signal zum Halten keine
Folge leisten, dies unbeschadet der Bestimmungen des nachstehend angefiihrten
Artikels 8; das Feuer kann ohne Aufforderung erdffnet werden, wenn eine im Rahmen
einer Fahndung errichtete Verkehrssperre von einem Kraftfahrzeug durchbrochen
wurde, und sich aus dem Umstiinden ergibt, dass dies in voller Kenntnis der Sachlage
geschehen ist;

4)  Um das unmittelbar bevorstehende Begehen einer Zuwiderhandlung, oder um die
Fortsetzung dieser Zuwiderhandlung zu verhindern wenn, den Umstiinden gemiss, es
sich dabei um ein Verbrechen oder um ein mittels Waffen oder Sprengstoffen
begangenes Vergehen handelt.

Art. 3. Wenn im Falle einer Rebellion oder eines Fluchtversuches von Gefangenen es nicht
anders mdglich ist die Rebellierenden oder Fliichtenden zuriickzuhalten oder zu bezwingen,
so befiehlt ihnen der befehlshabende Beamte die Ordnung wiederherzustellen mit den
Worten « Halt oder ich schieBe ! ». Wird diesem Befehi keine Folge geleistet, so ist der
Gebrauch von Waffen erlaubt.

Die Waffen kénnen sofort und ohne vorherige Aufforderung gebraucht werden wenn die
Gefangenen versuchen sich der Waffen der Beamten zu bemichtigen oder fliichtig werden,
nachdem sie einen dieser Beamten verwundet haben.

Art.4. (...)

Art. 5. (..)

Art. 6. Sobald im Falle eines Geldtransportes oder eines Transportes von 6ffentlichen oder
privaten Werten sich ein Angriff auf den Transport durch duBere Handlungen bemerkbar
macht, die einen Anfang der Ausfiibrung bilden, kénnen die in Ausfithrung der erhaltenen
Befehle die Eskorte bildenden Bearaten das Feuer erdffnen, selbst wenn sic sich personlich
nicht im Zustand der rechtmiBigen Verteidigung befinden. Gehen die Angreifer fliichtig,
nachdem sie sich der eskortierter Werte ganz oder teilweise bemichtigt haben, kann das
Feuer auf sie oder ihre Fahrzeuge ohne Aufforderung er6ffnet werden.

Art. 7. Die Bestimmungen der Artikel 1 bis 4 und 6 sind ebenfalls anwendbar auf den
Gebrauch von Trinengas und Wasserwerfern.

Art. 8. Im Rahmen ihrer Kontroll- und Fahndungscperationen kénnen die in Artikel 1
erwihnten Beamten, ob von Amts wegen oder auf Befehl ihrer Vorgesetzten, oder auf
Anordnung der Gerichtsbehirden, Fahrzeuge aller Art mittels Kabeln, Sturmeggen,
Eisenspitzen, Sperren, Netzen und dhnlichen Vorrichtungen zum Stillstand bringen.

Art. 9. (..)

Art. 10. Wenn, in Ausiibung seiner Dienstpflicht, ein Mitglied der 6fTentlichen Macht von
seinem Vorgesetzten den Befehl erhalten hat, die Waffen oder irgendein Zwangsmittel zu
gebrauchen, so ist dieser Befehl auszufiihren, es sei denn er betreffe nicht die Ausiibung der
Dienstpflicht.
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Der Befehl darf nicht ausgefiihrt werden, wenn seine Ausfiihrung ein Verbrechen oder ein
Vergehen darstellen wiirde.

Wenn in diesem Falle der Befehl trotzdem ausgefithrt wird, so ist der ausfithrende Beamte
nur dann verantwortlich, wenn er gewusst hat, oder den Umstéinden nach wissen konnte, dass
es sich offensichtlich um ein Verbrechen oder Vergehen handelte.

Der ausfiihrende Beamte muss, wenn die Umstinde es ihm erlauben, dem Urheber des
Befehls gegeniiber seine Einwendungen beziiglich der GesetzmiBigkeit des erhaltenen
Befehls geltend machen.

Art. 11.  Gegenwirtiges Gesetz beeintrichtigt weder die gesetzlichen Bestimmungen
betreffend das Recht zur Notwehr, noch die Bestimmungen besonderer Gesetze, welche in
gewissen Fillen Beamten die Anwendung von Zwangsmitteln oder den Gebrauch von
Waffen in weiterem Sinne erlauben.

()
3. Particular situation provided for in article 43 of the Criminal Procedure Code:

According to this article, any person who sees another person in the act of committing a crime or
an offence punished with deprivation of liberty is authorized to apprehend the offender and to
conduct him before the next judicial police ofTicer.

As a foreign police officer, being on the territory of Luxembourg within the framework of articles
24 and 25 of the Treaty, has the same rights as any person, he or she may act on behalf of this
article, if not otherwise decided by a Luxembourg police officer according to article 24 paragraph 3
or article 25 paragraph 3, last phrase, of the Treaty.

THE NETHERLANDS

The Netherlands does not foresee any restrictions with respect to carrying service weapons, means
for force, and other equipment (provided they have been handed out by the employer).

Article 28 paragraph 2 of the Treaty forms an exception to the following legislation. The arms,
ammunition and equipment mentioned in Annex 2 (for the Netherlands: firearms, pepper spray and
tear gas) may only be used in the legitimate defence of the officer himself or another (self-defence
article 41 of the Penal Code). On the basis of the same provision the superior may determine
otherwise in individual cases.

ARSI

.
3




Police Act 1993

Article 8

-1. A police officer who is appointed to carry out a police task is authorised to use force in the
lawful performance of his job, if the relevant goal justifies such, taking account of the risks
inherent in the use of force and such goal cannot be achieved in a different manner. If possible the
use of force shall be preceded by a warning.

-2. A police officer who has been appointed to carry out police duties has access to every location,
insofar as such is reasonably necessary to provide assistance to those who require such.

-3. A police officer who has been appointed to carry out a police task is authorised to search the
clothing of persons in the exercising of a power granted to him by law or when carrying out an
action to perform the police task, if facts or circumstances show that there is an immediate risk for
their life or safety, or the life or safety of the officer himself or of third parties and this search is
necessary to deflect that risk.

-4. The district attorney or the assistant district attorney before whom detainees or suspects or
convicts legally deprived of their freedom are brought, has the power to determine that their person
will be searched, if facts or circumstances show that there is a risk to their life or safety or the life
or safety of the officer himself and this search is necessary to deflect that risk.

-3. The exercising of the powers referred to in paragraphs 1 through 4 must be reasonable and
proportionate to the intended goal.

-6. Paragraphs | through 5 also apply to a member of the military police, if he acts in the lawful
performance of his duties, and to members of any other part of the armed forces who assist the
police on the basis of this Act.

-7. Our Minister of Justice can stipulate that the special investigating officers referred to in article
142, paragraph 1 of the Code of Criminal Procedure can exercise the powers described in
paragraphs | and 3 insofar as designated by him either in person or per category or unit. In such
case an official instruction shall be established for them in accordance with article 9.

Article 9

-1. By order in council on the proposal of Our Ministers of Justice and of the Interior and Kingdom
Relations, in conjunction with Qur Minister of Defence insofar as the military police is concerned,
an official instruction shall be established for the police and for the military police.

-2. If a member of any other part of the armed forces acts in the performance of his tasks described
in articles 59 and 60, the official instruction applies.

-3. The official instruction shall lay down rules for the implementation of articles 7 and 8.

-4. By or pursuant to an order in council, rules shall be established by ministerial regulation
regarding measures which can be applied to persons lawfully deprived of their liberty with an eye
on their detention, insofar as this is necessary in the interest of their safety or the safety of others.
The order in council shall be established following a proposal of Our Ministers of Justice, and of
the Interior and Kingdom Relations, in conjunction with Our Minister of Defence insofar as the
military police is concerned.




-5. Paragraph 4 applies mutatis mutandis to persons who have been placed in the custody of the
police or the military police in connection with assistance being given to them.

-6. Officers whom Our Minister of Justice has appointed to transport persons lawfully deprived of
their freedom can exercise the powers referred to in article 8, paragraphs 1 and 3, or take the
measures referred to in paragraph 4 insofar as this is necessary to prevent the person being
transported from escaping custody. The first full sentence applies insofar as the persons lawfully
deprived of their freedom are in the custody of the police or the military police.

Decree of 8 April 1994, establishing rules relating to a new Official Instruction for the police,
the military police and special investigating officers and the measures which can be tzken in
respect of people who have been lawfully deprived of their liberty

(Official Instruction for the police, the military police and special investigating officers
[Version effective as of: 20-09-2006])

History: Staatsblad 1994, 825, Staatsblad 1997, 764, Staatsblad 1998, 340; Staatsblad 1999, 197;
Staatsblad 2001, 387; Staatsblad 2002, 174; Staatsblad 2004, 218; Staatsblad 2005. 110;
Staatsblad 2006, 407

We Beatrix, by the grace of God, Queen of the Netherlands, Princess of Orange-Nassau, etc., etc.,
etc.

On the proposal of Our Ministers of Justice and of the Interior of 8 December 1993, Public Law
Legislation Staff Department, no. 415284/93/6 and no. EA 93/U 3630, made in conjunction with
Qur Minister of Defence, no. CWW 85/008;

In view of article 9 of the Police Act 1993;
Having heard the Council of State (advice of 28 March 1994, no. W.Q. 3.93.0838);

In view of the additional report of Our Minister of Justice which was also made on behalf of Qur
Muinister of the Interior of 7 April 1994, Public Law Legislation Staff Department, no. 433019/94/6,
no. EA 94/U1149, published in accordance with Our Minister of Defence;

Have approved and understood:

CHAPTER 1. General
Article 1

1. In this Decree officer is understood to mean:
a. a police officer as referred to in article 3, paragraph 1 under a and ¢, and paragraph 2 of the
Police Act 1993;
b. a police officer as referred to in article 3, paragraph 1, under b, of the Police Act 1993 insofar
as it relates to articles 1 and 2, chapter S; In chapter 6 of this Decree officer also means a police
officer as referred to in article 3, paragraph 1, under b, of the Police Act 1993, or another
person, insofar as said police officer or said person is also a special investigating officer and has
been charged by the police commissioner with taking care of detainees.
c. a person who is appointed as trainee for the term of his training;
d. members of the military police in the performance of police duties as referred to in article 6,
paragraph 1 of the Police Act 1993;




4.

e. members of the armed forces as referred to in article 59, paragraph 1 and article 60 of the
Police Act 1993.
In this Decree the following terms have the following meaning;
a. an officer who under the heading of his duties or pursuant to an order or instruction is charged
with or has command of the performance of the duties;
b. if on the basis of the provisions under a, no superior can be designated, the police officer who
has a higher rank or, in the event of equal ranks, the person with the greatest number of years of
service, or in the event of action on the part of members of the military police or of any other
section of the armed forces, the person who pursuant to the provisions laid down by or pursuant
to article 67 of the Code of Military Penal Law is the superior.
In this Decree the following terms have the following meaning:
a. competent authority: the authority referred to in articles 12, 13 and 15 of the Police Act 1993;
b. force: every coercive use of force of more than minor significance used on persons or
property;
c. use of force: the use of force and threatening the use of force, including taking a firearm to
hand;
d. weapon:
lo. the equipment, arms and ammunition permitted pursuant to article 49, paragraph 1 of the
Police Act 1993 which can be used to exercise force, and
20. the equipment, arms and ammunition made available by Our Minister of Defence which
can be used to exercise force in the performance of the police duties referred to in articles 6,
58, 59 and 60 of the Police Act 1993;
¢. resources for deportation:
I. equipment for the deportation of aliens made available pursuant to article 49, Paragraph |
of the Police Act 1993 to a police officer who is charged by or pursuant to the Aliens Act
2000 with guarding the borders or the supervision of aliens, and
2. equipment for the deportation of aliens made available by Our Minister of Defence, in
conjunction with Our Minister of Alien Affairs and Integration to a member of the military
pelice who is charged by or pursuant to the Aliens Act 2000 with guarding the borders or the
supervision of aliens;
f. automatic firearm: firearm whereby several shots can be discharged with one pull of the firing
mechanism or a firearm which can, by choice, discharge either one or several shots;
g. riot police: a unit of police officers as referred to in article 6 of the Control of Regional Police
Forces Decree and the military police units charged with the same duties as those set out in the
aforementioned decree;
h. doctor: the advising duty doctor;
i. special investigating officer: a speical investigating officer as referred to in article 142,
paragraph 1 of the Code of Criminal Procedure;
J- the use of a firearm: pointing, keeping it pointed and actually using a firearm;
k. non-penetrating ammunition: ammunition which has been designed not to penetrate the body
upon impact with a person.
In this Decree, detainee means the person who has been lawfully deprived of his liberty.

detainee also means the person who has been placed in the custody of the police station or squad

room in connection with assistance being given to them.
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Article 2

An officer shall identify himself using the proof of ID given to him:
a. when acting in civilian clothing, without being so requested, unless exceptional circumstances
make this impossible, and
b. when acting in uniform, upon request.

Article 3

An officer who provides assistance pursuant to the provisions of Chapter X of the Police Act 1993
is under the command of the local competent authority or an officer designated by said authority.

CHAPTER 2. Force
§ 1. General
Article 4

The use of weapons is only permitted by an officer:
a. to whom such weapon is lawfully made available, insofar as he is acting in the performance
of the duty for which the weapon was made available to to him, and
b. who is skilled in the use of such weapon.

Article §

1. If the officer, in a closed-off area or otherwise, acts under the supervision of a superior present
on site, he shall not use force until after having received an explicit order from said superior. The
superior shall indicate which weapon shall be used.

2. Paragraph 1 does not apply in the event the superior referred to in paragraph 1 has stipulated
otherwise in advance.

3. Nor does paragraph | apply in a case as referred to in article 10, paragraph |.b, insofar as it
would not have been reasonable to await the order.

Article 6

1. The police commissioner or the police officer designated by the police commissioner shall only
deploy the unit referred to in article 6 or 8 of the Control of Regional Police Forces Decree after
receiving the consent of the competent authority.

2. The officer designated by the competent authority shall only deploy the units referred to in
articles 58 and 59 of the Police Act 1993 after receiving the consent of the competent authority.

§ 2. Firearms

Article 7

1. The use of a firearm, not being a firearm which is an automatic weapon or a long range precision
rife, is only permitted:
a. to detain a person with regard to whom it can reasonably be assumed that he has a firearm on
his person ready for imm<diate use and will use said firearm on people;
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b. to detain a person who has escaped or attempted to escape detention, arraignment or other
lawful deprivation of liberty, and who is suspected of or has been convicted of the commission
of an offence
1°. which in its statutory definition is punishable by a custodial sentence of four years or
more, and
2°. which forms serious harm to the physical integrity or personal life sphere, or
3°. which due to its consequence does or could pose a threat to society.
¢. to control unrest or other serious disorder, if there is an order by the competent authority and
an action in a closed-off area under the supervision of a superior;
d. to control military unrest, other serious military disorder or mutiny if members of the military
police act on instruction of the Minister of Defence or the district attorney of Arnhem charged
with military affairs in a ciosed-ofT area under the supervision of a superior.
2. The use of firearms in the cases referred to in paragraph 1 under a and b is only permitted
against persons and transport vehicles in which or on which people are situated.
3. In the cases referred to in paragraph 1 under a and 4, no use shall be made of firearms if the
identity of the person to be detained is known and it can reasonably be assumed that postponement
of the detention will not entail an unacceptable risk for the public order.
4. The commission of an offence as referred to in paragraph 1 under b includes attempt and the
accessory forms referred to in articles 47 and 48 of the Penal Code.

Article 8

1. The use of an automatic firearm is only authorised against persons and against transport vehicles
in which or on which persons are situated, in a situation in which there is an immediate, unlawful
assault on one own's person or the person of another.
2. An automatic firearm may only be carried for training or for:

a. realising the detention of a person who may reasonably be assumed to be carrying a firearm

which is ready for immediate use and and will use this against people,

b. the guarding and security of people and property.
3. The carrying of automatic firearms in the case referred to in paragraph 2, under a, is only
permitted after receiving the consent of the district attorney and with the written authority of Our
Minister of Justice. The authorisation shall be requested in writing through the College van
procureurs-generaal. If the authorisation cannot be requested or granted in writing because of the
requisite urgency, the authority can be requested and granted verbally. Verbal authorisation must
be confirmed in writing within twenty-four hours. If possible the district attorney shall give the
relevant mayor advance notice of the carrying of automatic firearms.
4. The carrying of automatic firearms in the case referred to in paragraph 2, under b, is only
possible after receiving the consent of the competent authority and with the written authorisation of
Our Ministers of Justice and of the Interior jointly. The competent authority shall request the
authorisation in writing. If the authorisation cannot be requested or granted in writing because of
the requisite urgency, the authority can also be requested and granted verbally. Verbal authorisation
shall be confirmed in writing within twenty-four hours.

Article 9

1. The use of a long range precision rifle is only authorised in the event of very serious offences to
prevent immediate danger to the lives of people.
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2. Use of the weapon referred to in paragraph 1 shall take place under orders of the commander of
a special unit (bijstandseenheid) as referred to in article 9 of the Control of Regional Police Forces
Decree or in article 60 of the Police Act 1993.

3. A long range precision rifle may only be carried for training or for the actual combating of very
serious offences whereby there are circumstances which pose an immediate threat to life.

4. The carrying of a long range precision rifle for the actual combating of very serious offences
whereby there are circumstances which pose an immediate threat to life is only permitted after
receiving the consent of the competent authority and with the written authorisation of Our Minister
of Justice. The consent or the authorisation can be made subject to conditions. If the authorisation
cannot be requested or granted in writing because of the requisite urgency, it can be requested and
granted verbally. Verbal authorisation must be confirmed in writing within twenty-four hours.

Article 10

1. An officer may only take a firearm, not being an automatic firearm or long range precision rifle,
to hand:
a. in cases in which the use of a firearm is permitted, or
b. in connection with his safety or that of others, if it can reasonably be assumed that a situation
will arise in which he is authorised to use a firearm.
2. If a situation as referred to in paragraph 1.b has not arisen or has ceased, the officer must
immediately put away the firearm.

Article 10a

1. An officer shall give a warning immediately before he aims and discharges a firearm, not being a
long range precision rifle, in a loud voice or in some other unmistakable manner that shots will be
fired if the order is not immediately followed. This warning, which can if necessary be replaced by
a warning shot, need not be given if the circumstances do not allow for a warning.

2. A warning shot must be given as much as possible in such manner that danger to people or
property is avoided as much as possible.

§ 2a. Non-penetrating ammunition

Article 11

Articles 7 through 10a do not apply to the use and handling of a firearm which is loaded with non-
penetrating ammunition.

Article 11a

The use of a firearm which is loaded with non-penetrating ammunition is only permitted:
a. to detain a person who may reasonably be assumed to be carrying a weapon ready for
immediate use and that he will use the weapon against people; or
b. to detain a person who has avoided or attempted to avoid his detention, arraignment or other
lawful deprivaiton of liberty.

Article 11b

An officer shall give a warning immediately before he aims and discharges a firearm which is
loaded with non-penetrating ammunition, in a loud voice or in some other unmistakable manner




that shots will be fired, if the order is not immediately followed. This waming need not be given if
the circumstances do not permit a warning to be given.

Article 11¢

Articles 11a and 11b apply mutatis mutandis if the non-penetrating ammuniation is discharged by
means of an item other than a firearm.

§ 2b. Pepper spray

Article 12a

1. The use of pepper spray is only permitted:
a. to detain a person who may reasonably be assumed to be carrying a weapon ready for
immediate use and that he will use this weapon against a person;
b. to detain a person who has avoided or attempted to avoid detention, arraignment or some
other lawful deprivation of liberty;
c. as a defence against or to control aggressive animals.
2. Pepper spray shall not be used against:
a. persons who are visibly younger than 12 or older than 65 years of age;
b. women who are visibly pregnant;
c. persons against whom use could be disproportionately harmful as a result of a respiratory or
other serious health ailment which is visible to the officer;
d. groups of people.

Article 12b

An officer shall issue a warning immediately before he aims pepper spray at and uses pepper spray
against a person, in a loud voice or in some other unmistakable manner that pepper spray will be
used if the order is not immediately followed. This warning need not be given if the circumstances
do not reasonably allow the warning to be given.

Article 12¢

Pepper spray shall be used against a person a maximum of two times per incident for a duration of
no longer than approximately one second and at a distance of at least one metre.

$ 3. Other weapons

Article 13

1. The use of CS tear gas is only permitted:
a. in enclosed spaces to detain a person if it can reasonably be assumed that said person is
carrying a firearm ready for immediate use and will use said weapon against persons or will use
other life-threatening force against people;
b. other than in enclosed spaces to disperse gatherings or crowds which form a serious and
immediate threat to the safety of persons and property.
2. The use of CS tear gas is only permitted on instruction of the superior after receiving the prior
consent of the competent authority.
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3. The superior who ordered the use of CS tear gas shall stipulate in the order how many CS tear
gas granades are to be used.

Article 14

The use of a water cannon is only permitted when the riot squad is acting on instruction of the
superior and after obtaining the consent of the competent authority.

Article 15

1. The use of a police guard dog is only permitted under the direct and continual supervision of a
handler:

a. with the patrol service, and

b. in the event of action of the riot squad afier receiving the consent of the competent authority.
2. The handier must possess a certificate issued in accordance with article 49, paragraph 1 of the
Police Act 1993.

Article 16

The use of an electric stun gun is only permitted as a means of defence against aggressive animals
after receiving the superior's consent.

$ 4. Reporting the use of force

Article 17

1. An officer who has used force must immediately report the relevant facts and circumstances, as
well as the consequences thereof, to his superior.
2. The superior shall immediately record the report referred to in paragraph 1 in a manner
established by Our Ministers of Justice and of the Interior and Kingdom Relations by ministerial
regulation.
3. The police commissioner shall give notice of the report referred to in paragraph 2 within 48
hours to the district attorney of the district within which force has been used, or the commander of
the military police shall give such notice to the district attorney of Arhem charged with military
affairs in the event the matter involves military personnel, if:
a. the consequences of the use of force give rise to such in the opinion of the police
commissioner or the commander,
b. the use of force has caused physical injury of more than minor significance or has resulted in
death, or
c. use has been made of a firearm and one or more shots were discharged from the firearm.

Article 18
[Repealed.}

Article 19

The superior shall inform the officer as soon as possible as to the handling of the report. Upon
request the officer shall be given interim information.




CHAPTER 3. Search of clothing
Article 20

1. The search referred to in article 8, paragraph 3 of the Police Act 1993 shall be effected by going
over the surface of the clothing and shall be executed as much as possible by an officer of the same
gender as the person who is subjected to the search.

2. The search referred to in article 8 paragraph 4 of the Police Act 1993 shall be executed by an
officer of the same gender as the person who is subjected to the search.

Article 21

An officer who has carried out a search as referred to in article 8, paragraph 3 or 4 of the Police Act
1993 shall immediately report this to the superior in writing, stating the reasons which led to the
search.

CHAPTER 4. Handcuffs
Article 22

1. An officer can place handcuffs on a person who has been lawfully deprived of his liberty for the
purpose of transportation.
2. The measure referred to in paragraph 1 can only be taken if the facts or circumstances
reasonably require such with an cye on the risk of escape, or with an eye on danger to the safety or
life of the person who has been lawfully deprived of his liberty, of the officer or of third parties.
3. The facts and circumstances referred to in paragraph 2 can only be related to:
a. the person who has been lawfully deprived ofhis liberty, or
b. the nature of the offence on the basis of which the deprivation of liberty has taken place, in
conjunction with the way in which and the situation in which the transport took place.

Article 23

An officer who makes use of handcuffs as referred to in article 22, paragraph 1 shall immediately
give written notice thereof to the superior, stating the reasons which led to the use of handcuffs.

CHAPTER 4A. Resources for the deportation of aliens
Article 23a

1. An officer who by or pursuant to the Aliens Act 2000 is charged with guarding the border or
with the supervision of aliens can restrict the freedom of movement of an alien upon his
deportation by airplane, in order to ensure the proper execution of the deportation.
2. The measure referred to in paragraph 1 can only be taken if:
a. the facts or circumstances reasonably require such with an eye on the risk of escape, or with
an eye on the risk to the safety or the life of the alien, of the officer or of third parties, or with an
eye on the risk of a serious breach of the public order, and
b. the use of the resource cannot reasonably cause any risk to the alien's health.
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3. If the officer referred to in paragraph 1 acts under the supervision of a superior on site, he shall
only make use of resources for deportation after receiving an explicit order from the superior. The
supertor shall indicate in this respect what resource is to be used.

4. The use of a resource for deportation is only permitted by an officer skilled in the use of such
resource.

Article 23b

1. An officer who has made use of a resource for deporation as referred to in article 23a, paragraph
| with regard to an alien who is deported, shall immediately report this to his superior in writing,
stating the nature of the resource, the reasons which led to the use and the consequences ensuing
therefrom.

2. The superior shall make a record of the report referred to in paragraph 1.

CHAPTER 5. Assistance

Article 24

1. An officer shall see to it that people with minor wounds, symptoms of illness and people with
regard to whom there is doubt on this point are referred to a GP or an emergency department of a
hospital. If necessary, the officer shall mediate in obtaining suitable transport.

2. The officer shall see to it that people with serious wounds and unconcious people, including
people who cannot be woken up or who are not coherent, are taken to hospital by ambulance. The
officer shall give information regarding the nature and circumstances of the event which led to such
condition, and the medical details and medicines found on a person to the medical care providers.

Article 25

1. The officer shall endeavour to ensure that people who due to being under the influence of
alcohol or due to other causes form an immediate danger, be such to the public order, safety or
health, or to himself, are removed from public places as referred to in article 1 of the Public
Manifestations Act in the most suitable manner. Public places includes transport vehicles which are
located at these places, insofar as they are not being used as a dwelling,

2. The officer shall hand over people as referred to in paragraph 1 to the own care providers,
insofar as the circumstances permit such. In the event of lack of care facilities elsewhere, by way of
assistance they can be placed at the police station or squad room if this is necessary for their
protection and this is not against their will.

3. The officer shall alert the doctor as to persons as referred to in paragraph 1, wl:o are known to
be or appear to be mentally disturbed, after attempting to contact the relevant person's own GP if
possible.




CHAPTER 6. Measures vis-a-vis detainees
§ 1. General

Article 26

1. The officer shall treat the detainee in accordance with the provisions laid down by or pursuant to
article 15 of the Control of Regional Police Forces Decree.

2. The officer shall record the details stipulated pursuant to article 15, paragraph 6 of the Control
of Regional Police Forces Decree.

Article 27

1. Insofar as such is not contrary to the provisions laid down by or pursuant to the Code of Criminal
Procedure, the officer shall inform a family member or a housemate of the detainee as soon as
possible of the incarceration. In the event the detainee is a minoi, ine officer sha'l do so of his own
accord, if the detainee is of age, the officer shall only do so upon the detainee's request.

2. If the circumstances do not permit implementation of paragraph 1 in respect of a detainee who is
not a resident, the embassy or the consulate of the country in which the detainee is a resident shall
be informed of the incarceration.

§ 2. Taking clothing and objects into custody

Article 28

1. An officer shall search the detaince immediately prior to incarceration at the police station or
squad room, by frisking and searching his clothing for the presence of objects which during
incarceration could form a danger to the safety of the detainee or others.

2. If the officer finds objects as referred to in paragraph 1, the officer shall take these into custody.
3. The search referred to in paragraph 1 shall be executed where possible by an officer of the same
gender as the person who is subjected to the search.

Article 29

1. The officer can only demand of the detainee that he take off his clothes if*
a. during incarceration the clothing can form a danger to the safety of the detainee or to others
and an assistant district attorney has granted consent therefore;
b. in the opinion of the doctor, during the incarceration the clothing can form a danger to the
health of the detainee or others.
2. The officer shall take custody of the clothing referred to in paragraph | and shall provide
replacement clothing.

Article 30

1. An officer who has carried out a search as referred to in article 28, paragraph 1 snall immediately
prepare a written report hereof for the superior.

2. The officer shall precisely record all objects and items of clothing which he has taken into
custody. A general description shall suffice for obiects which are small in size and value.

3. A copy of the record referred to in paragraph 2 shall be signed by the detainee and the officer
and handed over to the detainee.
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§ 3. Permanent video surveilliance

Article 31

1. After receiving the consent of the assistant district attorney, the officer can subject the detainee
to permanent video survelliance.

2. The measure referred to in paragraph 1 is only permitted in those cases in which there is such
risk of danger to the life or the safety of the party in question that continuous observation is
necessary to avoid this risk.

3. The officer shall inform the person in question of the permanent video surveilliance and shall
make a record of the permanent video surveilliance.

§ 4. Medical assistance

Article 32

1. In the event there are indications that a detainee requires medical assistance or if medicines have
been found with this person, the officer shall consult with the doctor. The officer shall also consult
with the doctor if the detainee himself requests medical assistance or medicines.

2. In the event the detainee requests medical assistance from his own doctor, the officer shall
inform the doctor thereof.

3. In the event the detaince indicates he does not wish to have any medical assistance, while there
are indications that medical assistance is required, the officer shall inform the doctor and he shall
inform the doctor of the detainee's attitude.

Article 33

The officer may not impose any restrictions on the doctor in the examination ~nd treatment. He
shali follow the doctor's instructions regarding the detainee's care and shall make a record of the
instructions given by the doctor.

Article 34

1. The officer shall inspect the detainee regularly on the understanding that:
a. in the event the doctor has been alerted, the detainee shall be checked up on in his cell at least
every fifteen minutes;
b. in the event medical assistance has been given, the detainee shall be checked up on as often as
the doctor has prescribed;
c. in the event no medical assistance is deemed necessary, the detainee shall be checked up on
once every two hours.
2. In the cases referred to in paragraph | under a and b, the officer shall check the cell and the
person, whereby he shall pay particular attention to the degree in which the detainee can be woken
up and is coherent. Persons who are in a condition in which they cannot be woken up or are not
coherent, shall immediately be taken to a hospitai by ambulance.
3. The officer shall register the observations referred to in paragraph 1.




Article 35

When transferring the detainee the officer shall send along the medicines, the records referred to in
articles 26, paragraph 2, 33 and 34, paragraph 3, insofar as these may be relevant, and the doctor's
reports which are intended for a doctor who will be taking over treatment of the detainee.

§ 3. Release

Article 36

The officer shall see to it that when a person is released, if such person cannot make his own way
around, there will be transport and supervision for such person.

CHAPTER 7. Special investigating officer
Article 37

1. If Our Minister of Justice, pursuant to article 8, paragraph 7 of the Police Act 1993 has stipulated
that a special investigating officer has the authority to exercise the powers referred to in paragraphs
I and 3 of said article, the special investigating officer in question shall act in accordance with
articles 5, 17, 19, 20, paragraph 1 and 21 of this Decree. In article 17, paragraph 3, "the
commissioner” is to read: the superior.
2. If the instruction also encompasses the use of a weapon, a guard dog or handcuffs, the special
investigating officer in question shall act in accordance with articles 4, 7, paragraph 1, beginning
and under a and b, paragraphs 2, 3 and 4, 10, 10a, 12a, 12b, 12c, 15, paragraph 1, beginning and
under a, and paragraph 2, 16, 22 and 23 of this Decree.
3. For the application of paragraphs | and 2, the following terms have the following meaning:
a. competent authority: the authority referred to in article 13 of the Police Act 1993;
b. the superior: the direct supervisor, referred to in article 1 of the Special Investigating Officer
Decree.
¢. weapon: the arms, ammunition and equipment which can be used to exercise force which are
permitted pursuant to article 3a, paragraphs 1 through 3 of the Arms and Ammunition Act.

Article 38

Special investigating officers who are authorised to use a weapon or handcufTs shall only make use
of weapons or handcuffs prescribed by Our Minister of Justice when performing their duties.
Article 39

Special investigating officers do not have the authority to exercise the powers referred to in Article
8, paragraphs 1 and 3 of the Police Act 1993 until after said authority has been recorded on the oath
and the officer in question has demonstrated his skill in the performance thereof.
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CHAPTER 8. Final provisions
Article 39a

In agreement with Our Minister of Justice, within three years after the entry into force of the decree
of 25 August 2006 to amend the Official Instruction for the police, the military police and special
investigating officers in connection with the introduction of non-penetrating ammunition (Stb.
2006, 407), Our Minister of the Interior and Kingdom Affairs shall present the States-General with
a report on the effectiveness and the effects of articles 11 through 11c in practice.

Article 40

This decision enters into force as of the day when the Police Act 1993 enters into force.

Article 41

This decree shall be cited as: Official Instruction for the Police, the Military Police and Special
Investigating Officers.

Order that this decree and the related explanatory notes shall be publised in the Staatsblad (Bulletin
of Acts, Orders and Decrees).

The Hague, 8 April 1994
Beatrix

The Minister of Justice,
E. M. H. Hirsch Ballin

The Minister of the Interior,
E. van Thijn

Published Twenty-One April 1994

The Minister of Justice,
E. M. H. Hirsch Ballin

SPAIN

Spain authorized the use for other police forces Priim partners similar equipment in the frame of
joint operations or urgent situations. If this normal equipment would be very different is mandatory
a expressed authorization.

The chapters 5 and 6 of the Treaty establish as general principle the subordination to the national
law of host territory, the application by analogy of responsibility regime collected in the 43 article
of Application Agreement of Schengen Treaty — article 30 of Treaty — and the assumption of the
measure to the State of territory, article 25.5 of the Treaty.




If the Spanish Police officers has legal restriction to carry on and use of some weapons, the same
restrictions affect the police officers of the othcr contracting party that acts in Spanish territory. The
Spanish national law asses:

1.- The absolute ban for all — civilians and pelice officers — of possession and use, of next types
of weapons:

a.

The firearms that have been mcdified their characteristics substantially without
authorization.

The long weapons that contain special devices, in their breech or mechanisms to house
guns or other weapons.

The guns and revolvers that take adapted a small breech.
The firearms to house or housed inside sticks or other objects.
The firearms feigned low appearance of any other object.

The stick-rapier, the daggers of any class and the automatic knives. They will be
considered daggers the cut and thrust weapons with a blade smaller than 11 centimeters,
double bits and pointed.

The firearms, pressurized air or another compressed gas, combined with cut and thrust
weapons.

The truncheon made of wire or lead; the brainteaser ; the “llaves de pugilato”, with or
without spikes; the slingshot and perfected “blowpipe”; the “munchacos” and “xiriquetes”,
as well as any other specially dangerous instruments for the physical integrity of the
people.

2.- It is forbidden except for especially qualified civil servant (police officers among others):

0}

a. The semiautomatic weapons of 2.2.and 3.2 categories whose capacity of freight were
up of 5 shotgun shell, the housed in the breech included, or whose breech were
removable.

b. The self defense sprays and all those weapons that discharge gases or aerosols, and any
device with mechanisms able of throw toxic or corrosive narcotics.

c. The electric or rubber truncheon or similar.
d. The applicable mufflers to firearms.

e. The cartridge with “piercing bullets”, explosive, incendiaries bullets, as well as the
corresponding projectiles.

f. The ammunition for guns and revolvers with projectiles “dum-dum” or “hollow peak”,
as well as the own projectiles.
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g. The long firearms give clipped canyons.

(1) The characteristics of caliber, weight and diameter or gas authorized in Spain were given to the
presidency. In the present document, appear a scheme of the basic equipment for Spanish police
officers.

3.- Spain consider weapons of war, reason why only can be used by the police officers when
the Spanish Government has authorized the next:

a. Firearms or systems with caliber equal or superior to 20 millimeters.

b. Firearms or weapon systems with lower caliber to 20 millimeters whose caliber were
considered by the Ministry of Defense like of war.

¢. Automatic firearms.
d. The ammunition for the weapons indicated in the sections a) and b).

e. Bombs of aviation, missiles, rockets, torpedos, mines, grenades, as well as their
fundamental pieces.

f.  Those not included in the previous sections and that they are considered like weapons of
war for the Department of Defense.

RULES OF SELF-DEFENSE

In Spain we consider that someone acts under legitimate defense when he acts in defense of person
or own or others people rights, whenever concur the next requirements:

Defense of people.-
1.- Unlawful aggression
2.- Rational necessity of used mean to avoid it or repel it
3.- Lack of enough provocation for the part of defender
Defense of goods.-
In case of defense of goods, it reputes unlawful aggression the attack over them
when this is felony or fault and the goods became in serious danger of deterioration
or imminent miss.
Defense of a house (place where someone lives in).-
In case of defense of house or it departments, it reputes unlawful aggression the
undue entrance there.

For that, house is all closed space dedicated by the resident to develop in a
effective way one human activity with exclusion of other people.
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Uitvoeringsovereenkomst

Van het Verdrag tussen het Koninkrijk Belgie, de Bondsrepubliek Duitsland, het Koninkrijk
Spanje, de Republiek Frankrijk, het Groothertogdom Luxemburg, het Kononkrijk der Nederlanden
en de Republiek Oostenrijk inzake de intensivering van de grensoverschrijdende samenwerkin, in
het bijzonder ter bestrijding van het terrorisme, de grensoverschrijdende criminaliteit en de illegale

migratie, ondertekend te Priim, Duitsland op 27 mei 2005




Deel 1: Reikwijdte en definities

1. Reikwijdte

In overeenstemming met artikel 44 van het Verdrag, betreft de reikwijdte van deze
Uitvoeringsovereenkomst de afspraken voor de administratieve en technische uitvoering

van het Verdrag.

2. Definities

Voor het doel van deze Uitvoeringsovereenkomst wordt bedoeld met:

2.1 “Verdrag™: het Verdrag tussen het Koninkrijk Belgié, de Bondsrepubliek
Duitsland, het Koninkrijk Spanje, de Republiek Frankrijk, het Groothertogdom

Luxemburg, het Koninkrijk der Nederlanden en de Republick Oostenrijk inzake de
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intensivering van de grensoverschrijdende samenwerking, in het bijzonder ter k!
bestrijding van het terrorisme, de grensoverschrijdende criminaliteit en de illegale

migratie, ondertekend te Priim, Duitsland op 27 mei 2005;

2.2 “Partij”: een Verdragsluitende Partij, dic de onderhavige Uitvoeringsoverecnkomst

heeft ondertekend;

23 de procedures van “bevraging”, “vergelijking” of “bevraging door middel van cen
vergelijking” als bedoeld in de artikelen 3, 4 en 9 van het Verdrag: de procedures
door welke wordt vastgesteld of DNA gegevens dan wel dactyloscopische gegevens «
die door een Partij worden verstrekt overeenkomen met de in het gegevensbestand :
van één, meerdere of alle andere Partijen opgeslagen DNA of dactyloscopische

gegevens;

2.4  “DNA profiel”: een alfanumerieke reeks die een set identificatickenmerken van het

niet gecodeerde gedeelte van een geanalyseerd menselijk DNA monster :




25

2.6

27

2.7.1

272

273

2.8

2.9

2.10

vertegenwoordigt, dat wil zeggen de specifieke chemische vorm op de

verschillende DNA-locaties (loci);

“niet gecodeerde gedeelie van DNA”: het gedeelte van het chromosoom dat geen
genetische uitdrukking bevat, d.w.z. geen informatie over specificke erfelijke

kenmerken kan verschafter;

“linkgegevens van DDNA-analysebestanden”: een DNA profiel en de daaraan

gekoppeld niet-DNA-specifieke gegevens;

“niet-DNA-specificke gegevens” omvatten:

een identificatiecode of nummer, die het Partijen mogelijk maakt om in geval van
overeenkomende profielen persoonsgegevens en/of overige informatie in de
gegevensbestanden op te halen om deze aan één, meerdere of alle Partijen te

verstrekken ingevolge artikel 5 van het Verdrag;

een Partijkenmerk om de nationale oorsprong van het DNA-profiel aan te duiden,

cn

een kenmerk om het soort DNA-profiel aan te duiden als door de Partijen

aangegeven, conform artikel 2 lid 2 van het Verdrag;

“niet geidentificeerd DNA-profiel”: het van sporen afkomstig van een
opsporingsonderzoek verkregen DNA-profiel, dat toebehoort aan een nog niet

geidentificeerd persoon;

“linkgegevens van het DNA-profiel™: een technische uitdrukking inhoudende het
DNA profiel van een geidentificeerd persoon opgenomen in de nationale DNA-

analysebestanden conform artikel 3 lid 3 van het Verdrag;

“dactyloscopische gegevens™: beelden (images) van vingerafdrukken, open sporen

van vingerafdrukken; beelden van handpalmafdrukken; open sporen van




2.11

2.12

2.13

2.14

2.15

2.16

handpalma;fdrukken alsook de sjablonen (femplates) van die beelden (minutiae),
VOOr zover deze zijn opgeslagen en behandeld in een geautomatiseerd
gegevensbestand;

“vervolgverzoek™: het verzoek van één Partij aan één, meerdere of alle andere
Partijen ingeval van overeenstemming tussen vergeleken DNA- of dactyloscopische
gegevens, om aanvullende persoonsgegevens en andere informatie te verkrijgen

ingevolge de artikelen 5 en 10 van het Verdrag;

“gegevens uit kentekenregisters”: het geheel aan gegevens als gespecificeerd in
Bijlage C.1, ten aanzien waarvan Partijen overeengekomen zijn om deze wederzijds
beschikbaar te maken voor de geautomatiseerde bevragingsprocedure als

gedefinieerd in punt 2.13;

“geautomatiseerde bevragingsprocedure™: een online toegangsprocedure om,
conform artikel 33 lid 1 punt 2 van het Verdrag, de gegevensbestanden van één,

meerdere of alle Partijen te raadplegen;

“de systematiek van artikel 12”: alle technische maatregelen en functionele
aspecten voor de uitwisseling van gegevens uit kentekenregisters conform artikel
12 van het Verdrag, zoals een netwerk, koppelvlakken (interfaces) en

veiligheidskwesties;

“EUCARIS”: het European Vehicle and Driving License Information System, tot
stand gebracht door het relevante Verdrag, getekend in Luxemburg op 29 juni
2000;

individuele gevallen™, in de zin van artikel 3 lid 1, artikel 9 lid 1 en artikel 12 lid 1
van het Verdrag: één enkel onderzoeks- of vervolgingsdossier; wanneer een
dergelijk dossier meer dan één DNA-proiiel, dactyloscopische gegevens of
gegevens uit een kentekenregister bevat dan mogen deze gezamenlijk worden

uitgewisseld als één bevraging;




2.17

“grond voor bevraging of verstrekking van gegevens™: voor de toepassing van
artikel 39 van het Verdrag een aanwijzing die het mogelijk maakt een duidelijke
verbinding tot stand te brengen tussen een bepaald verzoek en het overeenkomstige

individuele geval dat ten grondslag ligt aan het verzoek;

“TESTA Il communicatienetwerk™: de “Trans European Services for Telematics between
Administrations”, beheerd door de Europese Commissie, alsmede elke aangepaste versie
daarvan.Deel 2: DNA-Profielen

3. Samenstelling en vergelijking van DNA-profielen

3.1

33

34

Ten behoeve van implementatie van artikel 2 van het Verdrag, worden de
linkgegevens van DNA-analysebestanden die op grond van het Verdrag worden
uitgewisseld, samengesteld uit een DNA-proficl en de niet-DNA-specifieke

gegevens.

Een geheel van gemeenschappelijke technische specificaties, waaronder regels voor
overeenstemming, algoritmen en Partijkenmerken, als gedefinieerd in Bijlage A.1,
worden geimplementeerd en uitgevoerd door de nationale contactpunten van de
Partijen cn worden toegepast op alle verzocken en antwoorden die zijn gerelateerd

aan bevragingen en vergelijkingen van DNA-profielen als bedoeld in punt 3.1.

DNA-profielen worden vergeleken op basis van gedeelde markeringen als
gedefinieerd in Bijlage A.1. Elk DNA-profiel verstrekt voor een geautomatiseerde
bevragingsprocedure of vergelijking door de verzoekende Partij wordt vergeleken
met elk DNA-profiel dat door de bevraagde Partij beschikbaar is gesteld voor
vergelijking als bedoeld in artikel 2 lid 2 en lid 3 van het Verdrag,.

De Partijen maken gebruik van bestaande standaarden als de ‘European Standard
Set’ (ESS) of de ‘Interpol Standard Set of Loci’ (ISSOL).




4. Regels voor bevraging en melding bij DNA

4.1  De bevraging voor een geautomatiseerde bevragingsprocedure of vergelijking, in de

zin van de artikelen 3 en 4 van het Verdrag, bevat enkel de volgende informatie:

4.1.1 het Partijkenmerk van de bevragende Partij;

4.1.2 de datum, de tijd en het verwijsnummer van de zoekopdracht;

4.1.3 de DNA-profielen en hun niet-DNA-specificke gegevens;

4.1.4 het soort DNA-profiel dat wordt overgedragen (ongeidentificeerde DNA-profielen
of DNA-linkgegevens).

42  De Partijen doen wat nodig is om de bevraging volledig overeenkomstig de
voorwaarden te laten zijn die voortkomen uit artikel 2 lid 3 van het Verdrag en
opnieuw zijn neergelegd in Bijlage A.3.

43 Het antwoord (matching report) op de bevraging als bedoeld in punt 4.1 wordt naar

het nationale contactpunt van de bevragende Partij gezonden om te bepalen of een
vervolgverzoek kan worden gedaan. Een matching report bevat alleen de volgende

informatie:

4.3.1 de aanwijzing of sprake is van één of meerdere overeenkomsten (4if) of niet (no-

hit).

43.2 de datum, de tijd en het verwijsnummer van de zockopdracht;

4.3.3 de datum, de tijd en het verwijsnummer van het antwoord;

434 het Partijkenmerk van de bevraagde Partij;




43.5 de niet-DNA-specifieke gegevens van de bevragende en de bevraagde Partij;

4.3.6 het soort DNA-profiel dat wordt overgedragen (ongeidentificeerde DNA-profielen
of DNA-linkgegevens);

4.3.7 ingeval van een vergelijking in de zin van artikel 4 van het Verdrag, het
overeenkomende DNA-profiel.

4.4 In geautomatiseerde in kennis stelling van een Air wordt alleen voorzien op
voorwaarde dat de geautomatiseerde bevragingsprocedure of vergelijking heeft
geresulteerd in een overeenkomst van een minimum aantal /oci als uiteengezet in
Bijlage A.1. In geval van een bevraging zoekactie in de zin van artikel 3 van het
Verdrag voor verificatiedoeleinden zullen nationale contactpunten van de Partijen de

noodzakelijke voorzieningen treffen overeenkomstig hun nationale recht.

5. Communicatienetwerk voor de verstrekking van DNA-gegevens

De elektronische uitwisseling van DNA gerelateerde gegevens tussen de Partijen dient te
worden uitgevoerd met gebruik van het “TESTA II” communicatienetwerk, conform de

technische specificaties uiteengezet in Bijlage A.S.

6. Maatregelen kwaliteitscontrole

De Partijen nemen toepasselijke maatregelen om de volledigheid van voor andere Partijen
beschikbaar gestelde of voor vergelijking verstrekte DNA-proficlen te waarborgen. Deze
maatregelen moeten overeenkomstig internationale standaarden als ISO 17025 zijn. De
forensische aspecten van deze DNA-profielen dienen overeenkomstig de specificaties als

uiteengezet in Bijlage A.1 te zijn.
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Deel 3: Dactyloscopische gegevens

7. Verstrekking van dactylescopische gegevens

7.1

7.2

13

7.4

Ten behoeve van implementatie van artikel 9 van het Verdrag, verwezenlijken de
Partijen een wederzijdse toegang tot hun geautomatiseerde vingerafdruk identificatie

systemen (“automated fingerprint identification systems,” hiena AFIS genoemd).

De in punt 7.1 genoemde systemen bevatten enkel geautomatiseerde
dactyloscopische systemen die zijn opgezet voor de preventie van en het onderzoek
naar strafbare feiten. Gegevens uit bestuurlijke bestanden mogen niet worden

verstrekt.

De digitalisering van dactyloscopische gegevens en de verstrekking aan andere
Partijen wordt uitgevoerd conform het gegevensarrangement dat staat gespecificeerd
in het “Interface Control Document (ICD)™ als vastgelegd in Bijlage B.1. Elke Partij
garandeert dat de dactyloscopische gegevens die door andere Partijen zijn verstrekt

vergeleken kunnen worden met de linkgegevens van het cigen AFIS.

De linkgegevens als bedoeld in artikel 9 van het Verdrag, zorgen voor de eenduidige
verbinding met een persoon of een strafzaak, alsmede de identificatie van de

bevragende Partij.

8. Zoeken en verstrekking van resultaten

8.1

De Partijen verzekeren dat de overgedragen dactyloscopische gegeven van een
voldoende kwaliteit zijn voor vergelijking door middel van het AFIS. De bevraagde
Partii controleert onverwijld de kwaliteit van de overgedragen gegevens door middel
van een volautomatische procedure. In het geval dat gegevens niet geschikt zijn voor
een geautomatiseerde vergelijking, brengt de bevraagde Partij onverwijld de

bevragende Partij daarvan op de hoogte.




8.2 De bevraagde Partij voert de zoekacties uit in de volgorde waarin de bevragingen zijn
ontvangen. Bevragingen moeten binnen 24 uur worden uitgevoerd door middel van
een volledige geautomatiseerde werkwijze. De bevragende Partij mag, wanneer haar
nationale wetgeving dat vereist, vragen om een versnelde behandeling van deze
zoekacties. De bevraagde Partij voert deze zoekacties onverwijld uit. Wanneer buiten
verantwoordelijkheid van de bevraagde Partij tijdslimieten niet gehaald kunnen
worden, dient de vergelijking onverwijld te worden uitgevoerd zodra de

belemmeringen zijn opgeheven.

8.3 De bevraagde Partij zorgt ervoor dat het systeem in staat is volledig geautomatiseerd
elke hit of no-hit onverwijld aan de bevragende Partij te verstrekken. In geval van
een hit verstrekt zij de dactyloscopische gegevens en de linkgegevens als bedoeld in
artikel 9 lid 2 van het Verdrag voor alle overeenkomsten tussen de dactyloscopische

gegevens als hiercnder nader toegelicht (10.1).

9. Communicatienetwerk voor verstrekken van dactyloscopische gegevens

De elcktronische uitwisseling van dactyloscopisch gerelateerde gegevens tussen de Partijen
dient te worden uitgevoerd met gebruik van het “TESTA II” communicatienetwerk,

conform de technische specificaties uiteengezet in Bijlage B.1.

10. Definitie en capaciteit van geautomatiseerde bevragingscapaciteit van

dactyloscopische gegevens

10.1 De maximale toelaatbare aantallen van de verschillende soorten dactyloscopische
data (candidates) die per bevraging worden geaccepteerd staan weergegeven in
Bijlage B.2.

10.2 De maximale onderzoekscapaciteit van elke Partij voor dactyloscopische gegevens

van geidentificeerde personen per dag staat weergegeven in Bijlage B.3.
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10.3 De maximale onderzoekscapaciteit van elke Partij voor dactyloscopische sporen per
dag staat weergegeven in Bijlage B.4.

Deel 4: Gegevens uit het kentekenregister

11. Zoekprocedure en verstrekking van gegevens

11.1 Ter uitvoering van artikel 12 van het Verdrag, zetten Partijen een netwerk van
nationale contactpunten op voor geautomatiseerde bevraging van gegevens uit hun
kentekenregisters. De technische voorwaarden voor gegevensuitwisseling worden

uiteengezet in Bijlage C.3.

11.2 Nieitegenstaande de bepalingen van het Verdrag en specifiek rekening houdend met
de bepalingen van de artikelen 38 en 39, organiseren Partijen, die optreden als
bevragende of bevraagde Partij, de werkwijze van hun nationale contactpunten, met

inachtneming van de bepalingen en principes van het Verdrag.

11.3 De Partijen die opteren voor een volledig geautomatiseerde bevragingsprocedure
verzekeren dat al hun bevragingen langs hun in het Verdrag voorziene nationale

contactpunt gaan, die onder toezicht staat van ecn verantwoordelijk functionaris.

12. Communicatienetwerk voor de verstrekking van gegevens uit kentckenregisters

12.1 Als middel voor elektronische uitwisseling van gegevens uit kentekenregisters,
gebruiken de Partijen het TESTA Il-communicatienetwerk en voor de toepassing van
de systematiek van artikel 12 de speciaal ontwikkelde EUCARIS software applicatie,

alsmede elke aangepaste versie van beide systemen.

12.2 Alle gezamenlijke kosten die voortkomen uit het beheer en het gebruik van de
systematiek van artikel 12, inclusief de kosten gerelateerd aan de EUCARIS

technologie, worden jaarlijks besproken en vastgesteld.
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13. Technische en organisatorische maatregelen voor bescherming van

persoonsgegevens en beveiliging van gegevens

De technische vormgeving van de geautomatiseerde bevragingsprocedure, als bedoeld in
artikel 38 lid 2 van het Verdrag inzake gegevensbescherming, beveiliging,
vertrouwelijkheid en het intact zijn van de gegevens, alsmede de coderings- en
autorisatieprocedures van het netwerk, staan, evenals de controleprocedures voor de

toelaatbaarheid van de bevragingen, beschreven in Bijlage C.2.

Deel 5: Politiesamenwerking

14. Gezamenlijk optreden

14.1 Door middel van een taakbeschrijving kunnen twee of meer Partijen een gezamenlijk
optreden instellen als bedoeld in artike! 24 van het Verdrag. Voor aanvang van het

optreden, maken zij schriftelijke of mondelinge afspraken over de uitvoeringsmodaliteiten,

zoals:

a. de competente autoriteiten van de Partijen binnen de taakbeschrijving;

b. het specifieke doel van het optreden;

C. de gaststaat waar het optreden plaatsvindt;

d. het geografische gebied van de gaststaat waar het optreden plaatsvindt;

e. de periode die wordt gedekt door de taakbeschrijving van het optreden;

f. de specifieke bijstand die de zendstaat aan de gaststaat verleent, inclusief
ambtenaren of ander overheidspersoneel, materiaal en financiéle elementen;

g de ambtenaren die deeliicien aan het optreden;

h. de ambtenaar die de leiding heeft over het optreden;

i. de bevoegdheden die ambtenaren en ander overheidspersoneel van de
ondersteunende Partij in de gaststaat mogen uitoefenen gedurende het
optreden;

] de specifieke bewapening, munitie en uitrusting die de ondersteunende

ambtenaren gedurende het optreden mogen gebruiken in overeenstemming

met de regels neergelegd in Bijlage D.3;
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k. de logisticke modaliteiten aangaande transport, accommodatie en
veiligheidsmaatregelen;

L. de verdeling van de kosten van het gezamenlijke optreden wanneer sprake is
van een afwijkende regeling als bedoeld in artikel 46 van het Verdrag;

m. andere mogelijk noodzakelijke componenten.

14.2 Een verzoek tot het opzetten van een gezamenlijk optreden kan worden gedaan door
de bevoegde autoriteiten van elk van de Partijen. In Bijlage D.1 kan elke Partij de
procedures voor inkomende verzoeken uiteenzetter.. Wanneer geen vastgestelde
procedure voorhanden is, wordt in Bijlage D.1 een nationaal contactpunt aangewezen
dat de overige Partijen kan ondersteunen om hun verzoeken tot de bevoegde

autoriteiten te richten.

15. Grensoverschrijdend optreden in spoedeisende situaties

15.1 De autoriteiten die onverwijld in kennis gesteld dienen te worden, als bepaald in

artikel 25 lid 3 van het Verdrag staan weergegeven in Bijlage D.2.

15.2 Elke wijziging in de contactgegevens van deze autoriteiten wordt zo snel mogelijk
doorgegeven aan de contactpunten van de andere Partijen die ook in Bijlage D.2

vermeld staan.

16. Het meevoeren en gebruik van bewapening, munitie en uitrusting

In Bijlage D.3 vermeldt elke Partij welke specificke bewapening, munitie en uitrusting
verboden zijn om meegevoerd te worden conform artikel 28 lid 1 derde zin van het
Verdrag; welke specifiecke bewapening, munitie en uitrusting verboden zijn om gebruikt te
worden; en de juridische aspecten in de zin van artikel 28 lid 2 van het Verdrag, alsmede

de praktischc aspecten in de zin van artikel 28 paragraaf 5 van het Verdrag.
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Deel 6: Algemene bepalingen

17. Evaluatie van de toepassing en de uitvoering van het Verdrag en de

Uitvoeringsovereenkomst

17.1

De evaluatie van de administratieve en technische toepassing en de uitvoering van
het Verdrag en de Uitvoeringsovereenkomst worden uitgevoerd door de
gemeenschappelijke werkgroep in de zin van artikel 43 lid 2 van het Verdrag, of door
elke specifieke technische werkgroep die daartoe gemandateerd is door de
gemeenschappelijke werkgroep. Een dergelijke evaluatie kan worden uitgevoerd op

verzoek van elke Partij.

17.2 De modaliteiten van het geautomatiseerde zoeken en de vergelijking van DNA- en

17.3

dactyloscopische gegevens zullen zes maanden na het begin van de activiteiten op
basis van deze Uitvoeringsovereenkomst worden geévalueerd, tenzij de
gemeenschappelijke werkgroep anders beslist. Voor gegevens uit het
kentekenregister, zal deze eerste evaluatie drie maanden na het begin van de
activiteiten plaatsvinden. Vervolgens kunnen zulke evaluaties plaatsvinden op

verzoek van elke Partij conform artikel 43 van het Verdrag.

De organen die verantwoordelijk zijn voor het vastleggen in de zin van artikel 39 lid
2 van het Verdrag zullen willekeurige controles uitvoeren in een dusdanige
frequentie en omvang dat een effectieve evaluatie van de rechtmatigheid van de
geautomatiseerde bevragingsprocedure, uitgevoerd conform de artikelen 3, 9 en 12

van het Verdrag door de respectieve buitenlandse contactpunten, verzekerd is.

18. Beschikbaarheid van geautomatiseerde gegevensuitwisseling

De Partijen treffen alle voorzieningen die redelijkerwijs noodzakelijk zijn om de

geautomatiseerde online uitwisseling van DNA-, dactyloscopische en kentekengegevens in

stand te houden, op basis van een beschikbaarheid van 24 uur per dag en 7 dagen per week.

Wanneer sprake is van een technisch mankement, zullen de relevante contactpunten elkaar
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daarvan zo snel mogelijk op de hoogte brengen en overeenstemming bereiken over een

tijdelijk ander communicatiemiddel, op grond van elke andere toepasbare wettelijke

grondslag. De geautomatiseerde gegevensuitwisseling dient zo snel mogelijk hersteld te

worden.

19 Wijziging van de Uitvoeringsovereenkomst en haar Bijlagen

19.1

19.2

19.3

19.4

Wijzigingen in deze Uitvoeringsovereenkomst en haar Bijlagen mogen worden
voorgesteld door elke Partij. Voorstellen in deze zin worden kenbaar gemaakt aan

alle andere Partijen.

Wanneer de voorgestelde wijziging de bepalingen van de Uitvoeringsovereenkomst
aangaat, wordt het aangenomen door middel van een Besluit van het Comité van

Ministers conform artikel 43 lid 1 van het Verdrag.

Wanneer de voorgestelde wijziging één of meer van de Bijlagen van de
Uitvoeringsovereenkomst aangaat, wordt het aangenomen door de

gemeenschappelijke werkgroep als bedoeld in artikel 43 lid 1 van het Verdrag.

Unanimiteit ten behoeve van wijziging van deze Uitvoeringsovereenkomst of haar
Bijlagen wordt bereikt wanneer de aanwezige en vertegenwoordigde Partijen
overeenstemming bereiken over de voorgestelde wijziging. Dientengevolge
verhindert afwezigheid en het niet vertegenwoordigd zijn van Partijen aanname van
een wijziging van de Uitvoeringsovereenkomst niet. Een dergelijke wijziging is van

toepassing op alle Partijen.

20. Inwerkingtreding; Ondertekening; Depositaris

20.1

Voor de Partijen voor wie het Verdrag van kracht is geworden, treedt deze
Uitvoeringsovereenkomst in werking na ondertekening ervan, wanneer eveneens de
noodzakelijke bepalingen als bedoeld in artikel 34 lid 2 van het Verdrag zijn

aangenomen. Voor de overige Partijen zal zij in werking treden conform artikel 50,
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eerste lid, dan wel artikel 51 eerste lid, van het Verdrag en wanneer de
noodzakelijke bepalingen als bedoeld in artikel 34 lid 2 van het Verdrag zijn

aangenomen.
20.2 Deze Uitvoeringsovereenkomst en haar Bijlagen zullen worden ondertekend in de
Duitse, Spaanse, Franse, Nederlandse en Engelse taal, die allen gelijkelijk

rechtsgeldig zijn.

20.3 De Regering van de Bondsrepubliek Duitsland treedt op als depositaris voor deze

Uitvoeringsovereenkomst en haar Bijlagen.

Brussel, 5 december 2006

Voor het Koninkrijk Belgié,

f

S WU

Voor de Bondsrepubliek Duitsland,

d (/(/V\;\\l’\/\/(/!

Voor het Koninkrijk Spanje,

i
Voor de Franse Republiel&
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Voor het Groothertogdom Luxemburg,

Loe st

M

Voor het Koninkrijk der Nederlanden,

Voor de Republiek Oostenrijk
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Annexes A

Automated searching for DNA profiles

Annex A.l

DNA related Forensic Issues, Matching Rules and
Algorithms

Introduction

This document contains the requirements for DNA-profiles which are io be exchanged
under the terms of the Treaty as well as the rules for matching and reporting. To enhance

the exchangeability, existing (European and Interpol) standards are used.

Properties of DNA-profiles

The DNA profile contains 24 pairs of numbers representing the alleles of 24 loci which are
also used in the DNA-procedures of Interpol. The names of these loci are shown in the

following table:

VWA | THo1 D21S11 FGA D8S1179 | D3S1358 | D18S51 Amelogenin

TPOX | CSFIPO | D13S317 | D7S820 | D5S818 D16S539 | D2S1338 | D195433

PentaD | PentaE | FES F13Al F13B SE33 CD4 GABA

The 7 grey loci in the top row are named the European Standard Set of Loci (ESS/ISSOL).
The DNA-profiles made available by the Parties for searching and comparison as well as

the DNA-profiles sent out for searching and comparison must contain at least 6 of 7




ESS/ISSOL loci and may contain the 17 other loci or blanks depending on their

availability. In order to raise the accuracy of matches, it is recommended that all available
alleles be stored in the indexed DNA profile data pool.

Mixed profiles or incomplete loci are not allowed so the allele values of each locus will

consist of only 2 numbers, which may be the same in the case of homozygosity at a given

locus.

Wild-cards and Micro-variants are to be dealt with upon the following rules:

SN 19 "

Any non-numerical value contained in the profile (e.g. “0”, “f”, “r”, “na”, “nr” or “un™)
will be automatically converted to a wild-card and searched against all.

Only numerical values “0”, “1” or “99” contained in the profile will be automatically
converted to a wild-card and searched against all.

If 3 alleles are provided for one locus the first allele will be accepted and the remaining
2 alleles converted to R (wild-card) and searched against all.

When wild-card values are provided for allele 1 or 2 then both permutations of ihc
numerical value given for the locus will be scarched (e.g. 12.R could match against
12,14 or 9,12).

Pentanucleotide (Penta D, Penta E & CD4) micro-variants will be matched according
to the following:

x.I=x,x.1,x.2

x2=x.1,x2.x.3

x3=x2,x3,x4

x.4 =x.3, x4, x+1

Tetranucleotide (the rest of the Interpol database loci are tetranucleotides) micro-
variants will be matched according to the following:

x.lI=x,x.1,x.2

x.2=x.1,x.2,x.3

x3 =x.2, x.3, x+1




Matching rules

The comparison of 2 DNA-profiles will be performed on the basis of the loci for which a
pair of allele values is available in both DNA-profiles. At least 6 loci of the ESS/ISSOL
(exclusive of amelogenin) must be available in both DNA-profiles.

A full match is defined as a match, when all allele values of the compared loci commonly
contained in the requesting and requested DNA-profiles are the same. A near match is
defined as a match, when the value of only one of the all compared alleles is different in
the 2 DNA profiles. A near match is only accepted if there are at least 6 fully matched loci
in the 2 compared DNA profiles. The reason for a near match may be:

e A human typing error at the point of entry of one of the DNA-profiles in the search

request or the DNA-database,
e an allele-determination or allele-calling error during the gencration procedure of the

DNA-profile.

Reporting rules

Both full matches and near matches will be reported.

The matching report will be sent to the requesting national contact point and will also be

made available to the requested national contact point (to enable it to estimate the nature

and number of possible follow-up requests for case and/or personal data associated with

the DNA-profile corresponding to the hit).




Annex A.2

Party Code Number Table

Within the framework of the Treaty, it is decided to adopt ISO 3166-1 alpha-2 code for
setting up the domain names and other configuration parameters required in the Priim

DNA data exchange applications over a closed network.

ISO 3166-1 alpha-2 codes are two-letter Party codes. They form the best known part of the

standard ISO 3166-1 and (with a few changes) are used for Internet domain names.

Party Names Code
Belgium BE
Germany DE
Spain ES
France FR
Luxembourg LU
The Netherlands NL
Austria AT




Annex A.3

Functional Process and Workflow Analysis

1. WORKFLOW

This chapter contains the description of the workflow during the automated searching and

comparison procedures of all the Parties databases (so called Priim consultation), in

compliance with the points 4.3 and 4.4 of the Implementing Agreement.

1.1 Data Transmission Procedure according to article 3 of the Treaty:

1.1.1

1.1.2

Unidentified DNA profile

In casc of a HIT in the national database on a refecrence DNA profile - no

transmission.

In case of a HIT in the national database with another unidentified DNA profile —

no transmission. The comparison will be made in the framework of the procedure

provided for in article 4 of the Treaty.

In case of a NO-HIT in the national database - transmission to all databases if

allowed by the Parties national legislation:

- HIT on a reference DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- HIT on an unidentified DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- A note may be added in all national databases where a HIT was made - start of
consultation process.

- NO-HIT: automated NO-HIT notification.

Reference DNA prohie
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In case of a HIT in the national database on a reference DNA profile - no

transmission.

In case of a HIT in the national database on an unidentified DNA profile - no

transmission excepted if a note is added.

In case of a HIT in the national database on a noted unidentified DNA profile - HIT

abroad: second step of consultation process.

In case of a NO-HIT in the national database - transmission to all databases if

allowed by the Parties national legislation:

-HIT on a reference DNA profile: automated notification of the HIT and
transmission of profile(s) values.

-HIT on an unidentified DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- NO-HIT: automated NO-HIT notification.

1.2 Data Transmission Procedure according to article 4 of the Treaty:

As a first step, if allowed by the Partics national legislation. a search of all unidentified
DNA profiles from crime scenes against the entire data stock of the Parties is made. Mass

search for control purposcs is possible later on.

The initial comparison shali be made with unidentifizd DNA profiles.

The following cases can occur:

- In case of a HIT in "he forcign databases on a reference DNA profile:
automated notification of the HIT and transmission of profile(s) value(s) -
second step of consultation process.

- In case of HIT in the foreign databases on an unidentified DNA profile:
automated notification of the HIT and transmission of profile(s) value(s) -
second step of consultation process - it will be up to each Party to decide
whether a note should be added in the databases. Following cach Party’s
initiative, a special mention can be left in a database when a hit on an
unidentified DNA profile occurred between a national DNA database and
another Parties” DNA database.




- In case of NO-HIT in the foreign databases: as the Treaty allows to regularly
perform the comparisons, each Paity will decide on the procedure (volume and
frequency) to be undertaken for the comparison foreseen in article 4.

» If the national databases contain several identical profiles from different crimes, the
requesting Party will transmit only one of these profiles for the matching process in
order to avoid unnecessary duplication of work.

» Further details of this matching procedure referred to in article 4 of the Treaty shall
be bilaterally agreed upon between the competent authorities.

2. FUNCTIONAL ANALYSIS: FIRST STEP

2.1 Declarations made in virtue of article 2 (3) of the Treaty:

AUSTRIA: Austria allows the national contact points of the other Parties access to the
DNA reference data in its DNA analysis files, with the power to conduct automated
searches by comparing DNA profiles, exclusively for the purpose of prosecuting criminal
offences meeting the prerequisites for the issue of a European arrest warrant according to
Article 2, paragraph 1 or 2, of the Council Framework Decision of 13 June 2002 on the
European Arrest Warrant and the Surrender Procedures between Member States, Official

Journal No. L 190 of 18 July 2002, 1.

BELGIUM: Belgium will only make the DNA database of convicted offenders available

to requesting Pariics.

GERMANY: Pursuant to Article 2 (3) of the Treaty, Articles 2 to 6 thereof apply to the
national DNA analysis file for the Federal Republic of Germany, which as a combined
application is maintained at the Federal Criminal Police Office under Sections 2, 7 and 8 of
the Federal Criminal Police Office Act and in ihe framework of the co-operation between
the Federal Government and the Linder in criminal matters. The DNA analysis file is
designed to attribute scene-of-crime marks to known criminal offenders with the aim of
investigating criminal offences. For the purpose of data matching in the framework of the
Treaty, solely reference data pursuant to Article 2 (2) sentence 2 of the Treaty is made
available. Thus it is a subset of the data recorded in the DNA analysis file.
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SPAIN: In accordance with article 2 (3) of the Treaty, articles 2 to 6 of the Treaty will
apply to the fiie INT-SAIP, dependent of the Secretary of State of Security of the Ministry
of the Interior of Spain. The purpose of this file is assistance to Justice Administration in
investigations, by means of the genetic identification of biological traces and the
identification of samples from known sources. This file stores information of criminal
offences, identification and personal data. However, in accordance with article 2 (2) of the
Treaty, only reference data from which the data subject cannot be directly identified will
be made available to the Parties.

FRANCE: The consultation of the database is not allowed for minor offences (i.e.,

contravention).

NETHERLANDS: The Netherlands shall ensure the availability of reference data from
its National DNA-analysis file for suspects, convicted offenders, deceased victims and

biological stains from unsolved crimes.

LUXEMBOURG: For the purposes of automated DNA searching and comparison in
compliance with the Treaty, Luxembourg grants the national contact points of the other
Parties access to the DNA reference data of its two DNA databases as set up by the law of
25" August 2006 concerning DNA profiling in criminal matters: the DNA criminal
database (including, inter alia, unidentified DNA profiles and the DNA profiles of
suspected persons implied in an ongoing criminal investigation) and the DNA database of

convicted offenders.

2.2 Volume/number of consultations

In order to implement efficiently the Treaty, each Party should be prepared to face the flow

of requests which will occur.

Therefore, each Party made an estimation of the requests to which its own system will have
to answer and an estimation of the consultations that it will make in the databases of the

other Parties.




Estimated volume of | AT BE FR DE [LU NL ES
consultations / year
Unidentified DNA |6 000 |2 000 5000 30000 500 6 000 6 900
profiles
Reference DNA |12 000 {5 000 100 000 {45000 |500 12000 |/
profiles

2.3 Availability of the system

The queries should reach the targeted database in the chronological order of arrival while

the answer should reach the requesting Party within 15 minutes of the arrival of the query.

3. FUNCTIONAL ANALYSIS : SECOND STEP

When a Party receives a positive answer, the DNA expert undertakes a comparison

between the values of the profile which was submitted in question and the values of the

profile(s) which will be transmitted as an answer. The expert validates and checks the

evidential value of the profile.

Legal assistance procedures start after a "full match" or a "near match" is obtained during

the automated consultation phase and after validation of an existing match between two

profiles.
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Annex A.4

DNA Interface Control Document (ICD)

1. INTRODUCTION

1.1. OBIJECTIVES

The purpose of this Annex is to define the requirements for the exchange of DNA profile
information between the DNA database systems of all Parties. The header fields are
defined specific for the Priim DNA exchange, the data part is based on the DNA profile
data part in the XML schema defined for the Interpol DNA exchange gateway.

It is agreed to exchange data by SMTP (Simple Mail Transfer Protocol), using a central
relay mail server provided by the network provider. The XML file is transported as mail

body.

1.2. SCOPE

This ICD defines the content of the message (mail) only. All network-specific and mail-
specific topics are defined uniformly in order to allow a common technical base for the

DNA data exchange.

Within this common definitions should be at least defined:

e The format of the subject field in the message to make an automated processing of the
messages possible,

e if content encryption is necessary and if yes which methods should be chosen,

e the maximum length of messages.

1.3. XML STRUCTURE AND PRINCIPLES

The XML message is structured into
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e header part, which contains information about the transmission and
e data part, which contains profile specific information + the profile itself.

The same XML schema should be useable for request and response. Fore purposes of
complete checks of unidentified DNA profiles (Art. 4) it should be possible to send a batch
of profiles in one message. A maximum number of profiles within one message must be
defined. The number is depending from the maximum allowed mail size and should be

defined after selection of the mail server.

XML example:

<?version="1.0" standalone="yes"?>
<PRUEMDNAX xmlns:msxsl="urn:schemas-microsoft-com:xslt"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<header>
...)
</header>
<datas>
(.-)
</datas>

[<datas> datas structure repeated, if multiple profiles sent by
(... a single SMTP message, only allowed for Art. 4 cases
</datas> ]

</PRUEMDNAX

2. XML STRUCTURE DEFINITION

The following definitions are for documentation purposes and better readability, the real

binding information is provided by an XML schema file (PRUEM DNA .xsd).
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2.1. ScHEMA PRUEMDNAX

It contains the following fields:

Fields Type Description
header PRUEM_header Occurs: 1

datas PRUEM _datas Occurs: 1 ... 500

2.2. CONTENT OF HEADER STRUCTURE

2.2.1. PRUEM_header

This is a structure describing the XML file header. It contains the following fields:

Fields Type Description

type PRUEM header type Type of the XML file

direction PRUEM header_dir Direction of message flow

Ref String Reference of the XML file
Generator String Generator of XML file
schema_version String Version number of schema to use

Requesting

PRUEM _header_info

Requesting Party info

Requested

PRUEM _header_info

Requested Party info
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2.2.2. PRUEM_header_type

Type of data contained in message, value can be:

Value Description
M Multiple Profiles (Art. 4)
S Single Profile (Art. 3)

2.23. PRUEM_header_dir

Type of data contained in message, value can be:

Value Description
R Request
A Answer

2.24. PRUEM_header_info

Structure to describe Party + message date/time. It contains the following fields:

Fields Type Description

Source ISOCODE string ISO 3166-2 code of the Party
Destination_ISOCODE | String

REQUEST _ID String unique Identifier for a request
date date Date of creation of message
time Time Time of creation of message

2.3. CONTENT OF PRUEM PROFILE DATAS

2.3.1. PRUEM_datas

This is a structure describing the XML profile data part. It contains the following fields:

Fields Type Description

date Date Date profile stored

type PRUEM datas_ty | Type of profile
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pe
result PRUEM _datas_res | Result of query
ult
agency String Name of corresponding unit responsible
for the profile
PROFILE _IDENT String Unique Party profile ID
Message String Error Message, if result = E
Profile IPSG_DNA profil { If direction = A (Answer) AND
€ result # H (Hit) empty
MATCH_ID String In case of a HIT PROFILE_ID of the
requesting piofile
QUALITY PRUEM hitqualit | Quality of Hit
y_type
HITCOUNT Integer Count of matched Alleles

23.2. PRUEM_hitquality type
Value Description
0 Referring original requesting profile:
1. Case “No Hit”: original requesting profile sent back
only;
2. Case “Hit”: original requesting profile and matched
profiles sent back, in compliance with the points 4.3.7
and 4.4 of the Implementing Agreement.
1 Equal in all available alleles without wildcards
2 Equal in all available alleles with wildcards
3 Hit with Deviation (Microvariant)
4 Hit with mismatch
233. PRUEM_data_type

Type of data contained in message, value can be:
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Value Description
P Person profile
S Stain

23.4. PRUEM_data_result

Type of data contained in message, value can be:

Value Description

U Undefined, If direction = R (request)
H Hit

N No Hit

E Error

23.5. IPSG_DNA_profile

Structure describing a DNA profile. It contains the following fields:

Fields Type Description
ESS ISSOL IPSG_DNA_ISSOL Group of loci corresponding to the ISSOL

(standard group of Loci of Interpol)
additional_loci {IPSG_DNA_additional loci | Other loci
Marker String Method used to generate of DNA

profile_id String Unique identifier for DNA profile

23.6. IPSG_DNA_ISSOL

Structure containing the loci of ISSOL (Standard Group of Interpol loci). It contains the

following fields:

Fields Type Description
Vwa IPSG_DNA_locus Locus vwa
thO1 IPSG_DNA locus Locus th01
D21s11 IPSG_DNA locus Locus d21s11
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Fga IPSG_DNA_locus Locus fga
d8s1179 IPSG_DNA _locus Locus d8s1179
d3s1358 IPSG_DNA_locus Locus d3s1358
di8s51 IPSG_DNA locus Locus d18s51
Amelogenin IPSG_DNA_locus Locus amelogin

23.7. IPSG_DNA_additional_loci

Structure containing the other loci. It contains the following fields:

Fields Type Description
Tpox IPSG_DNA_locus Locus tpox
csflpo IPSG_DNA_locus Locus csflpo
d13s317 IPSG_DNA locus Locus d13s317
475820 IPSG_DNA locus Locus d7s820
d5s818 IPSG_DNA_locus Locus d5s818
d16s539 IPSG_DNA locus Locus d16s539
d2s1338 IPSG_DNA _locus Locus d2s1338
d19s433 IPSG_DNA_locus Locus d19s433
penta_d IPSG_DNA locus Locus penta_d
penta_e¢ IPSG_DNA locus Locus penta_¢
Fes IPSG_DNA_locus Locus fes
fi3al IPSG_DNA locus Locus f13al
f13b IPSG_DNA_locus Locus f13b
se33 IPSG_DNA_locus Locus se33
cd4 IPSG_DNA_locus Locus cd4
Gaba IPSG_DNA locus Locus gaba

2.3.8. IPSG_DNA _locus

Structure describing a locus. It contains the following fields:

Fields Type Description
low _allele String Most low value of an allele
high_allele String Most high value of an allele

O G ERt Eoy Uit A TP
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Annex A.5

Application, Security and Communication Architecture

1. Overview

In implementing applications for the DNA data exchange within the frame of the Treaty, it
has been decided to use a common communication network, which will be logically closed
among the Parties. In order to exploit this common communication infrastructure by
sending requests and receiving replies in a more effective way, an asynchronous
mechanism to convey DNA and dactyloscopic data requests in a wrapped SMTP e-mail
message is adopted. In fulfillment of security concerns, the mechanism sMIME as
extension to SMTP functionality will be used to establish a true end-to-end secure tunnel

over the network.

The operative TESTA 1I (Trans Europcan Services for Telematics between
Administrations) has been chosen as the communication network for data exchange among
the Parties. TESTA 11 is currently under the responsibility of the European Commission. In
consideration of cventual different locations, where national DNA databases and the
current national access points of TESTA 1l reside in the Parties sites, two options may be
adopted to get the access to the TESTA 11
1) using the existing national access point or establishing a new national TESTA 11
access point, or
2)  setting up a secure local link from the site, where DNA database resides and is
administered by the corresponding national agency, to the existing national

TESTA II access point.

Each Party will decide which option to take by itself. This access scheme should be
accepted by future acceding States to the Treaty.
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The protocols and standards deployed in the implementation of the Treaty applications are
in compliance with the Open Standards and meet the requirements imposed by national

security policy makers of the Parties.

3. UrPER LEVEL ARCHITECTURE

Each Party of the Treaty will make its DNA data available to be exchanged with and/or
searched by other Parties in conformity with the standardized common data format. There

exists no central computer server with a centralized database to hold DNA profiles.

5. 1 Topology of DNA Data Exchange

npe
oo

Closed Network
\_ (VPN upon Open Standards) ¢

In addition to the fulfillment of national legal constraints at Parties’ sites, each Party may
decide by itself, what kind of hardware and software regarding the approprate

circumference should be deployed at its site to suit the needs of the Treaty.
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3. Security Standards and Data Protection

Within the framework to implement the Treaty DNA data exchange, three levels of
security concerns have concurred and will be deployed.

3.1 Data Level

DNA profile data provided by each Party has to be prepared in compliance with a common
data protection standard, so that requesting Parties will receive an answer mainly to
indicate HIT or NO-HIT along with an identification number in case of a HIT, which does
not contain any personal information at all. The further investigation after the notification
of a HIT will be conducted at the bilateral level upon the existing national legal and

organizational regulations of the respective Parties” sites.

3.2 Communication Level

Messages containing DNA profile information (requesting and replying) will be
encrypted upon a state-of-the-art mechanism corresponding to open standards before

they are sent to other Parties’ sites.

3.3 Transmission Level

All encrypted messages containing DNA profile information will be forwarded onto
other Parties’ sites through a virtual private tunneling system administered by a irust
network provider at the international level and the secure links to this tunneling system
under the national responsibility. This virtual private tunneling system does not have a

connection point with the open Internet.

By exploiting advantages of these three security levels, DNA data exchange within the
frame of the Treaty proves to satisfy a high security standard. By deployment of this
three level security architecture the danger of the whole system being compromised to

malicious attacks will be greatly mitigated.
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4. PROTOCOLS AND STANDARDS TO BE USED FOR ENCRYPTION MECHANISM:

sMIME and related packages

In consideration of the technical requirements and available technologies, the open
standard sMIME as extension to de facto e-mail standard SMTP will be deployed to
encrypt messages containing DNA profile information. The current work on s'MIME
(V3) is being done in the IETF's ssMIME Working Group. The protocol sSMIME (V3)
allows signed receipts, security labels, and secure mailing lists and layered on
Cryptographic Message Syntax (CMS), an IFTF specification for cryptographic
protected messages. It can be used to digitally sign, digest, authenticate or encrypt any
form of digital data. The underlying certificate used by SMIME mechanism has to be in

compliance with X.509 standard.

s/MIME functionality is built into the vast majority of moder: e-mail software packages
including Outlook, Mozilla Mail as well as Netscape Communicator 4.x and inter-

operates among all major e-mail software packages.

Because of sSMIME’s easy integration into national IT infrastructure at all Parties sites,
it is sclected as a viable mechanism to implement the communication sccurity level. For
achieving the goal “Proof of Concept™ in a more efficient way and reducing costs the
open standard JavaMail AP is however chosen for prototvping DNA data exchange.
JavaMail APl provides simple encryption and decryption of e-mails using s/MIME

and/or OpenPGP. The intent is to provide a single, casy-to-use API for e-mail clients

that want to send and received encrypted e-mail in either of the two most popular e-mail
encryption formats. Therefore any state-of-the-art implementation . to JavaMail API will
suffice for the requircments set by the Treaty. For instance, the product of Bouncy
Castle JCE (Java Cryptographic Extension) will be used to implement sMIML for
prototyping DNA data exchange among all Parties.
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S. Application Architecture

Each Party will provide the other Parties with a set of standardized DNA profile data upon
the common ICD. There are two ways to make Treaty conformant DNA data available to
the other Parties: construct a logical view over individual national database or establish a
physical exported database. The four main components: E-mail server/sMIME,
Application Server, Data Structure Area for fetching/feeding data and registering
incoming/outgoing messages, and Match Engine implement the whole application logic in
a product independent way. In order to provide all Parties with an easy integration of the
components into their respective national sites, the same functionality will be implemented
by optional open standards and protocols, which could be selected by each Party upon its
national IT policy and regulations. Because of the neutral features to be implemented to get
access to indexed databases containing Treaty conformant DNA profiles, each Party is
given free chuice to select its hardware and software platform including database and

operating systems.

A prototype will be developed by a team consisting of the voluntary Parties with the goal
to prove the concepts worked out. Other non-prototyping Parties could optionally adopt
this prototype eventually with a certain amount of customization at local sites, but they are
not obliged tc take this product. Non-prototyping Parties may also develop their own
products to gei connected to the Treaty communication environment upon the

specifications provided by the present Implementing Agreement.
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Fig. 2: Overview Application Topology 0

6. PROTOCOLS AND STANDARDS TO BE USED FOR APPLICATION ARCHITECTURE:

6.1 XML

The DNA data exchange will fully exploit XML-schema as attachment to SMTP e-mai!

¥

messages. The eXtensible Markup Language (XML) 15 a W3C-recommended gener. -

purpose markup language for creating special-purpose markup languages, capable of

exchange among all Parties has been done by means of XML and XML schema in the ICD

document.

6.2 ODbBC

database management systems and making it independent of programming languages,

database and operating systems. ODBC has however certain drawbacks. Administering

a large number of client machines can involve a diversity of drivers and DLLs. This &

complexity can increase system administration overhead.
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6.3 JDBC

Java DataBase Connectivity (JDBC) is an API for the Java programming language that

defines how a client may access a database. In contrast to ODBC, JDBC does not require

to use a certain set of local DLLs at the Desktop.

The business logic to process DNA profile requests and replies at each Parties’ site is

described in the following diagram. Both requesting and replying flows interact with a

neutral data area comprising different data pools with a common data structure

Fig. 3: Overview Application Architecture at each Parties’ site
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7. Communication Environment

7.1 Common Communication Network: TESTA I and its follow-up
infrastructure . ‘

The application DNA data exchange will exploit the e-mail, an asynchronous
mechanism, to send requests and to receive replies among the Parties. Upon the fact that
all Parties do have at least one national access point to the TESTA II, the operation
DNA data exchange will be deployed over the TESfA Il network. TESTA 11 provides a
number of added-value services through its e-mail relay. In addition to‘hosting TESTA

Il specific e-mail boxes, the infrastructure can implement mail distribution lists and

R PR R ST
Bl S N ED S il R

b

routing policies. This allows TESTA 1I to be used as a clearing house for messages
addressed to administrations connected to the Europe wide Domains. Virus check
mechanisms can also be put in place. The TESTA Il e-mail relay is built on a high
availability hardware platform located at the central TESTA II application facilities and

protected by firewall. The TESTA II Domain Name Services (DNS). will resolve

resource locators to IP addresses and hide addressing issues from the user and from

applications.
7.2 Security Concern

The concept of‘a VPN (Virtual Private Network) has been implemented within the
framework of TESTA 1L Tag Switching Technology used to build this VPN will evolve
to support Multi-Protocol Label Switching (MPLS) standard devel‘roped by the Internet
Engineering Task Force (IETF).
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MPLS is an IETF standard technology
that speeds up network traffic flow by
avoiding packet analysis by
intermediate routers (hops). This is
done on the basis of so-called labels
that are attached to packet by the edge
routers of the backbone, on the basis of
information stored in the forwarding
information base (FIB). Labels are also
used to implement virtval private

networks (VPNs).

MPLS combines the benefits of layer 3 routing with the advantages of layer 2 switching.

Because [P addresses are not evaluated during transition through the backbone, MPLS

does not impose any IP addressing limitations.

Furthermore e-mail messages over the TESTA II will be protected by sMIME driven

encryption mechanism. Without knowing the key and possessing the right certificate,

nobody can decrypt messages over the network.

7.3 Protocols and Standards to be used over the communication network

7.3.1 SMTP

Simple Mail Transfer Protocol is the de facto standard for ¢-mail transmission across

the Internet. SMTP is a relatively simple, text-based protocol, where one or more

recipients of a message are specified and then the message text is transferred. SMTP

uses TCP port 25 upon the specification by the IETF. To determine the SMTP server for

a given domain name, the MX (Mail eXchange) DNS (Domain Name Systems) record

is used.

Since this protocol started as purely ASCII text-based it did not deal well with binary

fi‘es. Standards such as MIME were developed to encode binary files for transfer




i
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through SMTP. Today, most SMTP servers support the 8BITMIME and sMIME
extension, permitting binary files to be transmitted almost as easily as plain text.

SMTP is a "push" protocol that does not allow one to "pull” messages from a remote

server on demand. To do this a mail client must use POP3 or IMAP. Within the

framework of implementing DNA data exchange it is decided to use the protocol POP3.

73.2 POP

Local e-mail clients use the Post Office Protocol version 3 (POP3), an application-layer

Internet standard protocol, to retrieve e-mail from a remote server over a TCP/IP

connection. By using the SMTP Submit profile of the SMTP protocol, e-mail clients send
messages across the Internet or over a corporate network. MIME serves as the standard for
attachments and non-ASCII text in e-mail. Although neither POP3 nor SMTP requires
MIME-formatted e-mail, essentially Internet e-mail comes MIME-formatted, so POP
clients must also understand and use MIME. The whole communication environment of

the Treaty will therefore include the components of POP.

7.4 Network Address Scheme

The address block 62.62.0.0/17 has currently been allocated by the European IP
registration authority (RIPE) to TESTA II. Further address blocks may be allocated to
TESTA Il in the future if required (but for that, at least 80% of the 62.62.0.0/17 should be
already assigned, and actually used in the TESTA II network). The address space allocated
to the TESTA 1 network is 62.62.0.0 - 62.62.127.255. Considering the geographical
approach as introduced above, for each country a dedicated block of C class sub-nets is

allacated.

For the current Parties, the IP address ranges are assigned to and/or reserved for by the

administration of TESTA 1 in the following table:
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IP address range Parties comments
62.62.0.0124 - 62.62.1.0124 Central Service (TESTA II)
62.62.30.0/24 - 62.62.33.0/24 Austria

62.62.22.0/24 - 62.62.25.0/24 Belgium

62.62.50.0/24 France

62.62.38.0/24 t0 62.62.40.0/24 Germany first part
62.62.76.0/24 10 62.62.79.0/24 Germany second part
62.62.54.0/24 The Netherlands

62.62.26.0/24 - 62.62.29.0/24 Luxemburg

62.62.6.0/24 - 62.62.9.0/24 Spain

The IP address ranges are subject to change during the further development of TESTA
I

7.5 Configuration Parameters

A secure e-mail system is set up using the eu-admin.net domain. This domain with the
associated addresses will not be accessible from a location not on the TESTA II Europe
wide domain, because the names are only known on the TESTA II central DNS server,

which is shielded from the Internct.

The resolution of these TESTA I site addresses (host names) to their IP addresses is done
by the TESTA I DNS service. For each Local Domain, a Mail entry will be added to this
TESTA 11 central DNS server, making all e-mail messages sent to TESTA Local Domains
being relayed to the TESTA II central Mail Relay. This TESTA II central Mail Relay will
then forward them to the specific Local Domain e-mail server using the Local Domain e-
mail addresses. By relaying the e-mail in this way, critical information contained in e-mails

will only pass the Europe wide closed network infrastructurc and not the insecure Intemet.

It is necessary to establish sub domains (bold italics) in all Parties’ sites upon the following
syntax:
“application-type.pruem.party-code.cu-admin.net”, where:




-28-

“party-code” takes one of the values: AT, BE, DE, ES, FR, LU and NL; the party code is a
country code;
“application-type” takes one of the values: DNA and FP.

By applying the above syntax, the sub domains for the current seven Parties are shown in

the following table:
MS/Parties Sub Domains Comments
Austria dna.pruem.at.cu-admin.net Using the existing TESTA 11 national access point

JSp-pruem.at.cu-admin.net

Belgium dna.pruem.be cu-admin.n.t Setting up a secure local link to the existing TESTA {1

access point

Jfp.pruem.be.cu-admin.nct

Germany dna.pruem.de.cu-admin.nect Using the existing TESTA I national access points

Jp.pruem.de.cu-admin_nct

Spain dna.pruem.es.cu-admin.nct Using the existing T1ESTA [1 national access peint

Jfp.pruem.es.cu-admin.net

France dna.pruem.fr.cu-admin.net Using the existing TESTA II national access point

Jp.pruem.fr.cu-admin.net

l.uxemburg dna.pruem.lu.cu-admin.net Using the existing TESTA 11 national access point

Jp-pruem.tu.cu-admin.net

The dna.pruem.nl.cu-admin.nct Intending to establish a new TESTA 1l access point at the

Nctherlands NF1

Jp pruem.nl.cu-admin.net

8. CONCLUSION

Upon the result of negotiations with the European Commission (EU COM), a step-by-step
approach to deploy the DNA application over TESTA I will be adopted. A certain amount
of customization work has to be done mainly by the EU COM in joint work with the
TESTA 11 provider. However, each Party is in charge of the necessary modifications for
the IT environment at its respective sites if requested. The first deployment step over
TESTA 1l is planned az:ong the prototyping Parties and the other Parties may have the
deployment at a ready-to-go basis after the fulfilment of the necessary requirements from
IT and organizational point of view. A requirement sheet to be filled out by non-
prototyping Parties will be sent out timely before the deployment commences.




Annexes B

Automated searching for dactyloscopic data

Annex B.1

Interface Control Document (Dactyloscopic data)

INTRODUCTION

The purpose of this document is to define the requirements for the exchange of
dactyloscopic information between the Automated Fingerprint Identification Systems
(AFIS) of the Parties. It is based on the Interpol-Implementation of ANSI/NIST-ITL 1-
2000 (INT-1, Version 4.22b).

This version shall cover all basic definitions for Logical Records Type-1, Type-2, Type-4,
Type-9, Type-13 and Type-15 required for image and minutiaz based dactyloscopic

processing.

1. FILE CONTENT OVERVIEW

A dactyloscopic file consists of several logical records. There are sixteen types of record
specified in the original ANSI/NIST-ITL 1-2000 standard. Appropriate ASCII separation

characters are used between each record and the fields and subfields within the records.

In this version for the application of the Treaty, only 6 record types are used to

exchange information between the originating and the destination agency:

Type-1 -> Transaction information
Type-2 -> Alphanumeric persons/case data

Type-4 -> High resolution grayscalc dactyloscopic images
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Type-9 -> Minutiz Record
Type-13 > Variable resolution latent image

Type-15 -> Variable resolution palmprint image record

1.1 TYPE-1 - FILE HEADER

This record contains routing information and information describing the structure of the
rest of the file. This record type also defines the types of transaction which fall under the

following broad categories:

1.2 TyYPE-2 - DESCRIPTIVE TEXT

This record contains textual information of interest to the sending and receiving agencies.

1.3 TyYPE-4 - HIGH RESOLUTION GRAY-SCALE IMAGE

This record is used to exchange high resolution gray-scale (eight bit) dactyloscopic images
sampled at 500 pixels/inch. The dactyloscopic images shall be compressed using the WSQ
algorithm with a ratio not more than 15:1. Other compression algorithms or uncompressed

images must not be used.

1.4 TYPE-9 - MINUTLE RECORD

Type-9 records are used to exchange ridge characteristics or minutia data. Their purpose is
partly to avoid unnecessary duplication of AFIS ¢ncoding processes and partly to allow the

transmission of AFIS codes which contain less data than the corresponding images.

1.5 TYPE-13 - VARIABLE-RESOLUTION LATENT IMAGE RECORD

This record shall be used to exchange variable-resolution latent fingerprint and lateat
palmprint images together with textural alphanumerical information. The scanning
resolution of the images shall be 500 pixels/inch with 256 gray-levels. If the quality of the
latent image is sufficient it shall be compressed using WSQ-algorithm. If necessary the
resolution of the images may be expanded to more than 500 pixels/inch and more than 256

gray-levels on bilateral agreement.




1.6 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

Type-15 tagged field image records shall be used to exchange variable-resolution
palmprint images together with textural alphanumerical information. The scanning
resolution of the images shall be 500 pixels/inch with 256 gray-levels. To minimize the
amount of data all palmprint images shall be compressed using WSQ-algorithm. If
necessary the resolution of the images may be expanded to more than 500 pixels/inch and

more than 256 gray-levels on bilateral agreement.

2. RECORDFORMAT

A transaction file shall consist of one or more logical records. For each logical record
contained in the file, several information fields appropriate to that record type shall be
present. Each information field may contain one or more basic single-valued information
items. Taken together these items are used to convey different aspects of the data contained
in that field. An information field may also consist of one or more information items
grouped together and repeated multiple times within a field. Such a group of information
items is known as a subfield. An information ficld may therefore consist of one or more

subfields of information items.

2.1 INFORMATION SEPARATORS

In the tagged-field logical records, mechanisms for delimiting information are
implemented by use of four ASCII information separators. The delimited information may
be items within a field or subfield, fields within a logical record, or multiple occurrences of
subfields. These information separators are defined in the standard ANSI X3.4. These
characters are used to separate and qualify information in a logical sense. Viewed in a
hierarchical relationship, the File Separator “FS” character is the most inclusive followed
by the Group Separator “GS”, the Record Separator “RS”, and finally the Unit Separator
“US” characters. Table 1 lists these ASCII separators and a description of their use within

this standard.

Information separators should be functionally viewed as an indication of the type data that

follows. The “US” character shall separate individual information items within a field or
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subfield. This is a signal that the next information item is a piece of data for that field or
subfield. Multiple subfields within a field separated by the “RS” character signals the start
of the next group of rcpeated information item(s). The “GS” separator character used
between information fields signals the beginning of a new field preceding the field
identifying number that shall appear. Similarly, the beginning of a new logical record shall
be signalled by the appearance of the “FS” character.

The four characters are only meaningful when used as separators of data items in the fields
of the ASCII text records. There is no specific meaning attached to these characters
occurring in binary image records and binary fields — they are just part of the exchanged
data.

Normally, there should be no empty fields or information items and therefore only one
separator character should appear between any two data items. The exception to this rule
occurs for those instances where the data in fields or information items in a transaction are
unavailable, missing, or optional, and the processing of the transaction is not dependent
upon the presence of that particular data. In those instances, multiple and adjacent
separator characters shall appear together rather than requiring the insertion of dummy data

between separator characters.

Consider the definition of a field that consists of three information items. If the information
for the second information item is missing, then two adjacent “US” information separator
characters would occur between the first and third information items. If the second and
third information items were both missing, then three separator characters should be used -
two “US” characters in addition to the terminating field or subfield separator character. In
general, if one or more mandatory or optional information items are unavailable for a field

or subfield, then the appropriate number of separator character should be inserted.

It is possible to have side-by-side combinations of two or more of the four available
separator characters. When data are missing or unavailable for information items,
subfields, or fields, there must be one fewer separator characters present than the number

of data items, subfields, or fields required.




Table 1: Separators Used

Code 'Tm L - | Henqeeimﬂnecimal
R D . | Value - | Value
us Unit Separator Sebarates information items 1F 31
RS Record Separator Separates subfields 1E 30
GS Group Separator Separates ficlds 1D 29
ES File Separator Separates logical records 1C 28

2.2 RECORD LAYOUT

For tagged-field logical records, each information field that is used shall be numbered in
accordance with this standard. The format for each ficld shall consist of the logical record
type number followed by a period “.”, a field number followed by a colon *:”, followed by
the information appropriate to that field. The tagged-field number can be any one-to nine-
digit number occurring between the period “.” and the colon *“:™. It shall be interpreted as
an unsigned integer field number. This implies that a ficld number of “2.123:” is cquivalent

to and shall be interpreted :n the same manner as a field number of “2.000000123:”.

For purposes of illustration throughout this document, a three-digit number shall be used
for enumerating the fields contained in each of the tagged-field logical records described
herein. Field numbers will have the form of “TT.xxx:” where the “TT” represents the one-
or two-character record type followed by a period. The pext three characters comprise the
appropriate field number followed by a colon. Descriptive ASCII information or the image

data follows the colon.

Logical Type-1 and Type-2 records contain only ASCII textual data fields. The entire
length of the record (including field numbers, colons, and separator characters) shall be
recorded as the first ASCII field within each of these record types. The ASCII File
Separator “FS” control character (signifying the end of the logical record or transaction)
shall follow the last byte o1’ ASCII information and shall be included in the length of the

record.




In contrast to the tagged-field concept, the Type-4 record contains only binary data
recorded as ordered fixed-length binary fields. The entire length of the record shall be
recorded in the first four-byte binary field of each record. For this binary record, neither
the record number with its period, nor the field identifier number and its following colon,
shall be recorded. Furthermore, as all the field lengths of this record is either fixed or
specified, none of the four separator characters (“US”, “RS”, ”GS”, or “FS”) shall be
interpreted as anything other than binary data. For the binary record, the “FS™ character

shall not be used as a record separator or transaction terminating character.

3. Tvype-1 LOGICAL RECORD: THE FILE HEADER

This record describes the structure of the file, the type of the file. and other important
information. The character sct used for Type-1 fields shall contain only the 7-bit ANSI

code for information interchange.

3.1 Fields for Type-1 Logical Record

3.1.1 Field 1.001: Logical Record Length (LEN)

This ficld contains the total count of the number of bytes in the whole Type-1 logical
record. The field begins with “1.001:", followed by the total length of the record including

every character of every field and the information separators.

3.1.2 Field 1.002: Version Number (VER)

To ensure that users know which version of the ANSI/NIST standard is being used, this
four byte field specifies the version number of the standard being implemented by the
software or system creating the file. The first two bytes specify the major version reference
number. the second two the minor revision number. For example, the original 1986
Standard would be considered the first version and designated “0100” while the present
ANSUNIST-ITL 1-2000 standard is “0300".




3.13  FiELDp 1.003: FIiLE CONTENT (CNT)

This field lists each of the records in the file by record type and the order in which the
records appear in the logical file. It consists of one or more subfields, each of which in turn
contains two information items describing a single logical record found in the current file.
The subfields are entered in the same order in which the records are recorded and

transmitted.

The first information item in the first subfield is "1", to refer to this Type-1 record. It is
followed by a second information item which contains the number of other records
contained in the file. This number is also equal to the count of the remaining subfields of
field 1.003.

Each of the remaining subfields is associated with one record within the file, and the
sequence of subficlds corresponds to the sequence of records. Each subfield contains two
items of information. The first is to identify the Type of the record. The second is the

record’s IDC. The "US" character shall be used to separate the two information items.

314 FIELD 1.004: TYPE OF TRANSACTION (TOT)

This field contains a three letter mnemonic designating the type of the transaction. These
codes may be different from those used by other implementations of the ANSI/NIST
standard.

CPS: Criminal Print-to-Print Search. This transaction is a request for a search of a record
relating to a criminal offence against a prints database. The person’s prints must be

included as WSQ-compressed images in the file.

In case of a No-HIT, the following logical records will be returned:
= 1 Type-1 Record
= I Type-2 Record

In case of a HIT, the following logical records will be returned:
= 1 Type-1 Record
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= 1 Type-2 Record
=  1-14 Type-4 Record
The CPS TOT is summarized in Table A.6.1 (Appendix 6).

PMS: Print-to-Latent Search. This transaction is used when a set of prints shall to be
searched against an Unidentified Latent database. The response will contain the Hit/No-
Hit decision of the destination AFIS search. If multiple unidentified latents exist, multiple
SRE transactions will be returned, with one latent per transaction. The person’s prints must

be included as WSQ-compressed images in the file.

In case of a No-HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record

In casc of a HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record
= I Type-13 Record

The PMS TOT is summarized in Table A.6.1 (Appendix 6).

MPS: Latent-to-Print Search. This transaction is used when a latent is to be searched
against a Prints database. The latent minutizz information and the image (WSQ-

compressed) must be included in the file.

In case of a No-HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record

In case of a HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record




= 1 Type-4 or Type-15 Record
The MPS TOT is summarized in Table A.6.4 (Appendix 6).

MMS: Latent-to-Latent Search. In this transaction the file contains a latent which is to be
searched against an Unidentified Latent database in order to establish links between
various scenes of crime. The latent minutiz information and the image (WSQ-compressed)

must be included in the file.

In case of a No-HIT, the following logical records will be returned:
= ] Type-1 Record
= 1 Type-2 Record

In case of a HIT, the following logical records will be returned:
= I Type-1 Record
= 1 Type-2 Record
= 1 Type-13 Record

The MMS TOT is summarized in Table A.6.4 (Appendix 6).

SRE: This transaction is returned by the destination agency in response to dactyloscopic
submissions. The response will contain the Hit/No-Hit decision of the destination AFIS
search. If multiple candidates exist, multiple SRE transactions will be returned, with one
candidate per transaction.

The SRE TOT is summarized in Table A.6.2 (Appendix 6).

ERR: This transaction is returned by the destination AFIS to indicate a transaction error. It
includes a message field (ERM) indicating the error detected. The following logical
records will be returned:

= 1 Type-1 Record

= 1 Type-2 Record
The ERR TOT is summarized in Table A.6.3 (Appendix 6).
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Table 2: Permissible Codes in Transactions

Key:

M = Mandatory

M* = Only one of both record-types may be included
O = Optional

C = Conditional if data is available

- =Not allowed

1* = Conditional for legacy systems

3.1.5 FiELD 1.005: DATE OF TRANSACTION (DAT)

This field indicates the date on which the transaction was initiated and must conform to the
ISO standard notation of: YYYYMMDD

where YYYY is the year, MM is the month and DD is the day of the month. Leading zeros
are used for single figure numbers. For example, "19931004" represents the 4 October
1993.




ERET

3.1.6  FiELD 1.006: PriORITY (PRY)

This opﬁdnal field defines the priority, on a level of 1 to 9, of the request. "1 is the highest
priority and "9" the lowest. Accordingly to the Implementing Agreement, priority np
transactions shall be processed immediately.

3.1.7 FIELD 1.007: DESTINATION AGENCY IDENTIFIER (DAI)

This field specifies the destination agency for the transaction.

It consists of two information items in the following format: CClagency.

The first information item contains the Country Code, defined in ISO 3166, two alpha-
numeric characters long. The second item, agency, is a free text identification of the

agency, up to a maximum of 32 alpha-numeric characters.

3.1.8 FIELD 1.008: ORIGINATING AGENCY IDENTIFIER (ORI)

This field specifies the file originator and has the same format as the DAI (Field 1.007).

319 FIELD 1.009: TRANSACTION CONTROL NUMBER (TCN)

This is a control number for reference purposes. It should be generated by the computer
and have the following format: YYSSSSSSSSA

where YY is the year of the transaction, SSSSSSSS is an eight-digit serial number, and A
is a check charactzr generated by following the procedure given in Appendix 2. |
Where a TCN is not available, the field, YYSSSSSSSS, is filled with zeros and the check

character generated as above.

3.1.10  FiELD 1.010: TRANSACTION CONTROL RESPONSE (TCR)

Where a request was sent out, to which this is the response, this optional field will contain
the transaction control number of the request message. It therefore has the same format as

TCN (Field 1.009).

BRI et BN e Skt
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3.1.11 FiELD 1.011: NATIVE SCANNING RESOLUTION (NSR)

This field specifies the normal scanning resolution of the system supported by the
originator of the transaction. The resolution is specified as two numeric digits followed by
the decimal peint and then two more digits.

For all transactions linked to the Treaty the sampling rate shall be 500 pixels/inch or 19.68

pixels/mm.

3.1.12  FiELD 1.012: NOMINAL TRANSMITTING RESOLUTION (NTR)

This five-byte field specifies the nominal transmitting resolution for the images being
transmitted. The resolution is expressed in pixels/mm in the same format as NSR (Field
1.011). ’

3.1.13 FiELDp 1.013: DOMAIN NAME (DOM)

This mandatory field identifies the domain name for the user-defined Type-2 logical record

implementation. It consists of two information items and shall be “INT-I {US}4.22{GS}".

3.1.14 FIELD 1.014: GREENWICH MEAN TIME (GMT)

This mandatory field provides a mechanism for expressing the date and time in terms of

universal Greenwich Mean Time (GMT) units. If used, the GMT field contains the

“universal date that will be in addition to the local date contained in Field 1.005 (DAT). Use

of the GMT field eliminates local time inconsistencies encountered when a transaction and
its response are transmitted between two places separated by several time zones. The GMT
provides a universal date and 24-hour clock time independent of time zones. It is
represented as "CCYYMMDDHHMMSSZ”, a 15-character string that is the concatenation
of the date with the GMT énd concludes with a “Z”. The “CCYY” characters shall
represent the year of the transaction, the “MM?” characters shall be the tens and units values
of the month, and rthe “DD’ characters shall be the tens and units values of the day of the
month, the “HH” characters rep-resent the hour, the “MM” the minute, and the “SS”

represents the second. The complete date shall not exceed the current date.
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4. TvYPE-2 LOGICAL RECORD: DESCRIPTIVE TEXT

The structure of most of this record is not defined by the original ANSI/NIST standard.
The record contains information of specific interest to the agencies sending or receiving
the file. To ensure that communicating dactyloscopic systems are compatible this ICD
requires that only the fields listed below are contained within the record. This document
specifies which fields are mandatory and which optional, and also defines the structure of
the individual fields.

4.1 FIELDS FOR TYPE-2 LOGICAL RECORD

4.1.1 FIELD 2.001: LOGICAL RECORD LENGTH (LEN)

This mandatory field contains the length of this Type-2 record, and specifies the total
number of bytes including every character of every field contained in the record and the

information separators.

4.1.2 FIELD 2.002: IMAGE DESIGNATION CHARACTER (IDC)

The IDC contained in this mandatory field is an ASCII representation of the IDC as

defined in the file content field of the Type-1 record.

4.1.3 FIELD 2.003: SYSTEM INFORMATION (SYS)

This field is mandatory and contains four bytes which indicate which version of the INT-1

this particular Type-2 record complies with.

The first two bytes specify the major version number, the second two the minor revision
number. For example, this implementation is based on INT-1 version 4 revision 22 and

would be represented as “0422”.

ot m . i s s S b
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414  FiELD 2.007: CASE NUMBER (CNO)

This is a number assigned by the local dactyloscopic bureau to a collection of latents found
at a scene-of-crime. The following format is adopted: ~ CC/number

where CC is the Interpol Country Code, two alpha-numeric characters in length, and the
number complies with the appropriate local guidelines and may be up to 32 alpha-numeric

characters long.

This field allows the system to identify latents associated with a particular crime.

4.15 FIELD 2.008: SEQUENCE NUMBER (SQN)

This specifies each sequence of latents within a case. It can be up to four numeric
characters long. A sequence is a latent or series of latents which are grouped together for
the purposes of filing and/or searching. This definition implies that even single latents will

still have to be assigned a sequence number.

This field together with MID (Field 2.009) may be included to identify a particular latent

within a sequence.

4.1.6 FIELD 2.009: LATENT IDENTIFIER (MID)

This specifies the individual latent within a sequence. The value is a single letter, wit'i ‘A’
assigned to the first latent, 'B' to the second, and so on up to a limit of 'J". This field is used

analog to the latent sequence number discussed in the description for SQN (Field 2.008).

4.1.7 FIELD 2.010: CRIMINAL REFERENCE NUMBER (CRN)

This is a unique reference number assigned by a national agency to an individual who is
charged for the first time with committing an offence. Within one country no individual
ever has more than one CRN, or shares it with any other individual. However, the same
individual may have Criminal Reference Numbers in several countries, which will be

distinguishable by means of the country code.

The following format is adopted for CRN field: = CC/number
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where CC is the Country Code, defined in ISO 3166, two alpha-numeric characters in
length, and the number complies with the appropriate national guidelines of the issuing
agency, and may be up to 32 alpha-numeric characters long.

For transactions linked to the Treaty this field will be used for the national criminal
reference number of the originating agency which is linked to the images in Type-4 or

Type-15 Records.

4.1.8 FIELD 2.012: MISCELLANEOUS IDENTIFICATION NUMBER (MN1)

This fields contains the CRN (field 2.010) transmitted by an CPS or PMS transaction

without the leading country code.

4.1.9 FIELD 2.013: MISCELLANEOUS IDENTIFICATION NUMBER (MN2)

This fields contains the CNO (field 2.007) transmitted by an MPS or MMS transaction

without the leading country code.

4.1.10  FiELD 2.014: MISCELLANEOUS IDENTIFICATION NUMBER (MN3)

This ficlds contains the SQN (field 2.008) transmitted by an MPS or MMS transaction.

4.1.11  FIELD 2.015: MISCELLANEOUS IDENTIFICATION NUMBER (MN4)

This fields contains the MID (field 2.009) transmitted by an MPS or MMS.

4.1.12  FIELD 2.063: ADDITIONAL INFORMATION (INF)

This optional field, consisting of up to 32 alpha-numeric characters, may give additional

information about the request.

4.1.13  FIELD 2.064: RESPONDENTS LisT (RLS)

This field contains at least two subfields. The first subfield describes the type of search that
has been carried out, using the three-letter mnemonics which specify the transaction type in
TOT (Field 1.004). The second subfield contains a single character. An “I” shall be used to
indicate that a HIT has been found and an “N” shall be used to indicate that no matching
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cases have been found (NOHIT). The third subfield contains the sequence identifier for the
candidate result and the total number of candidates separated by a slash. Multiple messages

will be returned if multiple candidates exist.

In case of a possible HIT the fourth subfield shall contain the score up to six digits long. If
the HIT has been verified the value of this subfield is defined as "999999".

Example: "CPS{RS}I{RS}001/001 {R3}999999{GS}"

If the remote AFIS does not assign scores, then a score of zero should be used at the

appropriate point.

4.1.14 FI1ELD 2.074: STATUS/ERROR MESSAGE FIELD (ERM)

This field contains error messages resulting from transactions, which will be sent back to

the requester as part of an Error Transaction.

Numeric
: Meaning (5-128)
Code (1-3) | :
003 ERROR: UNAUTHORISED ACCESS
101 MANDATORY FIELD MISSING
102 INVALID RECORD TYPE
103 UNDEFINED FIELD
104 EXCEED THE MAXIMUM OCCURRENCE
105 INVALID NUMBER OF SUBFIELDS
106 FIELD LENGTH TOO SHORT
107 FIELD LENGTH TOO LONG
108 FIELD IS NOT A NUMBER AS EXPECTED
109 FIELD NUMBER VALUE TOO SMALL
110 FIELD NUMBER VALUE TOO BIG
111 INVALID CHARACTER
112 INVALID DATE
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il INVALID ITEM VALUE
116 INVALID TYPE OF TRANSACTION
117 INVALID RECORD DATA
201 ERROR: INVALID TCN
501 ERROR: INSUFFICIENT FINGERPRINT QUALITY
502 ERROR: MISSING FINGERPRINTS
503 ERROR: FINGERPRINT SEQUENCE CHECK FAILED
ERROR: ANY OTHER ERROR. FOR FURTHER DETAILS CALL DESTINATION
- AGENCY.

Error messages in the range between 100 and 199:

These error messages are related to the validation of the ANSI/NIST records and defined
as:
<crror_code 1>: IDC <idc_number 1> FIELD <field id 1> <dynamic text 1> LF
<error_code 2>: IDC <idc_number 2> FIELD <ficld_id 2> <dynamic text 2>...
where

- error_code is a code uniquely related to a specific reason (sce table)

- field_id is the ANSINIST field number of the incorrect field (e.g. 1.001, 2.001, )

in the format <record_type>.<field id>.<sub_field id>
- dynamic text is a more detailed dynamic description of the error
- LF isaLine Feed separating errors if more then one error is encountered

- for type-1 record the ICD is defined as "-1"
Example:
201: IDC -1 FIELD 1.009 WRONG CONTROL CHARACTER {LF} 115: IDC 0 FIELD

2.003 INVALID SYSTEM INFORMATION

This field is mandatory for error transactions.
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4.1.15 F1ELD 2.320: EXPECTED NUMBER OF CANDIDATES (ENC)

This field contains the maximum number of candidates for verification expected by the
requesting agency. The value of ENC must not exceed the values defined in Annex B.2 of
this Implementing Agreement.

5. Typre-4 LOGICAL RECORD: HIGH RESOLUTION GRAY-SCALE IMAGE

It should be noted that Type-4 records are binary rather than ASCII iz nature. Therefore
each field is assigned a specific position within the record, which implies that all fields are

mandatory.

The standard allows both image size and resolution to be specified within the record. i
requires Type-4 Logical Records to contain dactyloscopic image data that are being
transmitted at a nominal pixel density of 500 to 520 pixels per inch. The preferred rate for
new designs is at a pixel density of 500 pixels per inch or 19.68 pixels per min. 500 pixels
per inch is the density specified by the INT-I, except that similar systems may
communicate with each other at a non-preferred rate, within the limits of 500 to 520 pixels

per inch.

S.1 FIELDS FOR TYPE-4 LOGICAL RECORD

5.1.1 FIELD 4.001: LOGICAL RECORD LENGTH (LEN)

This four-byte ficld contains the length of this Type-4 record, and specifies the total

number of bytes including every byte of every field contained in the record.

5.1.2 F1ELD 4.002: IMAGE DESIGNATION CHARACTER (IDC)

This is the one-byte binary representation of the IDC number given in the header file.

5.13 FIELD 4.003: IMPRESSION TYPE (IMP)

The impression type is a single-byte field occupying the ~ixth byte of the record.
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Table 3 : Finger Impression Type

Live-scan of ;ﬁaén ﬁgerprém

i Live-scan of rolled fingerprint
2 Non-live scan impression of plain fingerprint captured from paper
3 Non-live scan impression of rolled fingerprint captured from paper
4 Latent impression captured directly
5 Latent tracing
6 Latent photo
Latent lift
8 Swipe
9 Unknown

S.1.4 Fienp 4.004: FinGer Posimion (FGP)

This fixed-length field of 6 bytes occupies the seventh through twelfth byte positions of a
Type-4 record. It contains possible finger positions beginning in the left most byte (byte 7
of the record). The known or most probable finger position is taken from the following

table. Up to five additional fingers may be referenced by entering the alternate finger

positions in the remaining five bytes using the same format. If fewer than five finger

position references are to be used the unused bytes are filled with binary 255. To reference

all finger positions code 0, for unknown, is

used,

Table 4: Finger position code and maximum size

L ~ Lob ; Width Length
Finger position Fingercode | e
e b o (mm) (mm)
Unknown J 40.0 40.0
Right thumb I 45.0 40.0
Right index finger 2 40.0 40.0
Right middle finger 3 40.0 40.0




Right ring finger 4 40.0 40.0
Right little finger ) 33.0 40.0
Left thumb 6 45.0 40.0
Left index finger 7 40.0 40.0
Left middle finger 8 40.0 40.0
Left ring finger 9 40.0 40.0
Left little finger 10 33.0 40.0
Plain right thumb 11 30.0 55.0
Plain left thumb i2 30.0 55.0
Plain right four fingers 13 70.0 65.0
Plain left four fingers 14 70.0 65.0

For scene of crime latents only the codes 0 to 10 should be used.

5.15 FIELD 4.005: IMAGE SCANNING RESOLUTION (ISR)

This one-byte field occupies the 13th byte of a Type-4 record. If it contains “0” then the
image has been sampled at the preferred scanning rate of 19.68 pixels/mm (500 pixels per
inch). If it contains “1” then the image has been sampled at an alternative scanning rate as

specified in the Type-1 record.

5.1.6 FIELD 4.006: HORIZONTAL LINE LENGTH (HLL)

This field is positioned at bytcs 14 and 15 within the Type-4 record. It specifies the number

of pixels comained in each scan line. The first byte will be the most significant.

5.1.7 FIELD 4.007: VERTICAL LINE LENGTH (VLL)

This field records in bytes 16 and 17 the number of scan lines present in the image. The

first byte is the most significant.
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5.1.8 FIELD 4.008: GRAY-SCALE COMPRESSION ALGORITHM (GCA)

This one-byte field specifies the gray-scale compression algorithm used to encode the
image data. A binary zero indicates that no compression algorithm has been used. In this
case pixels are recorded in left to right, top to bottom fashion. The FBI will maintain a
registry relating non-zero numbers to compression algorithms. This Implementation based

on the INT-1 will use the same allocation of numbers.

5.1.9 FieLD 4.009: THE IMAGE

This field contains a byte stream representing the image. Its structure will obviously

depend on the compression algorithm used.
6. TyYPE-9 LOGICAL RECORD: MINUTLE RECORD

Type-9 records shall contain ASCII text describing minutiz and related information
encoded from a latent. For latent search transaction. there no limit for these Type-9 records

in a file, each of which shall be for a different view or latent.

6.1 MINUTIE EXTRACTION

6.1.1 MINUTIA TYPE IDENTIFICATION

This standard defines threc identifier numbers that are used to describe the minutia type.
These are listed in Table 4.1. A ridge ending shall be designated Type 1. A bifurcation
shall be designated Type 2. If a minutia cannot be clearly categorized as one of the above

two types, it shaii be designated as “other™, Type 0.

Table 5: Minutia types

Type Description
0 Other
1 Ridge ending
2 Bifurcation

-



6.1.2 MINUTIA PLACEMENT AND TYPE

For templates to be compliant with Section 5 of the ANSI INCITS 378-2004 standard, the
following method, which enhances the current INCITS 378-2004 standard, shall be used

for determining placement (location and angular direction) of individual minutiae.

The position or location of a minutia representing a ridge ending shall be the point of
forking of the medial skeleton of the valley area immediately in front of the ridge ending.
If the three legs of the valley area were thinned down to a single-pixel-wide skeleton, the
point of the intersection is the location of the minutia. Similarly, the location of the minutia
for a bifurcation shall be the point of forking of the medial skeleton of the ridge. If the
three legs of the ndge were each thinned down to a single-pixel-wide skeleton, the point

where the three legs intersect is the location of the minutia.

After all ridge endings have been converted to bifurcations, all of the minutiae of the
dactyloscopic image are represcented as bifurcations. The X and Y pixel coordinates of the
intersection of the three legs of each minutia can be directly formatted. Determination of
the minutia direction can be extracted from cach skeleton bifurcation. The three legs of
every skeleton bifurcation must be examined and the endpoint of cach leg determined.
Figure 6.1.2 illustrates the three methods used for determining the end of a leg that is based

on a scanning resolution of 500 ppi.

The ending is established according to the event that occurs first. The pixel count is based
on a scan resolution of 500 ppi. Different scan resolutions would imply different pixel

counts.

e A distance of .064" (the 32™ pixel)
e The end of skeleton leg that occurs between a distance of .02" and .064" (the 10™
through the 32™ pixels); shorter legs are not used

s A second bifurcation is encountered within a distance of .064" (before the 32™ pixel)
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Figure 6.1.2
32 pixels

32 pixels

The angle of the minutiae is determined by constructing three virtual rays originating at the
bifurcation point and extending to the end of cach leg. The smallest of the three angles

formed by the rays is bisected to indicate the minutiae direction.

6.1.3 COORDINATE SYSTEM

The coordinate system used to express the minutiae of a fingerprint shall be a Cartesian
coordinate system. Minutiae locations shall be represented by their x and y coordinates.
The origin of the coordinate system shall be the upper left corner of the original image with
x increasing to the right and y increasing downward. Both x and y coordinates of a
minutiae shall be represented in pixel units from the origin. It should be noted that the
location of the origin and units of measure is not in agreement with the convention used in

the definitions of the Type 9 in the ANSI/NIST-ITL 1-2000.

6.14 MINUTIZAE DIRECTION

Angles are expressed in standard mathematical format, with zero degrees to the right and
angles increasing in the counter clockwise direction. Recorded angles are in the direction
pointing back along the ridge for a ridge ending and toward the centre of the valley for a
bifurcation. This convention is 180 degrees opposite of the angle convention described in

the definitions of the Type 9 in the ANSI/NIST-ITL 1-2000.
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6.2 FIELDS FOR TYPE-9 LOGICAL RECORD INCITS-378 FORMAT

All fields of the Type-9 records shall be recorded as ASCII text. No binary fields are
permissible in this tagged-field record.

6.2.1 FIELD 9.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the length of the logical record specifying the

total number of bytes, including every character of every field contained in the record.

6.2.2 FI1ELD 9.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory two-byte field shall be used for the identification and location of the
minutiz data. The IDC contained in this field shall maich the IDC found in the file content

field of the Type-1 record.

6.2.3 FIELD 9.003: IMPRESSION TYPE (IMP)

This mandatory one-byte field shall describe the manner by which the dactyloscopic image
information was obtained. The ASCII value of the proper code as selected from Table 3.1

shall be entered in this field to signify the impression type.

6.2.4 FIELD 9.004: MINUTIE FORMAT (FMT)

This field shall contain a "U" to indicate that the minutiae are formatted in M1-378 terms.
Even though information may be encoded in accordance with the M1-378 standard, all data

fields of the Type-9 record must remain as ASCII text fields.

6.2.5 FIELD 9.126: CBEFF INFORMATION

This field shall contain three information items. The first information item shall contain the
value "27" (0x1B). This is the identification of the CBEFF Format Owner assigned by the
International Biometric Industry Association (IBIA) to INCITS Technical Committee M1.
The <US> character shall delimit this item from the CBEFF Format Type that is assigned a
value of "513" (0x0201) to indicate that this record contains only location and angular

direction data without any Extended Data Block information. The <US> character shall
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delimit this item from the CBEFF Product Identifier (PID) that identifies the "owner" of
the encoding equipment. The vendor establishes this value. It can be obtained from the
IBIA website (www.ibia.org) if it is posted.

6.2.6 FIELD 9.127: CAPTURE EQUIPMENT IDENTIFICATION

This field shall contain two information items separated by the <US> character. The first
shall contain "APPF" if the equipment used originally to acquire the image was certified to
comply with Appendix F (IAFIS Image Quality Specification, January 29, 1999) of CJIS-
RS-0010, the Federal Bureau of Investigation's Electronic Fingerprint Transmission
Specification. If the equipment did not comply it will contain the value of "NONE". The
second information item shall contain the Capture Equipment ID which is a vendor-
assigned product number of the capture equipment. A value of "0" indicates that the

capture equipment ID is unreported.

6.2.7 FIELD 9.128: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image. The maximum horizontal size is limited to 65,534

pixels.

6.2.8 FIELD 9.129: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image. The maximum vertical size is limited to 65,534 pixels.

6.2.9 FIELD 9.130: SCALE UNITS (SLC)

This mandatory ASCII field shall speciiy the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.
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6.2.10 FieLD 9.131: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the horizontal

component of the pixel aspect ratio.

6.2.11 FIELD 9.132: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII ficld shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

LY

component of the pixel aspect ratio.

6.2.12 FIELD 9.133: FINGER VIEW

This mandatory field contains the view number of the finger associated with this record's

data. The view number begins with "0" and increments by one to "15".

6.2.13 FIELD 9.134: FINGER POSITION (FGP)

This field shall contain the code designating the finger position that produced the
information in this Type-9 record. A code between 1 and 10 taken from table 3.2 or the

appropriate palm code from table 6.3 shall be used to indicate the finger or palm position.

6.2.14 FIELD 9.135: FINGER QUALITY

The field shall contain the quality of the overall finger minutiz data and shall be between 0
and 100. This number is an overall expression of the quality of the finger record, and
represents quality of the original image, of the minutia extraction and any additional

operations that may affect the minutiz record.

6.2.15 FiELD 9.136: NUMBER OF MINUTLE

The mandatory field shall contain a count of the number of minutiz recorded in this logical

record.
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6.2.16 FIELD 9.137: FINGER MINUTLE DATA

This mandatory field has six information items separated by the <US> character. It
consists of several subfields, each containing the details of single minutiae. The total
number of minutiac subfields must agree with the count found in field 136. The first
information item is the minutiae index number, which shall be initialized to "1" and
incremented by "1" for each additional minutia in the fingerprint. The second and third
information items are the 'x' coordinate and 'y' coordinates of the minutiae in pixel units.
The fourth information item is the minutiae angle recorded in units of two degrees. This
value shall be nonnegative between 0 and 179. The fifth information item is the minutiae
type. A value of "0" is used to represent minutiae of type "OTHER", a value of "1" for a
ridge ending and a value of "2" for a ridge bifurcation. The sixth information item
represents the quality of each minutiae. This value shall range from 1 as a minimum to 100
as a maximum. A value of "0" indicates that no quality value is available. Each subfield

shall be separated from the next with the use of the <RS> separator character.

6.2.17 FIELD 9.138: RIDGE COUNT INFORMATION

This field consists of a series of subfields each containing three information items. The
first information item of the first subfield shall indicate the ridge count extraction method.
A "0" indicates that no assumption shall be made about the method used to extract ridge
counts, nor their order in the record. A "1" indicates that for each centre minutiae, ridge
count data was extracted to the nearest neighbouring minutiae in four quadrants, and ridge
counts for each centre minutia are listed together. A "2" indicates that for each centre
minutiae, ridge count data was extracted to the nearest neighbouring minutiae in eight
octants, and ridge counts for each centre minutia are listed together. The remaining two
information items of the first subfield shall both contain "0". Information items shail be
separated by the <US> separator character. Subsequent subfields will contain the centre
minutiae index number as the first information item, the neighbouring minutiae index
number as the second information item, and the number of ridges crossed as the third

information item. Subfields shall be separated by the <RS> separator character.




-28-

6.2.18 FIELD 9.139: CORE INFORMATION

This field will consist of one subfield for each core present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y'
coordinate positions in pixel units. The third information item contains the angle of the
core recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

6.2.19 FIELD 9.140: DELTA INFORMATION

This field will consist of one subfield for each delta present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y'
coordinate positions in pixel units. The third information item contains the angle of the
delta recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Muiltiple cores will be separated by the <RS> separator character.

7. TYPE-13 VARIABLE-RESOLUTION LATENT IMAGE RECORD

The Type-13 tagged-field logical record shall contain image data acquired from latent
images. These images are intended to be transmitted to agencies that will automatically
extract or provide human intervention and processing to extract the desired feature

information from the images.

Information regarding the scanning resolution used, the image size, and other parameters

required to process the image, are recorded as tagged-fields within the record.
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Table 7: Type-13 variable-resolution latent record layout

DEFINITION

count
“TLOGICAL R
LEN | M | 13.001 N 4 8 1 1 15
LENGTH
IMAGE
IDC | M | 13.002 DESIGNATION N 2 5 1 i 12
CHARACTER
IMP | M | 13.003 IMPRESSION TYPE A 2 2 i i 9
SOURCE AGENCY /
SRC | M | 13.004 AN 6 35 ] 1 42
ORI
LATENT CAPTURE o
LCD | M | 13.005 N g 9 1 | 16
DATE
HORIZONTAL LINE
HLL | M | 13.006 N 4 5 1 i 12
LENGTH
VERTICAL LINE
VLL | M | 13.007 N 4 5 i i 12
LENGTH
SLC | M | 13.008 SCALE UNITS N 2 2 i 1 9
HORIZONTAL
HPS | M | 13.009 N 2 5 1 1 12
PIXEL SCALE
VERTICAL PIXEL
VPS | M | 13.010 N 2 5 { I 12
SCALE
COMPRESSION
CGA | M | 13011 A 5 7 ! i 14
ALGORITHM
BPX | M | 13.012 IBITS PER PIXEL N 2 3 1 i 10
FGP | M | 13.013 FINGER POSITION N 2 3 1 6 25
RESERVED FOR
13.014
RSV FUTURE - - - - - -
13.019
DEFINITION
COM| O | 13.020 COMMENT A 2 128 0 ] 135
RESERVED FOR
13.021
RSY FUTURE - - - - - -
13.199
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13.200 [USER-DEFINED

UDF | O - - - - - -
13.998 |[FIELDS

DAT | M | 13999 IMAGE DATA B 2 - | 1 -

Key for character type: N = Numeric; A = Alphabetic; AN = Alphanumeric; B = Binary

7.1 FIELDS FOR THE TvrPE-~13 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-13

logical record.

Within a Type-13 logical record, entries shall be provided in numbered fields. It is required
that the first two field: e record are ordered, and the field containing the image data
shall be the last physical field in the record. For each field of the Type-13 record, table 5.1
lists the “condition code™ as being mandatory “M” or optional “O”, the ficld number, the
field name, character type, field size, and occurrence limits. Based on a three digit field
number, the maximum byte count size for the field is given in the last column. As more
digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the information, and all the

character separators including the “GS” character.
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7.1.1 FIELD 13.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-13 logical record. Field 13.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

7.1.2 FIELD 13.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the latent image data contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

7.1.3 FIELD 13.003: IMPRESSION TYPE (IMP)

This mandatory one- or two-byte ASCII field shall indicate the manner by which the latent
image information was obtained. The appropriate latent code choice selected from table 3.1

(finger) or table 5.3 (palm) shall be entered in this field.

7.1.4 FIELD 13.004: SOCRCE AGENCY / ORI (SRC)

This mandatory ASCII field shall contain the identification of the administration or
organization that originally captured the facial image contained in the record. Normally,
the Originating Agency Identifier (ORI) of the agency that captured the image will be
contained in this field. It consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

7.1.5 Field 13.005: Latent capture date (LCD)

This mandatory ASCII field shall contain the date that the latent image contained in the
record was captured. The date shall appear as eight digits in the format CCYYMMDD. The
CCYY characters shall represent the year the image was captured; the MM characters shall
be the tens and unit values of the month; and the DD characters shall be the tens and unit
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values of the day in the month. For example, 20000229 represents February 29, 2000. The
complete date must be a legitimate date.

7.1.6  Field 13.006: Horizontal line length (HLL)
This mandatory ASCII field shall contain the number of pixels contained on a single
horizontal line of the transmitted image.

7.1.7  Field 13.007: Vertical line length (VLL)
This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

7.1.8 Field 13.008: Scale units (SLC)

This mandatory ASCII ficld shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

7.1.9 Field 13.009: Horizontal pixel scale (HPS)
This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.

SRR
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7.1.10  FierLp 13.010: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertizal
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

7011 FieLp 13.011: COMPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale

images.

Table 8 : Compression Codes

Compression Type ‘ - Code
No Compression NONE
Wavelet/Scalar Quantization (IAFIS-1C-0110) WSQ
JPEG 2000 J2K




7.1.12 FiELD 13.012: Bits PER PIXEL (BPX)

This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0” to “255”. Any entry
in this field greater than “8” shall rzpresent a grayscale pixel with increased precision.

7.1.13  Fi1ELD 13.013: FINGER / PALM POSITION (FGP)

This mandatory tagged-field shall contain one or more the possible finger or palm
positions that may match the latent image. The decimal code number corresponding to the
known or most probable finger position shall be taken from table 3.2 or the most probable
palm position from table 5.3 and entered as a one- or two-character ASCII subfield.
Addiiional finger and/or palm positions may be referenced by entering the alternate
position codes as subfields separated by the “RS™ separator charactcr. The code 0", for
"Unknown Finger", shall be used to reference every finger position freqiz one through ten.

The code *20”, for “Unknown Palm”, shall be used to refcicnce every listed palmprint

position.

7.1.14 Fi1ELD 13.014-019: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they arc to be

ignored.

7.1.15  FIELD 13.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the latent image data.

7.1.16 FIELD 13.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.
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7.1.17  Fi1ELDS 13.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

7.1.18  Fi1ELD 13.999: IMAGE DATA (DAT)

This field shall contain all of data from a captured latent image. It shall always bc assigned
field number 999 and must be the last physical field in the record. For example, “13.999:”

is followed by image data in a binary representation.

Each pixel of uncompressed grayscale data shall normally be quantized to eight bits (256
gray levels) contained in a single byte. If the entry in BPX Field 13.012 is greater or less
than “8”, the number of bytes required to contain a pixel will be different. If compression
is used, the pixel data shall be compressed in accordance with the compression technique

specified in the GCA field.

7.2 End of Type-13 variable-resolution latent image record

For the sake of consistency, immediately following the last byte of data from field 13.999
an “FS” scparator shall be used to separate it from the next logical record. This scparator

must be included in the length field of the Type-13 record.

8. TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

The Type-15 tagged-field logical record shall contain and be used to exchange palmprint
image data together with fixed and user-defined textual information fields pertinent to the
digitized image. Information regarding the scanning resolution used, the image size and
other parameters or comments required to process the image are recorded as tagged-fields
within the record. Palmprint images transmitted to other agencies will be processed by the

recipient agencies to extract the desired feature information required for matching

purposes.
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The image data shall be acquired directly from a subject using a live-scan device, or from a
palmprint card or other media that contains the subject’s palmprints.

Any method used to acquire the palmprint images shall be capable of capturing a set of
images for each hand. This set shall include the writer’s palm as a single scanned image,
and the entire area of the full palm extending from the wrist bracelet to the tips of the
fingers as one or two scanned images. If two images are used to represent the full palm, the
lower image shall extend from the wrist bracelet to the top of the interdigital area (third
finger joint) and shall include the thenar, and hypothenar areas of the palm. The upper
image shall extend from the bottom of the interdigital area to the upper tips of the fingers.
This provides an adequate amount of overlap between the two images that are both located
over the interdigital area of the palm. By matching the ridge structure and details contained
in this common area, an examiner can confidently state that both images came from the

same palm.

As a palmprint transaction may be used for different purposes, it may contain one or more
unique image areas recorded from the palm or hand. A complete palmprint record set for
one individual will normally include the writer’s palm and the full palm image(s) from
each hand. Since a tagged-field logical image record may contain only one binary field, a
single Type-15 record will be required for each writer’s palm and one or two Type-15
records for each full palm. Therefore, four to six Type-15 records will be required to

represent the subject’s palmprints in a normal palmprint transaction.

8.1 FIELDS FOR THE TYPE-15 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-15

logical record.

Within a Type-15 logical record, entries shall be provided in numbered ficlds. It is required
that the first two fields of the record are ordered, and the field containing the image data
shall be the last physical field in the record. For each field of the Type-15 record, table 6.1
lists the “condition code™ as being mandatory “M” or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit field

number, the maximum byte count size for the field is given in the last column. As more
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digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the information, and all the

character separators including the “GS” character.

8.1.1 FI1ELD 15.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-15 logical record. Field 15.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

8.1.2 FIELD 15.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the palmprint image contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

8.13 FIELD 15.003: IMPRESSION TYPE (IMP)

This mandatory one-byte ASCII field shall indicate the manner by which the palmprint
image information was obtained. The appropriate code selected from table 6.2 shall be

entered in this field.

8.14 FI1ELD 15.004: SOURCE AGENCY/ORI (SRC)

This mandatory ASCI field shall contain the identification of the administration or
organization that originally captured the facial image contained in the record. Normally,
the Originating Agency ldentifier (ORI) of the agency that captured the image will be
contained in this field. It consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item, agency, is a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.
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8.1.5  FiELD 15.005: PALMPRINT CAPTURE DATE (PCD)

This mandatory ASCII field shall contain the date that the palmprint image was captured.
The date shall appear as eight digits in the format CCYYMMDD. The CCYY characters
shall represent the year the image was captured; the MM characters shall be the tens and
unit values of the month; and the DD characters shall be the tens and units values of the
day in the month. For example, the entry 20000229 represents February 29, 2000. The

complete date must be a legitimate date.

8.1.6  FIELD 15.006: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single

horizontal line of the transmitted image.

8.1.7 F1ELD 15.007: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

8.1.8  FIELD 15.008: SCALE UNITS (SLC)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimeter. A "0" in this field indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

8.1.9  FiELD 15.009: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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8.1.10  Field 15.010: Vertical pixel scale (VPS)
This mandatory ASCII field shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

Table 9: Type-15 variable-resolution palmprint record layout

Con ¥Field size

Field Oecur Max
Ident| d. ‘ Char per
Numb Field Name count byte
cod type | occurrence
er count
2 min, | max. | min  max
~ ILOGICAL RECORD
LEN | M | 15.001 N 4 8 1 ] 15
LENGTH
IMAGE
IDC | M | 15.002 DESIGNATION N 2 5 1 1 12
CHARACTER
IMP | M| 15.003 IMPRESSION TYPE | N 2 2 I 9
SOURCE AGENCY /
SRC | M | 15.004 AN 6 35 ! 1 42
ORI
PALMPRINT
PCD | M | 15.005 N 9 9 i 1 16
CAPTURE DATE
~ HORIZONTAL LINE
HLL | M | 15.006 N 4 5 ] 1 12
LENGTH
VERTICAL LINE
VLL | M | 15.007 N 4 5 i 1 12
LENGTH
SLC | M | 15.008 SCALE UNITS N 2 2 1 1 9
) HORIZONTAL
HPS | M | 15.009 N 2 5 ! 1 12

PIXEL SCALE

VERTICAL PIXEL
VPS | M | 15.010 N 2 5 1 1 12
SCALE




CGA| M

15.011

TCOMPRESSION

ALGORITHM

BPX | M

15.012

BITS PER PIXEL

10

PLP | M

15.013

PALMPRINT
POSITION

10

RSV

15.014
15.019

RESERVED FOR
FUTURE
INCLUSION

COM; O

15.020

COMMENT

AN

128

128

RSV

15.021
15.199

RESERVED FOR
FUTURE
INCLUSION

UDF | O

15.200
15.998

USER-DEFINED
FIELDS

DAT | M

15.999

IMAGE DATA

Table 10 : Palm Impression Type

Fl)mcription

Code

Live-scan palm

10

onlive-scan palm

11

[Latent palm impression

12

[Latent palm tracing

13

ILatent palm photo

14

Ii,atent palm lift

15
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8.1.11 FiELD 15.011: COMPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale
images. An entry of "NONE" in this field indicates that the data contained in this record is
uncompressed. For those images that are to be compressed, this fieid shall contain the
preferred method for the compression of teiiprint fingerprint images. Valid compression

codes are defined in table A7.1.

8.1.12 Fi£LD 15.012: BITS PER PIXEL (BPX)

This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0” to “255”. Any entry
in this field greater than or less than “8” shall represent a grayscale pixel with increased or

decreased precision respectively.

Table 11: Palm Codes, Areas & Sizes

Palm Position Palm code Tmage a:rea Width Hleight
(mm°) (mm) (mm)

Unknown Palm 20 28387 139.7 203.2
Right Full Palm 21 28387 139.7 203.2
Right Writer s Palm 22 5645 44.5 127.0
Left Full Palm 23 28387 139.7 203.2
Left Writer s Palm 24 5645 44.5 127.0
Right Lower Palm 25 19516 139.7 139.7
Right Upper Palm 26 19516 139.7 139.7
Left Lower Palm 27 19516 139.7 139.7
Left Upper Palm 28 19516 139.7 139.7
Right Other 29 28387 139.7 203.2
Left Other 30 28387 139.7 203.2

C LT,

[



-42-

8.1.13  Field 15.013: Palmprint position (PLP)

This mandatory tagged-field shall contain the palmprint position that matches the
palmprint image. The decimal code number corresponding to the known or most probable
palmprint position shall be taken from table 6.3 and entered as a two-character ASCII
subfield. Table 6.3 also lists the maximum image areas and dimensions for each of the

possible palmprint positions.

8.1.14 FIELD 15.014-019: RESERVED FOR FUTURE DEFINITION (RSYV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.1S  FIELD 15.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the palmprint image data.

8.1.16 FIELD 15.021-199: RESERVED FOR FUTURE DEFINITION (RSV)

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.

8.1.17 FIELDS 15.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

8.1.18 FIELD 15.999: IMAGE DATA (DAT)

This field shall contain all of the data from a captured palmprint image. It shall always be
assigned field number 999 and must be the last physical field in the record. For example,
“15.999:” is followed by image data in a binary representation. Each pixel of
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uncompressed grayscale data shall normally be quantized to eight bits (256 gray levels)
contained in a single byte. If the entry in BPX Field 15.012 is greater or less than 8, the
number of bytes required to contain a pixel will be different. If compression is used, the

pixel data shall be compressed in accordance with the compression technique specified in
the CGA field.

8.2 END OF TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

For the sake of consistency, immediately following the last byte of data from field 15.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-15 record.

8.3 ADDITIONAL TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORDS

Additional Type-15 records may be included in the file. For each additional palmprint

image, a complete Type-15 logical record together with the “FS” separator is required.




APPENDIX 1 ASCII Separator Codes

ASCII

LF
FS
GS
RS
UsS

1/10
1/12
1/13
1/14
1/15

Position ! Description

Separates error codes in field 2.074

Separates logical records of a file.

Separates fields of a logical record.

Separates the subfields of a record field.

Separates individual information items of the field
or subfield.

This is the position as defined in the ASCII standard.
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APPENDIX 2 CALCULATION OF ALPHA-NUMERIC CHECK CHARACTER

For TCN and TCR (Fields 1.09 and 1.10):

The number corresponding to the check character is generated using the following formula:
(YY * 10® + SSSSSSSS) Modulo 23

Where YY and SSSSSSSS are the numerical values of the last two digits of the year and

the serial number respectively.

The check character is then generated from the look-up table given below.

For CRO (Field 2.010)

The number corresponding to the check character is generated using the following formula:

(YY * 10°+ NNNNNN) Modulo 23

Where YY and NNNNNN are the numerical values of the last two digits of the year and

the serial number respectively.

The check character is then generated from the look-up table given below.
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Check Character Look-up Table

1-A
2-B
3-C
4-D
5-E
6-F
7-G
8-H

9-J
10-K
11-L
12-M
13-N
14-P
15-Q
16-R

17-T
18-U
19-V
20-W
21-X
22-Y
0-Z




-47 -

APPENDIX 3 CHARACTER CODES

7-BIT ANSI CODE FOR INFORMATION INTERCHANGE

ASCIH Character Set

30 ! "o# s % (& |
40 ( ) o0+ |, - . / 0 |1
50 2 |3 (4 |5 le |7 |8 |9 :
60 < |= |> ? @ A |[B [C |D |E
70 F G |H |1 J K |L M (N O
80 P [Q [R [s |T |u [v |w |x

920 Z || \ ] A _ a b c
100 d e f g h i j k 1 m
110 R {0 P g |r s t u v w

120 X |y |z { | } ~




APPENDIX 4 TRANSACTION SUMMARY

TYPE 1 RECORD (MANDATORY)

Identifier Field Field Name CPS/PMS |SRE [ERR
Number
LEN 1.001 |{Logical Record Length M M M
VER 1.002 | Version Number M M M
CNT 1.003 | File Content M M M
TOT 1.004 | Type of Transaction M M M
DAT 1.005 |[Date M M M
PRY 1.006 |Priority M M M
DAI 1.007 | Destination Agency M M M
ORI 1.008 | Originating Agency M M M
TCN 1.009 | Transaction Control Number M M M
TCR 1.010 | Transaction Control Reference C M M
NSR 1.011 | Native Scanning Resolution M M M
NTR 1.012 | Nomiral Transmitting Resolution M M M
DOM 1.013 | Domain name M M M
GMT 1.014 | Greenwich mean time M M M

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if transaction is a response to the origin

agency
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TYPE 2 RECORD (MANDATORY)

Identifier Field Field Name CPS/) MBS/ SRE ERR
Number PMS | MMS

LEN 2.001 |Logical Record Length M M M M

IDC 2.002 {Image Designation M M M M
Character

SYS 2.003 | System Information M M M M

CNO 2.007 |Case Number - M C -

SQN 2.008 |Sequence Number - C C -

MIP 2.009 |Latent Identifier - C C -

CRN 2,010 !Criminal Reference M - C -
Number

MN1 2.012 | Miscellaneous - - C C
Identification Number

MN2 2.013 |Miscellaneous - - C C
ldentification Number

MN3 2.014 |Miscellancous - - C C
Identification Number

MN4 2.015 |Miscellaneous - - C C
Identification Number

INF 2.663 | Additional Information 0 0 O O

RLS 2.064 |Respondents List - - M -

ERM 2.074 | Status/Error Message Field - - - M

ENC 2.320 | Expected Number of M M - -
Candidates

Under the Condition Column:
O = Optional; M = Mandatory; C = Conditional if data is available
*) = if the transmission of the data is in accordance with national law (not covered
by the Treaty)




APPENDIX S TyYPE-1 RECORD DEFINITIONS

TABLE A.5: TYPE-1 RECORD DEFINITIONS

Identi | Condit | Field ] Character
i Field Name Example Data
fier |{ion Number Type
Logical Record
LEN M 1.001 N 1.001:230{GS}
Length
VER| M 1.002 | Version Number N 1.002:0300{GS}

1.003:1{US}15{RS}2{US}

Resolution

00{RS}4{US}01{RS}4{U
S}02{RS}4{US}03{RS}4{
US}04{RS}4{US}05{RS}
CNT | M 1.003 |File Content N 4{US}06{RS}4{US}07{R
S}4{US}08{RS}4{US}09¢
RS}4{US}10{RS}4{US}1
1{RS}4{US}12{RS}4{US
}13{RS}4{US}14{GS}
TOT M 1.004 | Type of Transaction A 1.004:CPS{GS}
DAT | M 1.005 |Date N 1.005:20050101{GS}
PRY | M 1.006 | Priority N 1.006:4{GS}
DAI | M 1.007 | Destination Agency i’ 1.007:DE/BKA {GS}
ORI | M 1.008 | Originating Agency 1 1.008:NL/NAFIS{GS}
TCN| M 1.009 Transaction Control AN | 1.009:0200000004F {GS}
Number
TCR| C 1.010 Transaction Control AN |1.010:0200000004F {GS}
Reference
NSR | M 1.011 Native Scanning AN |1.011:19.68{GS}

B T 5 A R W S 5 e T
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Nominal
NTR M 1.012 | Transmitting AN 1.012:19.68{GS}
Resolution
DO 1.013: INT-
M 1.013 |Domain Name AN
M 1{US}4.22{GS}
GM Greenwich Mean
M 1.014 ) AN 1.014:200501011259597
T Time

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional
Under the Character Type Column: A= Alpha, N= Numeric, B= Binary

1" allowed characters for agency name are [0 9", "A..Z", "a..z

"o o e o II]
LI ) bd

-
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APPENDIX 6 TYPE-2 RECORD DEFINITIONS

TABLE A.6.1: CPS- AND PMS-TRANSACTION

Identi | Condit | Field ) Character
) Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
Criminal Reference 2.010:DE/E99999999
CRN M 2.010 AN
Number 9{GS}
. 2.063:Additional
INF 6] 2.063 | Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 N 2.320:1{GS}
Candidates
TABLE A.6.2: SRE-TRANSACTION
Identi | Condit | Field ) Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
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Criminal Reference 2.010:NL/222222222
CRN| M 2.010 AN
Number 2{GS}
Miscellaneous 2.012:E999999999{ G
MN1 C 2.012 AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 AN
Identification Number S}
Miscellaneous
MN3 C 2.014 N 2.014:0001{GS}
Identification Number
Miscellaneous
MN4 C 2.015 A 2.015:A{GS}
Identification Number
. 2.063:Additional
INF O 2.063 | Additional Information 1
Information 123 {GS}
2.064:.CPS{RS}I{RS
RLS M 2.064 |Respondents List AN 1001/001 {RS}99999
9{GS
TABLE A.6.3: ERR-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
Miscellaneous 2.012:E999999999{G
MNI1 M 2.012 AN
Identification Number S}
Miscellaneous 2.013:E999999999{ G
MN2 C 2.013 AN
Identification Number S}
Miscellaneous
MN3 C 2.014 ) ) N 2.014:0001{GS}
. Identification Number
MN4 C 2.015 |Miscellaneous A 2.015:A{GS}




Identification Number

2.063:Additional

INF o 2.063 | Additional Information 1 )
Information 123 {GS}
2.074: 201: IDC -1
FIELD 1.009
WRONG CONTROL
CHARACTER {LF}
ERM| M 2.074 | Status/Error Message Field AN 115: IDC O FIELD
2.003 INVALID
SYSTEM
INFORMATION
{GS}
TABLE A.6.4: MPS- AND MMS-TRANSACTION
Identi { Condit | Field Character
. Field Name Example Data
fier {ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
2.007:E999999999{G
CNO M 2.007 | Case Number AN S)
SON C 2.008 | Sequence Number N 2.008:0001{GS}
MID 2.009 | Latent Identifier 2.009:A{GS}
. 2.063:Additional
INF O 2.063 | Additional Information 1
Information 123 {GS}
Expected Number of
ENC M 2.320 ) N 2.320:1{GS}
Candidates

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional
Under the Character Type Column: A= Alpha, N= Numeric, B= Binary
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1" allowed characters are ["0.9", "A.Z", "a.2", " ", ]




APPENDIX 7 GRAYSCALE COMPRESSION CODES

A.7.1 COMPRESSION CODES

Compression Value ‘ Remarks

Wavelet Scalar

Quantization Grayscale i .
Algorithm to be used foi the compression of

Fingerprint Image ) )
) grayscale images in Tvpe-4, Type-7 and Type-13 to
Compression WSQ ]

Type-15 records. Shall not be used for resolutions

Specification
pe >500dpi.

IAFIS-IC-0010(V3),
dated December 19, 1997

To be used for lossy and losslessly compression of
JPEG 2000

12K rayscale images in Type-13 to Type-15 records.
[ISO 15444 / ITU T.800] BTy ype

Strongly recommended for resolutions >500 dpi
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APPENDIX 8 MAILSPECIFICATION

To improve the internal workflow the mailsubject of a PRUEM transaction has to be filled

with the country code (CC) of the Party that send the message and the Type of Transaction
(TOT Field 1.004).

Format: CC/type of transaction
Example: "DE/CPS"

e R S et e i AR T DR, e ot et S e .
R B e S i g e e

‘f;‘z;g

e

The mailbody can be empty.

The specification of the encryption/signing and the used S/MIME Version will follow as

soon as possible in this Appendix, after clarify this points with the DNA Technical Work
Group.




Annex B.2

Maximum Number of candidates accepted for verification

Type of AFIS | | :
: ) TP/T? | LT/TP | LP/PP | TP/UL | LT/UL |PP/ULP| LP/ULP
Search ‘
Maximum §
Number of 1 10 5 5 5 5 5 4
FS
Candidates -

Search types:

TP/TP:  ten-print against ten-print

LT/TP: fingerprint latent against ten-print

LP/PP:  palmpnnt latent against palmprint

TP/UL: ten-print against unsolved fingerprint latent

LT/UL: fingerprint latent against unsolved fingerprint latent

PP/ULP: palmprint against unsolved palmprint latent

LP/ULP: palmprint latent against unsolved palmprint latent
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Annex B.3

Maximum research capacities per day for

dactyloscopic data of identified persons

BE NL LU AT FR ES DE
BE - 20 20 20 20 20 20
NL 20 - 20 20 16 16 24
LU 4 4 - 20 4 4 4
AT 20 20 20 - 60 60 100
FR| 144 144 144 60 - 144 144
ES| 120 120 120 60 120 - 120
DE| 120" 120" 120" 100 120" 120" -

428 428 444 280 300 364 412

D estimated throughput for 2007: 60 TP/TP per day




Maximum research capacities per day for

Annex B.4

-60 -

dactyloscopic traces

BE NL LU AT FR ES DE
BE - 6 6 6 10 2 6
NL 6 - 6 6 2 2 8
LU 1 1 - 6 1 i 1
AT 6 6 6 - 15 15 30
FR 43 43 43 15 - 43 43
ES 18 18 18 15 18 - 18
DE| 40" 40" 40" 30 40" 40" -

114 114 119 78 86 103 106

1}

estimated throughput for 2007: 20 LP/TP per day




Annexes C

Automated searching for vehicle registration data

Annex C.1

Common data-set for automated search

of vehicle registration data

1. DEFINITIONS

For each element in the data set as described in the next chapter, an indication is given
whether the element is especially allocated by the Partics and whether the element is
mandatory or optional when the exchange is used for the purposes of Article 12 of the

Treaty.

The definitions of mandatory data clements and optional data clements are as follows:

Mandatory (M):
The data element has to be communicated when the information is available in one’s
national register. Therefore there is an obligation to exchange the information when

available.

Optional (O):
The data element may be communicated when the information is available in one’s
national register. Therefore there is no obligation to exchange the information even when

the information is available.

An indication (Y) is given for each element in the data set whether the element is

specifically indicated by the Parties in relation with the Treaty.

TS
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2. Vehicle/Owner/Holder Inquiry

2.1 Triggers for the Inquiry

There are two different ways to search for the information as defined in the next paragraph:
1. By Chassis Number (VIN), Reference Date and Time (optional);

2. By License Number, Nature of the vehicle/EU Category Code (optional), Reference

Date and Time (optional); in Luxembourg more than one vehicle can be returned

when the inquiry is done by Licence Number.

By means of these search criteria, information related to one and sometimes more vehicles
will be returned. If information for only one vehicle has to be returned, all the items are
returned in one response. If more than one vehicle is found, the Party itself can determine
which items will be returned; all items or only the items to refine the inquiry (e.g. because

of privacy reasons as in UK and Germany, or because of performance reasons).

The items, necessary to refine the inquiry are pictured in paragraph 2.2.1. In paragraph

2.2.2 the complete information set is described.

When the inquiry is done by Chassis Number, Reference Date and Time, the inquiry can

be done in one or all of the participating countries.

When the inquiry is done by License Number, Reference Data and Time, the inquiry has to

be done in one specific Party.

Normally the actual Date and Time is used to make an inquiry, but it’s possible to dv an
inquiry with a Reference Date and Time in the past. When an inquiry is made with a
Reference Date ard Time in the past and historical information is not available in the
register of the specific Party, the actual information can be returned with an indication that

the information is actual information.

2.2 Data set




2.2.1 Items to be returned necessary for the refinement of the inquiry
Item M/O' [Remarks Priim Y/N*
Data relating to vehicles
Licence number M Y
Chassis number / VIN M Y ]
Party of registration M Y
Make M (D.1") e.g. Ford, Opel, Renault etc. | Y
Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y
Nature of the vehicle / EU Category Code | M (J) mopeds, motorbikes, carsetc. |Y
222 Complete data set
Item M/O* |Remarks Priim Y/N
Data relating to holders of the vehicle (C.15)
Registration holders’ (company) name M (C.1.1) Y
separate fields will be used for first
name(s), surname, infixes, titles
etc.,
and
the name in printable format wiil
be communicated
First name M (C.1.2) Y
separate fields for first name(s)
and initials will be used,
and
the name in printable format will
be communicated
Address M (C.1.3) Y
separaie fields will be used for ’
Street, House number and Annex,

' M = mandatory when available in aaiional register, O = optional

2 All the attributes specifically allocated by the Parties are indicated with Y.

* Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999
* M = inziidatory when available in national register, O = optional

’ Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999




Item WO' |Remarks Priim Y/N
Zip code, Place of residence, Party
of residence etc.,
and
the Address in printable format
will be communicated

Gender M Male, female Y

Date of birth M Y

Legal entity M individual, association, company, | Y
firm etc.

ID Number 0 An  identifier that uniquely | N
identifies the person or the
company.

Data relating to owners of the vehicle (C.2)

Owners’ (company) name M (C2.1) Y

First name M (C2.2) Y

Address M (C2.3) Y

Gender M male, female Y

Date of birth M Y

Legal entity M individual, association, company, | Y
firm etc.

ID Number 0] An  identifier that uniquely [N
identifies the person or the
company.

Data relating to vehicles

Licence number M Y

Chassis number / VIN M Y

Party of registration M Y

Make M (D.1) e.g. Ford, Opel, Renaultetc. |Y

Commercial type of the vehicle M (D.3) e.p. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code |M (J) mopeds, motorbikes, carsetc. Y

Date of first registration M (B) date of first registration of the | Y
vehicle somewhere in the world

Start date (actual) registration M (D) vehicle document date Y

End date registration M Y

Status M scrapped, stolen, exported, emor|Y

notification




Item WO* |Remarks Priim Y/N
Status date M Y
kW 0 (P.2) Y
Capacity 6] P.1) Y
Type of licence number (0] regular, transito etc. Y
Vehicle document id 1 (0] The first unique document ID as|Y
printed on the vehicle document.
Vehicle document id 2. In Luxembourg two | O A second document ID as printed | Y
separate vehicle registration document ID’s on the vehicle document.
are used.
Data relating to insurances
Insurance company name 0] Y
Begin date insurance o) Y
End date insurance 0 Y
Address 0] Y
Insurance number 18] Y

:
;
3
i
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Annex C.2

Data Security

1. OVERVIEW

The Eucaris software application connects all Parties in a mesh network where each Party
communicates directly to another Party. There is no central component needed for the
communication to be established. The application handles secure communication to the
other Parties and communicates to the back-end legacy systems of Parties using XML.
Parties exchange messages by directly sending them to the recipient. The data center of a

Party is connected to the Testa Il network of EU.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it
is assumed the connection between the application and the back-end is in a protected

environment.

Finally, a client application is provided which can be used within a Party to query their
own register or other Parties. The clients will be identified by means of user-id/password
or a client certificate. The connection to a user may be encrypted. However, this is the

responsibility of each individual Party.

2. SECURITY FEATURES RELATED TO MESSAGE EXCHANGE

The security design is based on a combination of HTTPS and XML signature. This
alternative uses XML-signature to sign all messages sent so the server and can authenticate
the sender of the message by checking the signature. 1-sided SSL (only a server certificate)
is used to protect the confidentiality and integrity of the message in transit and provides

protection against deletion and insertion attacks.

The XML-signature can be implemented in several ways.
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The chosen approach is to use XML Signature as part of the Web Services Security (WSS).
WSS specifies how to use XML-signature. Since WSS builds upon the SOAP standard, it
is logical to adhere to the SOAP standard as much as possible. This requires changes to the
XML -messages specified with respect to addressing, error handling etc.

The use of XML-signature and HTTPS with server certificate (1-sided SSL) combines the
best properties of XML-signature on one side and HTTPS on the other side. No additional
measures are needed to protect against deletion/replay attacks. Instead of bespoke software
development to implement 2-sided SSL, XML-signature is implemented. Using XML-
signature is closer to the web services roadmap than 2-sided SSL and therefore more

‘strategic.

3. SECURITY FEATURES NOT RELATEL TO MESSAGE EXCHANGE

3.1. Authentication of users

The users of the Eucaris web application authenticate themselves using a username and
password. Since standard Windows authentication is used, Parties can enhance the level of

authentication of users if needed by using client certificates.

3.2. User roles

The Eucaris software application supports different user roles. Each cluster of services has
its own authorization. E.g. (exclusive) users of the “Treaty of Eucaris™- functivnality” may

not use the “Treaty of Priitm™- functionality”. Administrator services are separated from the

regular end-user roles.

3.3. Logging and tracing of message exchange




Logging of all message types is facilitated by the Eucaris sofiware application. An
administrator function allows the national administrator to determine which messages are
logged: requests from end-users, incoming requests from other Parties, provided

information from the national registers, etc.

The application can be configured to use an internal database for this logging, or an
external (Oracle) database. The decision on what messages have to be logged clearly
depends on logging facilities elsewhere in the legacy systems and connected client

applications.

The header of each message contains information on the requesting Party, the reduesting
organization within that Party and the user involved. Also the reason of the request is

indicated.

By means of the combined logging in the requesting and responding Party complete

tracing of any message exchange is possible (e.g. on request of a citizen involved).

Logging is configured through the Eucaris web client (menu Administration, Logging
configuration). The logging functionality is performed by the Core System. When logging
is enabled, the complete message (header and body) is stored in one logging record. Per
defined service, and per message type that passes along the Core System, the logging level

can be set.

Logging Levels

The following logging levels are possible:

Private — Message is logged: The logging is NOT available to the extract logging service
run by the Secretary State but is available on a national level only, for audits and problem
solving.

None — Message is not logged at all.

Message Types
Information exchange between Parties consists of several messages, of which a schematic

representation is given in the figure below.




The possible message types (in the figure shown for the Eucaris Core System of Party X)
are the following:

1. Request to Core System_Request message by Client

T —

2. Request to Other Party Request message by Core System of this Party
3. Request to Core System of this Party Request message by Core System of other
Party
Request to Legacy Register Request message by Core System :
Request to Core System Request message by Legacy Register :i
Response from Core System_Request message by Client ;‘fi

Response from Other Party Request message by Core System of this Party

Response from Core System of this Party Request message by other Party

A A -

Response from Legacy Register Request message by Core System

10. Response from Core System_Request message by Legacy Register

The following information exchanges are shown in the figure:

e Information request from this Party (X) to another Party (Y) — blue arrows. This
request and response consists of message types 1, 2, 7 and 6, respectively.

e Information request from another Party (Z) to this Party (X) — red arrows. This request
and response consists of message types 3, 4, 9 and 8, respectively.

¢ Information request from the legacy register to its core system (this route also includes
a request from a custom client behind the legacy register) — green arrows. This kind of

request consists of message types 5 and 10.

R M

I
b
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o Eucaris Cors System Member State X

i
4 L #gacy regestes Member State Y
Figure : Message types for logging

3.4. Hardware Security Module

A Hardware Security Module is not used.

A Hardware Security Module (HSM) provides good protection for the key used to sign
messages and to identify servers. This adds to the overall level of security but an HSM is
expensive to buy/maintain and there are no requirements to decide for a FIPS 140-2 level 2
or level 3 HSM. Since a closed network is used that mitigates threats effectively, it is
decided not to use an HSM initially. If an HSM is necessary e.g. to obtain accreditation, it

can be added to the architecture.
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Annex C.3

Technical conditions of the data exchange

1. General description of the EUCARIS application
1.1 AN OVERVIEW

The Eucaris application connects all participating Parties in a mesh network where each
Party communicates directly to another Party. There is no central component needed for
the communication to be established. The Eucaris application handles secure

communication to the other Parties and communicates to the back-end legacy systems of

Parties using XML. The following picture visualizes this architecture.
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Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the network used for the message exchange (Testa). To access the
Testa network, Parties connect to Testa via their national gate. It is assumed that a firewall
is used to connect to the network and that a router connects the Eucaris application to the
firewall. Depending on the alternative chosen to protect the messages, a certificate is used

either by the router or by the Eucaris application.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages is SSL. The messages sent to the back-end are plain text XML-messages since it

is assumed the connection between Eucaris and the back-end is in a protected environment.

Finally, a client application is provided which can be used within a Party to query its own
register or other Parties. The client application connects to Eucaris. The clients will be
identified by means of user-id/password or a client certificate. The connection to a user in
an external organization (e.g. police) may be encrypted. However, this is the responsibility

of each individual Party.

1.2 SCOPE OF THE SYSTEM

The scope of the Eucaris system is limited to the processes involved in the exchange of
information between the Registration Authorities in the Parties and a basic presentation of
this information. Procedures and automated processes in which the information is to be

used (e.g. administrative or enforcement processes), are outside the scope of the system.

Parties can choose either to use the Eucaris client functionality or to realise their own
customized client application. In the table below, it is described which aspects of the
Eucaris system are mandatory to use and/or prescribed and which are optional to use

and/or free to determine by the Parties.
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EUCARIS M/O | Remark

aspects ¢

Network concept M | The concept is an “any-to-any” communication.

Physical network M | TESTA

Core application M | The core application of EUCARIS has to be used to connect

to the other Parties. The following functionality is offered by

the core:

= Encrypting and signing of the messages;

=  Checking of the identity of the sender;

»  Authorization of Parties and local users;

= Routing of messages;

»  Queuing of asynchronous messages if the recipient
service is temporally unavailable;

=  Multiple country inquiry functionality;

» Logging of the exchange of messages;

» Storage of incoming messages

Client application

In addition to the core application the EUCARIS II client
application can be used by a Party. When applicable, the
core and client application is modified under auspices of the

EUCARIS organisation.

Sccurity concept

The concept is based on XML-signing by means of client
certificates and SSL-encryption by means of service

certificates.

Message

specifications

Every Party has to comply with the message specifications
as set by the EUCARIS organisation and the present
Implementing Agreement and its Annexes ¢. The
specifications can only be changed by the EUCARIS

organisation in consultation with the Parties.

Operation and
Support

The acceptation of new Parties or new functionality is under
auspices of the EUCARIS organisation. Monitoring and help
desk functions are managed centrally by an appointed Party.

¢ M = mandatory to use or to comply with O = optional to use or to comply with
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2. NON FUNCTIONAL REQUIREMENTS

2.1 GENERIC FUNCTIONALITY

In this section the main generic functions have been described in general terms.

Nr.

Description

1.

The system allows the Registration Authorities of the Parties to exchange request

and response messages in an interactive way.

The system contains a client application, enabling end-users to send their requests

and presenting the response information for manual processing

The system facilitates ‘broadcasting’, allowing a Party to send a request to all
other Parties. The incoming responses are consolidated by the core application in
one response message to the client application (this functionality is called a

‘Multiple Country Inquiry’).

The system is able to deal with different types of messages. User roles,

authorization, routing, signing and logging are all defined per specific service.

The system allows the Parties to exchange batches of messages or messages
containing a large number of requests or replies. These messages are dealt with in

an asynchronous way.

The system queues asynchronous messages if the recipient Party is temporarily

unavailable and guarantees the deliverance as soon as the recipient is up again.

The system stores incoming asynchronous messages until they can be processed.

The system gives only access to Eucaris applications of other Parties, not to
individual organisations within those other Parties, i.c. each Registration
Authority acts as the single gateway between its national end-users and the

corresponding Authorities in the other Parties.

It is possible to define users of different Parties on one Eucaris server and to

authorize them following the rights of that Party.

10

Information on the requesting Party, organisation and end user are included in the

messages.
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Nr.

Description

11

The system facilitates logging of the exchange of messages between the different
Parties and between the core application and the nationai registration systems.

12| The system allows a specific secretary, which is an organisation or Party explicitly

appointed for this task, to gather logged information on messages sent/received by
all the participating Parties, in order to produce statistical reports.

13

Each Party indicates itself what logged information is made available for the

secretary and what information is ‘private’.

14

The system allows the National Administrators of each Party to extract statistics

of use.

15

The system enables addition of new Parties through simple administrative tasks.

2.2 USABILITY

Nr.

Description

16

The system provides an interface for automated processing of messages by back-
end systems/legacy and enables the integration of the user interface in those

systems (customised user-interface).

17

The system is easy to learn, self explanatory and contains help-text.

18

The system is documented to assist Parties in integration. operational activities
and future maintenance (e.g. reference guides, functional/technical

documentation, operational guide,....).

19

The user interface is multi-lingual and ofTers facilities for the end-user to select a

preferred language.

20| The user interface contains facilities for a Local Administrator to translate both

screen-items and coded information to the national language.

2.3 RELIABILITY

Nr.

Description

21

The system is designed as a robust and dependable operational system which is

tolerant to operator errors and which will recover cleanly from power cuts or other
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Nr. |Description
disasters. It must be possible to restart the system with no or minimal loss of data.
22| The system must give stable and reproducible results.

23} The system has been designed to function reliably. It is possible to implement the
system in a configuration that guarantees an availability of 98% (by redundancy,
the use of back-up servers etc.) in each bilateral communication.

24/ It is possible to use part of the system, even during failure of some components (if
Party C is down, Parties A and B are still able to communicate). The number of
single points of failure in the information chain should be minimised.

25{ The recovery time after a severe failure should be less than one day. It should be

possible to minimise down-time by using remote support e.g. by a central service

desk.

2.4 PERFORMANCE

Nr.

Description

26

The system can be used 24x7. This time-window (24x7) is then also required from

the Parties legacy systems.

27

The system responds rapidly to user requests irrespective of any background
tasks. This is also required from the Parties legacy systems to ensure acceptable
response time. An overall response time of 10 seconds maximum for a single

request is acceptable.

28

The system has been designed as a multi-user system and in such a way that

background tasks can continue while the user performs foreground tasks.

29

The system has been designed to be scaleable in order to support the potential

increase of number of messages when new functionality is added or new

organisations or Parties are added.

2.5 SECURITY

Nr.

Description

30

The system is suited (e.g. in its security measures) for the exchange of messages
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Nr. |Description
containing privacy-sensitive personal data (e.g. car owner/holders or driving
licence holders), classified as EU restricted.

31| The system is maintained in such a way that unauthorised access to the data is
prevented.

32| The system contains a service for the management of the rights and permissions of
national end-users.

33} Parties are able to check the identity of the sender (at Party level), by means of
XML-signing.

34/ Parties must explicitly authorise other Parties to request specific information,
enabling the exchange of information both within and outside the scope of a
specific treaty or directive.

35| The system provides at application level a full security and encryption policy
compatible with the level of security required in such situations. Exclusiveness
and integrity of the information is guaranteed by the use of XML-signing and
encryption by means of SSL-tunnelling.

36| All exchange of messages can be traced by means of logging.

37| Protection is provided against deletion atiacks (a third party deletes a message)
and replay or insertion attacks (a third party replays or inserts a message).

38} The system makes use of certificates of a Trusted Third Party (TTP).

39} The system 1s able to handle different certificates per Party, depending on the type
of message or service.

40| The security measures at application level are sufficient to allow the use of non
accredited networks.

41} The system is able to use novice security techniques such as an XML-firewall.

2.6 ADAPTABILITY

Nr.

Description

42

The system is extensible with new messages and new functionality (e.g. name
matching algorithms}. The costs of adaptations are minimal. Due to the centralised

development of application components.
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Nr.

Description

43

MS are able to define new message types for bilateral use. Not all Parties are
required to support all message types.

2.7 SUPPORT AND MAINTENANCE

Nr.

Description

44

The system provides monitoring facilities for a central service-desk and/or

operators conceming the network and servers in the different Parties.

45

The system provides facilities for remote support by a central service-desk.

46

The system provides facilities for problem analysis.

47

The system can be expanded to new Parties.

48

The application can easily be installed.

The system providcs a permanent testing and acceptance environment.

50

The annual costs of maintenance and support has been minimised by adherence to
market standards and by creating the application in such a way that as little

support as possible from a central service-desk is required.

2.8 DESIGN REQUIREMENTS

Nr.

Description

51

The system is designed and documented for an operational lifetime of many years.

52

The system has been designed in such a way that it is independent of the network

provider.

53

The system is compliant with the existing HW/SW in the Parties by interacting
with those registration systems using standard web service technology (XML,
HTTP, Web services, WSS).

2.9 APPLICABLE STANDARDS

Nr.

Description

54

The system is compliant with data protection issues as stated in Regulation EC

N TR R

SRR S
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Nr. |Description

45/2001 (articles 21, 22 & 23) and Directive 95/46/EC.

55{ The system complies with the IDA Standards [doc-1].

56} The system supports UTFS.
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Annex C.4

List of contact points for incoming requests

Country Contact point Telephone Fax number e-mail (for
number (for | (for operational
operational operationsl contact)
contact) contact)

Austria Bundeskriminalamt +43 1 24836 +43 1 24836 BMI-II-BK-

Osterreich (Austrian | 85026 951135 SPOC@bmi.
Criminal Intelligence gv.at
Service)
Belgium DIV “Dienst +3222773 +32227740 | Help.div@m
Inschrijvingen” 792 (DIV) 22 (DIV) obilit.fgov.be
(Vehicle Registration) | +322 2773 +32227740 | (DIV)
777 (ICT) 04 Help.ict@m
obilit.fgov.be
(ICT)
France SCCOPOL “Section +33(0)140 +33(0) 140 dcpj-dri-
Centrale de 97 88 73 97 82 48 pce@interie
Coopération policiére” ur.gouv.fr
(Criminal )
Investigation Police)
Germany KBA “Kraftfahrt- +49461 316 | +49 461 316 pruem@kba
Bundesamt” (Vehicle | 2050 2942 .de
Registration)

Luxembour | Centre Informatique | + 35 2 4997 + 3524997 cin@police.e

g de la Police (Police) | 2346 2398 tat.lu

Netherlands | RDW “Rijksdienst +31598693 |+ 31503656 servicedesk

(The) Wegverkeer” (Vehicle | 369 462 @rdw.nl

Registration)
Spain Secretaria de Estado +34915371883 | +34913191228
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de Seguridad +34915371884 | +34913191645 | cepic@ses.m
(Ministry of Interior) | +34915372056 | +34913197389 | ir.es

+34915372057
+34915372058

ST R A e
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Annexes D

Police cooperation
Annex D.1

Procedures and contact points for the setting up of
joint operations

Parties which do not use or work with specified procedures where the intervention of a contact

point is necessary for setting up joint operations pursuant to article 24 of the Treaty give relevant
contact points for the setting up of joint operations mentioned below.

AUSTRIA

National contact point according to point 14.2 of the Implementing Agreement:

During office hours:

Federal Ministry of the Interior, General Directorate for Public Security,
Sub-Department 1/2/a

Phone: +431-53126-3411

Fax: +431-53126-10-8638

e-mail: bmi-1l-2-a(@bmi.gv.at

Outside office hours:

Federal Ministry of the Interior, Division 11 — General Directorate for Public Security, Operations
and Crisis Coordination Centre

Phone: +431-53126-3200 or -3775

Fax: +431-53126-3120

e-mail: bmi-11-EKC-Permanenzdienst(@bmi.gv.at

BELGIUM

1. Joint patrols and joint controls

There is no formal procedure that needs to be followed when setting up a joint patrol or joint
control. It suffices that the operational chiefs of the services involved (in Belgium: the corps chief
of the Local Police or the chief of unit of the Federal Police) come to a verbal or written agreement.
If one does not know how to get in touch with the Belgian operational chief, one should take
contact with the national contact point:




DAO (Directorate of operations concerning administrative police — Officer on
duty)

Blok G, Fritz Toussaintstraat 47

1050 Elsene

Tel: + 32 2 642.63.80

Fax: + 322 646.49.40

E-mail: dga-dac@skynet.be.

The operational chiefs make sure that every officer taking part in the operation is well informed
about the mission and the competencies. If necessary, a meeting will be organised to this purpose.

2. Other joint operations
Other joint operations are only possible on request. All requests to the Belgian Police have to be
made by means of the request form below and have to be sent to the national contact point:

DAO (Directorate of operations concerning administrative police — Officer on duty)
Blok G, Fritz Toussaintstraat 47

1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 322 646.49.40

E-mail: dga-dao@skynet.be.

The competent authority in Belgium will immediately take a decision concerning the request. The
decision is sent as quickly as possible in writing to the competent authority of the requesting Party.

When carrying out the joint operation, the cross-border official is in possession of a summary list
of the means and material he brought. He submits it on request to the competent authority of the
host state.

FRANCE

Organisation Municipality Telephone number
Fax number
E-mail

AUSTRIA CCPD Keh] Tel : 0049.7851.8895-0

Fax : 039023 13 69

E-mail:
mailto:centro.lz@]1.lka.bwl.d
e ccpd2-offenbourg.ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang@interieur.gou
v.fr (Chef détachement P.N.)

b1




NETHERLANDS

CCPD

Tournai

Tel: 003269682610
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
S9@interieur.gouy. fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax:039023 1369

E-mail:
mailto:centro.lz(@].lka.bwi.d
¢ ccpd2-offenbourg.ddpaf-
67@interieur.gouv.fr

or:
fabien.taglang@interieur.gou
v.fr (Chef détachement P.N.)

SPAIN

CcCpD

Hendaye

Tel : 05 592093 60

Fax: 05 5920 59 34
E-mail :

cepd-
hendaye(@interieur.gouv. fr

CCPD

Le Perthus

Tel : 04 68 83 79 00

Fax : 04 68 83 79 10

Tel: 05592093 60

Fax : 05592059 34

E-mail :

cepd-
hendaye@intericur.gouy.free
pd-scc.le-perthus-
66{@intermel.si.mi

CCPD

Canfranc le
Somport

Tel : 05 5939 04 85
Fax : 05593618 15

E-mail :
cepd.canfranc(@interieur.gou
v.ir

CCPD

Melles Pont du Roy

Tel: 05 61 94 68 40

Fax: 0561 94 68 48

E-mail :
ccepd.melles@interieur.gouv.
fr

BELGIUM

CCPD

Tournai

Tel : 0032 69 6826 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
SY9@interieur.gouv. it

LUXEMBURG

CCPD

Luxembourg

Tel : 03 82 5494 30 ou
+352 26 124 300

Fax : 03 82 54 94 39 ou
+352 26 124 199
E-mail : fri@@bccp.etat.lu




GERMANY
1. Introduction to Article 24

Generally, all offices of the Lander police forces and of the Federal Police may be responsible for
joint operations.

However, this only applies,

e if there are no regulations in place in bilateral and multilateral treaties governing joint
operations that are more specific, and

e if the joint operations do not have a direct cross-border link (e.g. operation of Spanish officers
in Germany).

If with respect to a joint operation there is no more specific, contractual rule in place and if there is
no direct cross-border link, these exceptional cases require the consent of the Federal Ministry of
the Interior and/or the affected interior ministries of the Lander.

Paras | and 2 of Article 24 are linked with one another in an inseparable context. For all measures
carried out pursuant to para |, consent must invariably be obtained under para 2 about the scope of
the transfer of sovereign powers, operational modalities and the right of managing the operation
which shall rest with the officials from the host state.

2. Ad Artice 24 (1) - "authorities designated by the Contracting Parties™
Examples of joint operations:

Above all “not time-critical situations” (“Zeitlagen™) (in the run-up to events that can be planned)
such as joint patrols in the border region, joint patrols on the occasion of special events (e.g.
Lower-Saxons’ Day), joint controls (e.g. to fight international crime such as drug crimes,
trafficking in human beings, property crimes organized by gangs (referred to as checks
“irrespective of whether there is a specific suspicion™), joint intelligence measures / warnings to
potential offenders / fan escorts in the run-up to football matches or other major events.

The principles referred to in 1. shall apply.

Alligemeine Kontaktstellen, auch fiir andere
Vertragsparteien:
(direkte grenziiberschreitende Zusammenarbeit)

Bundespolizei Tel.: +49 (0) 261 399 -0
Bundespolizeidirektion Tel.: +49 (0) 261 399 - 250
Roonstr. 13 Fax.:+49 (0) 261 399 - 218

D-56068 Koblenz Mail: bpold@polizei.bund.de




3. Ad Article 24( 2) sentence 1 - "consent on exercise of sovereign powers"

Co-operation where consent by the Federal
Ministry of the Interior must be obtained:

Bundesministerium des Innern Tel.: +49 (0) 1888 681-1077

- fiir das Bundeskriminalamt: Fax.:+49 (0) 1888 681-2926
Abteilung Polizeiangelegenheiten; Mail: poststelle@bmi.bund.de
Terrorismusbekimpfung

- fiir die Bundespolizei:
Abteilung fiir Angelegenheiten de: Tel.:  +49(0) 1888 681-0
Bundespolizei Fax: +49(0) 1888 681-1829

Alt-Moabit 101D Mail: poststelle@bmi.bund.de

D-10559 Berlin

Co-operation where consent must be obtained
from a Land interior ministry. In the following
you will find the Biindeslinder, which share
borders with other Priim Contracting Parties

Niedersachsen (NI) Tel.: +49 (0) 511 120-6112
Niedersidchsisches Ministerium fiir Inneres und Fax.:+49 (0) 511 120-6150

Sport Mail: kvl@mi.niedersachsen.de
Lavesallee 6

D-30169 Hannover
Tel.: +49 (0)211 871

Nordrhein-Westfalen (NW) 3340/3341/3342/3343/3344
Innenministerium Nordrhein-Westfalen Fax.:+49 (0)211 871 3231
- Lagezentrum — Mail: lagezentrum@im.nrw.de

HaroldstraBe 5
40190 Diisseldorf

Rheinland-Pfalz (RP) Tel.: +49 (0)6131 16 3599
Ministerium des Innem und fiir Sport Fax.:+49 (0)6131 16 3600
- Lagezentrum - Mail: lagezentrum@ism.rlp.de
Schillerplatz 3-5
55116 Mainz

Tel.: +49 (0) 681 962-1260 bis 1263
Saarland (SL) Fax.:+49 (0) 681 962-1265
Ministerium fiir Inneres, Familie, Frauen und Mail: lagezentrum(@innensaarland.de
Sport

Leitstelle, Lagezentrum-
¢/o Landespolizeidirektion
Mainzer Str 134 -136
66121 Saarbriicken
Tel.: +49 (0)711 231 3333

Baden-Wiirttemberg (BW) Fax.:+49 (0)711 231 3399
Innenministerium Baden-Wiirttemberg Mail: lagezentrum(@im.bwl.de
Lagezentrum

Dorotheenstralle 6

70173 Stuttgart




Bayern (BY) Tel.: 0049 (0) 89 2192-20

Bayerisches Staatsministerium des Innern Fax: 0049 (0) 89 2192-2587

- Lagezentrum - Mail: stmi.lzby@polizei.bayern.de
Odeonsplatz 3

D-80335 Miinchen

Bundestinder, which do not share a border
with a Priim Contracting Party
Tel.: +49 331 866 2871
Brandenburg (BB) Fax.:+49 331 866 2879
Ministerium des Innern des Landes Brandenburg ~ Mail: lagezentrum@mi.brandenburg.de
Lageszentrum der Polizei
Henning-von-Treskow-Str. 9-13

14467 Potsdam

Tel.: +49 30 466 490 7210
Berlin (BE) Fax.:+49 30 466 490 7299
Senatsverwaltung fiir Inneres Mail: izberlin@seninn.verwalt-berlin.de
Lagezentrum Berlin
Platz der Liiftbriicke 6

12096 Berlin
Tel.: +49 421 362 1854 or 1754

Bremen (HB) Fax.:+49 421 362 1859

Lagezentrum M Mail: Lagezentrum(@polizei.bremen.de

Polizei Bremen

In der Vahr 78

28329 Bremen .
Tel.: +49 611 353 2150

Hessen (HE) Fax.:+49 611 353 1706

Hessisches Ministeriurn des Inneres und fiir Sport  Mail: Izhessen(@hmdi.hessen.de

LAGEZENTRUM

Friedrich-Ebert-Allee 12
D-65185 Wiebaden

Hamburg (HH) Tel.: +49 40 4286 66055

Behorde fiir Inneres Fax.:+49 40 4286 66049

Polizei Hamburg Mail: FLDI-

Fiihrungs-und Lagedienst FLD2@POLIZELHAMBURG.DE

Bruno-Georges-Platz 1
22297 Hamburg
Tel.: +49 385 588 2471 (bis -2479)

Mecklenburg-Vorpommern (MYV) Fax.:+49 385 588 2480 (oder 2481)
Innenministerium Mecklenburg-Vorpommern Mail: lagezentrum@im.mv-regierung.de
Arsenal am Pfaffenteich S\

Lagezentrum

Alexandrinenstrasse 1
19055 Schwerin

Tel.: +49 431 160 61111

Schleswig-Holstein (SH) Fax.:+49 431 160 61199 :
Landespolizeiamt Mail: lob.gifz@polizei.landsh.de
Gemeinsames Lage- und Fiihrungszentrum

Miihlen 166

24116 Kiel .

Tel.: +49 351 564 3775 oder 3776




Sachsen (SN) Fax.:+49 351 564 3779

Sichsisches Staatsministerium des Innern Mail:

Landespolizeiprasidium Platz2.lagezentrum(@smi.sachsen.de
Lagezentrum

01095 Dresden

Sachsen-Anhalt (ST) Tel.: +49 391 567 5292

Fax.:+49 391 567 5290
Mail: lagezentrum(@mi.lsa-net.de

Ministerium des Innermn

des landes Sachsen-Anhalt

Lagezentrum

Halberstidter Str 2/Am Platz des 17. Juni
39112 Magdeburg

Tel.: +49 361 3793 616
Fax.:+49 361 37 93 686
Mail: Lagezentrum{@tim.thueringen.de

Thiiringen (TH)

Thiiringer Innenministerium
Abteilung 4

-Lagezentrum-
Andreasstrasse 38

99084 Erfurt

LUXEMBOURG

The Luxembourg law does not provide for a formal procedure to be accomplished for the setting up
of joint operations within the meaning of article 24 of the Treaty. It suffices that the operational
chiefs — for Luxembourg the Director General of the Grand-Ducal Police or his representative - of
two ore more Parties involved come to an agreement. In any circumstance, contact should be taken
first with the Operations Department of the Grand-Ducal Police which is the national contact point
provided for by point 14.2 of the Implementing Agreement; it can be contacted as foliows:

Police Grand-Ducale

Direction des Opérations

Adresse : 1, rue Marie et Pierre Curie
L-2957 LUXEMBOURG

Tel.: +352 4997 - 2310
Fax: + 352 4997 - 2399
E-mail ; dop(@police.etat.lu
THE NETHERLANDS

Competent authorities: Police and Royal Constabulary (Koningklijke Marechaussee)

Memberstates Organisation Central point of Telephone number

contact Fax number

E-mail

AUSTRIA Korps Landelijke Hoofdstraat 54 Tel:(0031)0)343 535759
BELGIUM Politie Diensten Postbus 100 Fax(0031)0)343 518180
GERMANY (KLPD) 3970 AC Driebergen | E-Mail:ccb-
FRANCE Department for kipd@kipd.politie.nl
LUXEMBURG Conflict and




SPAIN Crisismanagement Kamp Nieuw Tel: (0031X0)577455766
Millingen Fax:(0031)X0)577455763
Koninklijke Postbus 59
Marechaussee 3886 ZH
(Royal Garderen
Constabulary)
Commander of
National and Foreign
Squads
SPAIN

National legislation and competencies in accordance to joint operations.

The Spanish legislation about joint operations is collected in the next legislation:

»

»

>

Law 11/2003 about the joint investigations teams. This is the national law under the Frame
Decision of 13 of June of 2002

The development of article 40 “over border surveillance™ we have the rules for this cases in
the frame of the Schengen space. Here we have rules for the normal or urgent surveillance
always under a judicial investigation, the type of criminal offences includes in this
modality of cooperation, the Spanish competent authorities and the steps to do for using
this surveillance and models of documents.

Agreement with Portugal about joint and coordinate mobile controls of people.

We have no rules for other kinds of joint operations like joint patrols or similar.

In Spain we have many Treaties with different countries in order to improve the cooperation. We

can highlight the next:

With Portugal:

o Agreement about readmission people in irregular situation signed the February 15,
1993 (Annexed)
Agreement about mobile controls signed the January 17, 1994. (Anncxed)
Agreement about civil and penal matters signed the November 19, 1997 (Annexed)
Agreement about hot pursuit signed the November 30, 1998 (Annexed)
Agreement about border cooperation in police and custom matters signed the
November 19, 2005 (Annexed)

O ¢ o ©

With France
o Agreement about border cooperation in police and custom matters signed the July
7, 1998 (Annexed)
o Agreement about readmission people in irregular situation signed the November
26, 2002 (Annexed)
o Rules of organization and running of Cooperation Center (We have only in paper




NATIONAL CONTACT POINT

The national contact point in Spain is:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION ( CEPIC)
situated in:

Gabinete de Coordinacion

Calle Amador de los Rios, 2

28010 MADRID- ESPANA

And the coordinates are: Phone numbers: +34915371 883
+34915371 884
+ 34915372 056
+34 915372 057
+ 34915372 058

FAX: +34 913 191 228
+34 913 191 645
+34913 197 389

MAIL: cepici@ises.mir.es

Model Request form
for joint operations on the basis of article 24 of the Treaty

Requesting Party:

Qa The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO

or

u The Federal Republic of Germany, represented by ...

or

] The Kingdom of Spain, represented by ...

or

a The French Republic, represented by ...

or

0 The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal

Police or his representative

or

0  The Kingdom of the Netherlands, represented by ....

or

0  The Republic of Austria, represented by ...

requests

a The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO
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OD" The Federal Republic of Germany, represented by ....

gf The Kingdom of Spain, represented by ....

(E)lr The French Republic, represented by ...

(E))r The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal
Police or his representative

(C)Ir The Kingdom of the Netherlands, represented by ....

gr The Republic of Austria, represented by ...

for the following:

o Police iatervention by ............... police officers, as detailed in the annex to the present
request, in order to contribute to the maintenance of public order at:

under the operational command of ........ ...
(name and function of the police officer).

u} For agreement:

0 The furnishing of means for public order maintenance, as detailed in the annex to the

present request.

These means will be deployed at ... ... ..o e
(name of the place, name of the zone; date);

under the operational command of ... ...
(name and function of the police officer).

a For agreement:

a The dispatch of ............................. police officers to accompany or operate the material
means for that purpose.

a For agreement :

Q Other:

Q For agreement:

a One border crossing

Q Several border crossings during the following period:

Q For agreement:
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Sovereign powers

a Requests to confer to the seconding state’s officers the sovereign powers allowed by the
Host State.

0 For agreement:

Q Requests to allow the Seconding State’s officers to exercise their own sovereign powers in

accordance with the Seconding State’s law. If granted, the seconding state’s officers will
have the same sovereign powers as in their own country.

a For agreement:

Costs

a Each Contracting Party shall bear the costs incurred by its own authorities.

or

Q Other proposition for the sharing out of the costs:

Q For agreement:

.............................. (date) .......c.....ooooiiiiiiiiiiii L (place)
.................................... (Signature)

agrecment

............................... (date) .....ccoooviiiiiiiiiiiiiiiiiiiiiiniee L (place)
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Annex D.2

Authorities to be notified without delay in case of a
cross-border operation in the event of imminent danger, and

contact points for the reporting of modifications in the

contact details listed in this Annex.

AUSTRIA
Border with Name of Bundesland Municipalities Telephone number
or ministry (border Fax number
municipalities are in | E-mail
bold)
GERMANY Landespolizeikommand Tel.: +43 (0) 59133
o Oberdsterreich - 40-2222
Landesleitzentrale Fax: +43 (0) 59133
40-1009
Mail: LPK-
O(@polizei.gv.at
Landespolizeikommand Tel.: +43 (0) 59133
o Salzburg - 50-2222
Landesleitzentrale Fax: +43 (0) 59133
50-1009
Mail: LPK-
S@polizei.gv.at
Landespolizeikommand Tel.: +43 (0) 59133
o Tirol - 70-2222
Landesleitzentrale Fax: +43(0) 59133
70-1009
Mail: LPK-
T@polizei.gv.at
Landespolizeikommand Tel.: +43 (0) 59133-
o Vorarlberg - 80-2222
Landesleitzentrale Fax: +43 (0) 59133-
80-1009
Mail: LPK-
V@polizei.gv.at
OTHER PARTYS | Federal Ministry of the Phone: +431-53126-
Interior, 3200 or -3775

Division Il — General
Directorate for Public

Fax: +431-53126-3120
e-mail: bmi-ll-EKC-
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Security, Permanenzdienst@bmi.
Operations and Crisis gv.at

Coordination Centre

National contact points for the reporting of changes in the contact details in this Annex:

Federal Ministry of the Interior, General Directorate for Public Security,
Sub-Department 11/2/a

Phone: +431-53126-3411

Fax:  +431-53126-10-8638

e-mail: bmi-ll-2-a@bmi.gv.at

BELGIUM

NB: In Belgium, it is necessary to contact both the national centre and the local zone concerned!
A

National Centre:

DAO

(Direction opérations concernant la police administrative)
Officier de permanence

Blok G, Fritz Toussaintstraat 47

Tél: 02 642 6380

Fax: 02 646 4940

Mail: dga-dao@skynet.be

Local police zone

Border with | Number (and name) of | Municipalities(border ~ municipalities | Telephone ]
the policezone are in bold) number
FRANCE PZ 5461 DE PANNE / KOKSUJDE / + 32 (0) s8
WESTKUST NIEUWPOORT 53.30.00
PZ 5459 ALVERINGEM /1L.O- + 32 (0) 58
SPOORKIN RENINGE/VEURNE 33.53.11
PZ 5462 HEUVELLAND/IEPER/LANGEMA | + 32 (0) 57
ARRO IEPER RK-POELKAPELLE/ 23.05.00
MESEN/MOORSLEDE/
POPERINGE/
STADEN/VLETEREN/
WERVIK/ZONNEBEKE
PZ 5318 COMINES-WARNETON + 32 (0) 56
55.96.14
PZ 5455 LEDEGEM /MENEN/ + 32 (0) 56
GRENSLEIE WEVELGEM 51.01.11
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PZ 5317 MOUSCRON + 32 (0) 56
86.07.00
PZ 5320 CELLES/ ESTAIMPUIS/ + 32 (0) 69
DU VAL  DE | MONT-DE-L'ENCLUS/PECQ 53.29.30
L’ESCAUT
PZ 5316 TOURNAVANTOING/ + 32 (0) 69
DU TOURNAISIS RUMES/BRUNEHAUT 25.02.50
PZ 5321 BERNISSART/ PERUWELZ + 32 (0) 69
77.20.57
PZ 5329 DOUR/HENSIES/HONNELLES/ + 32 (0) 65
DES HAUTS- PAYS | QUIEVRAIN 65.20.25
PZ 5327 BOUSSU/COLFONTAINE/ + 32 (0) 65
BORAINE FRAMERIES/ QUAREGNON/ 61.00.20
SAINT-GHISLAIN
PZ 5324 MONS/QUEVY + 32 (0) 65
40.43.00
PZ 5333 ERQUELINNES / + 32 (0) 71
LERMES ESTINNES/LOBBES/MERBES 59.76.30
PZ 5334 BEAUMONT/ CHIMAY/ + 32 (0) 60
BOTTE DU | FROIDCHAPELLE/ 41.40.70
HAINAUT MOMIGNIES/SIVRY
PZ 5311 COUVIN /VIROINVAL + 32 (0) 60
3 VALLEES 31.03.00
PZ 5315 CERFONTAINE / DOISCHE / + 32 (0) 71
HERMETON ET | PHILIPPEVILLE 66.02.11
HEURE
PZ 5312 ANHEE / DINANT/ HASTIERE/ + 32 (0) 82
HAUTE-MEUSE ONHAYE/YVOIR 21.42.98
PZ 5310 BEAURAING /BIEVRE/ + 32 (0) 6l
HOUILLE-SEMOIS | GEDINNE/VRESSE-SUR-SEMOIS | 58.70.26
PZ 5302 BERTRIX/BOUILLON/ + 32 (0) 6l
SEMOIS ET LESSE | DAVERDISSE/ 46.60.07
HERBEUMONT/ LIBIN/ PALISEUL
/ SAINT-HUBERT/ TELLIN /
WELLIN
PZ 5299 CHINY /ETALLE/ + 32 (0) 63
DE GAUME FLORENVILLE/ 58.99.30
MEIX-DEVANT VIRTON/
ROUVROY/
TINTIGNY / VIRTON
PZ 5298 AUBANGE /MESSANCY/ + 32 (0) 63
SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
Germany PZ 5292 EUPEN /KELMIS/ + 32 (0) 87
WESER-GOHL LONTZEN/RAEREN 59.55.00
PZ 5290 LIERNEUX / MALMEDY / + 32 (0)80
STAVELOT- STAVELOT / STOUMONT / TROIS- | 28.18.00
MALMEDY PONTS /WAIMES
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10
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BURG-REULAND/
SANKT-VITH
LUXEM- | PZ5298 AUBANGE /MESSANCY/ + 32 (0) 63
BOURG SUD- MUSSON/SAINT-LEGER 138.02.54
LUXEMBOURG
PZ 5297 ARLON / ATTERT / HABAY / + 32 (0) 63
MARTELANGE 60.84.49
PZ 5301 BASTOGNE / BERTOGNE / + 32 (0) 6l
CENTRE ARDENNE | FAUVILLERS/LEGLISE/ 24.12.11
LBRAMONT-CHEVIGNY/
NEUFCHATEAU/
SAINTE-ODE / VAUX-SUR-SURE
PZ 5300 DURBUY / EREZEE / GOUVY / 432 (0)84
FAMMENE- HOTTON / HOUFFALIZE / 31.03.11
ARDENNE LAROCHE-EN-ARDENNE/
MANHAY / MARCHE-EN-
FAMENNE/NASSGGNE/
RENDEUX/TENNEVILLE/VIELSAL
M
PZ 5291 AMEL /BULLINGEN/ + 327 (0) 80
EIFEL BUTGENBACH/ 28.14.10
BURG-REULAND/
SANKT-VITH
NETHER- | PZ 5446 DAMME / KNOKKE-HEIST + 32 (0)50
LANDS 61.96.00
PZ 5424 MALDEGEM + 32 (0)50
72.71.60
PZ 5417 EEKLO / KAPRIJKE / + 32 (09
MEETJESLAND SINT-LAUREINS 376.46.46
CENTRUM
PZ 5421 ASSENEDE / EVERGEM + 32 (0)9
257.00.10
PZ 5416 LOCHRISTI /MOERBEKE + 32 (09
REGIO / WACHTEBEKE / ZELZATE 355.74.40
PUYENBROECK
PZ 5431 SINT-GILLIS-WAAS/STEKENE | + 32 (0)3
470.27.30
PZ 5430 BEVEREN + 32 (0)3
BEVEREN 750.14.11
PZ 5345 ANTWERPEN + 32 (0)3
202.55.11
PZ 5348 KAPELLEN / STABROEK + 32 (03
NOORD 660.09.30
PZ 5350 ESSEN / KALMTHOUT / + 32 (0)3
GRENS WUUSTWEZEL 620.29.29
PZ 5363 HOOGSTRATEN / MERKSPLAS/ |+ 32 (0)3

NOORDER-KEMPEN

RUKEVGRSEL

340.88.00
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PZ 5364 BAARLE-HERTOG / BEERSE / + 32 (0) 14
REGIO TURNHOUT | KASTERLEE / LILLE / OUD- 40.85.50
TURNHOUT / TURNHOUT /
VORSELAAR
PZ 5367 ARENDONK / RAVELS / RETIE + 32 (0)14
KEMPEN NOORD- 40.40.60
0O0ST
PZ 5368 BALEN / DESSEL / MOL + 32 (0)14
33.07.00
PZ 5371 LOMMEL + 32 (01
54.43.60
PZ 5372 HAMONT-ACHEL /NEERPELT/ |+ 32 (0)11
HANO OVERPELT 44.08.20
PZ 5385 BOCHOLT / BREE / KINROOI / + 32 (0)89
NOORD-OOST MEEUWEN-GRUITRODE 48.06.30
LIMBURG
PZ 5383 DILSEN-STOKKEM / MAASEIK |+ 32 (0)89
MAASLAND 56.92.11
PZ 5387 MAASMECHELEN + 32 (0)89 76
97 00
PZ 5386 LANAKEN 432 (0)89
71.22.23
PZ 5381 BILZEN / HOESELT / RIEMST + 32 (0)89 51
93 00
PZ 5281 BASSENGE/BLEGNY/DALHEM/ |+ 32 (0)4
BASSE-MEUSE JUPRELLE / OUPEYE / VISE 374.88.00
PZ 5382 VOEREN + 32 (0
381.10.11
PZ 5288 AUBEL/BAELEN/HERVE/LIMBOU | + 32 (0) 87
PAYS DE HERVE RG/OLNE / PLOMBIERES / 68.02.40
THIMISTER-CLERMONT /
WELKENRAEDT

National contact points for the reporting of changes in the contact details listed in this Annex:

Police Fédérale belge

Direction de la politique en matiére de coopération policiére internationale (CGI)
Square Victoria Regina 1, 1210 Bruxelles

Tél.: +32 2 223 98 50

Fax: + 322223 98 82

E-mail: cg.cgi.srt@police.be

FRANCE

[Border with J Organisation T Municipality ‘ Telephone number
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Fax number
E-mail

ITALY

CCPD

Vintimille

Tel : 0492 41 15 70/71/72
Fax:0492411574
E-mail :
ccpd-vintimille.ddpaf-
O6@interieur.gouv.fr

CCPD

Modane

Tel : 0479 05 42 42
Fax :04 79 05 42 40
E-mail :
ccpd-modane-
73@wanadoo.fr

GERMANY

CCPD

Kehi

Tel : 0049.7851.8895-0
Fax : 039023 13 69
E-mail:
mailto:centro.lzid1.1ka.bwl,
de ccpd2-offenbourg.ddpaf-
67@interieur.gouv.{r

or:
fabien.taglang(@@interieur.go

uv.fr (Chef détachement
P.N.)

SWITZERLAND

CCPD

Genéve Cointrin

Tel : 04 5028 47 00
Fax :04 5028 47 19
E-mail :

cepd-peneve.ddpaf-

0l@intericur.gouv. fr

SPAIN

CCPD

Hendaye

Tel : 05592093 60
Fax: 05 59 20 59 34
E-mail :

ccpd-

hendaye@interieur.gouv.fr

CCPD

Le Perthus

Tel : 04 68 83 79 00
Fax : 04 68 83 79 10

Tel : 05592093 60

Fax : 0559 20 59 34
E-mail :

cepd-
hendaye@interieur.gouv.frc
cpd-sec.le-perthus-
66(@intermel.si.mi
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Tel : 05 5939 04 85 .
Fax:0559361815
E-mail :
ccpd.canfranc@intericur.go
uv.fr

CCPD Canfranc le Somport

CCPD Melles Pont du Roy {Tel : 05 61 94 68 40
Fax : 05 61 94 68 48
E-mail :

ccpd.melles@interieur.gou

v.ir

BELGIUM CCPD Tournai

Tel : 003269 68 26 10
Fax :00 32 69 68 26 21
E-mail :
ccpd-tournai.dzaf-

59@interieur.gouv.fr

LUXEMBOURG CCPD Luxembourg Tel : 03 82 54 94 30 ou

+352 26 124 300
Fax : 03 82 54 94 39 ou
+35226 124 199

E-mail : fri@becp.etat.lu

National contact points for the reporting of changes in the contact details listed in this Annex:

Etat Major de la Direction Centrale de la Police aux Frontiéres

Centre d’information et de Commandement

Tel: +33140076695

Fax:+33 142651585

E-mail: cic.dcpaf@interieur.gouv.fr

GERMANY

The officers crossing the border must notify the competent local police operations centre of the
Linder police forces or the Federal Police.

Examples for border crossings:
“Ad hoc situations” when officers find suicidal or helpless persons, in case of traffic accidents, or
when officers observe crimes with imminent danger for life and limb

Border with Organisation Municipality Telephone
number
Fax number
E-mail

All borders with Local contactpoints of the | All municipalities at the

the Priim Partners | police (Police of the Linder | borders with the Priim
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(AT,FR, LU, BE, | and Bundespolizei) partners
NL)
In the event of a border
crossing, the competent
local Police
Communications Centre of
the Land police forces or of
the Federal Police must be
informed without delay

National contact points for the reporting of changes in the contact details listed in this Annex and
changes of contact details of the Linder police forces :

Bundeskriminalarat

65173 Wiesbaden

Tel: +49 611 55 13101
Fax:+49 611 55 12141;
E-mail: mail@bka.bund.de

LUXEMBOURG

Authority to be notified without delay in case of a cross-border operation in the event of imminent
danger:

Police Grand-Ducale

Direction des Opérations

Centre d’Intervention National (CIN)

Adresse : 1, rue Marie et Pierre Curie
L-2957 LUXEMBOURG

Tel.: + 352 4997 - 2323

Fax: + 352 4997 - 2398

E-mail : cin@police.etat.lu

National contact point for the reporting of changes in the contact details listed in this Annex:

Police Grand-Ducale
Direction des Opérations et de la Prévention
Adresse : 1, rue Marie et Pierre Curie

L- 2957 LUXEMBOURG
Tel.: +352 4997 - 2310
Fax: +352 4997 -2399

E-mail: dop@police.ctat.lu

THE NETHERLANDS

Border with Organisation Contact details Telephone number
Fax number
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E-mail
BELGIUM Korps Landelijke Hoofdstraat 54 Tel: (0031)0)343536366
GERMANY Politiediensten Postbus 100 Fax:(0031)0)343518180
(KLPD) (Police) 3970 AC Driebergen | E-
Bureau Conflict-en mail:ccb kipd@klpd.politi
Crisisbeheersing e.nl
Or:

Local contactpoints
of the regional
policeforces

In the event of a
border crossing, the
competent regional
Police
Communications
Centre
(Gemeenschappelijk
e meldkamer) must
be informed
immediately

National contact points for the reporting of changes in the contact details listed in this Annex:

Korps Landelijke Politic
Diensten (KLPD)
Department for Conflict
and Crisismanagement

Hoofdstraat 54
Postbus 100
3970 AC
Dricbergen

Tel: (0031)X0)343536366
Fax:(0031)0)343518180
E-mail:ccb klpd@klpd.politie.nl

SPAIN

The specified authorities to notify in the frame of the Treaty will be:

» The operational units mentioned in the Schengen agreement with France.
> Cooperation Centre between Spain and France situated in:
Border with Organization Municipality Telephone number
Fax number
E-mail
Timetable
FRANCE CCPD LE PERTHUS / LA | Tel: 0033 468 837913

JUNQUERA

Fax: 00 33 468 837920
E-mail:

gi-smd-girona-
ccpa@guardiacivil.org
Timetable:

Monday — Friday 08:00 —
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20:30

CCPD

HENDAYA / IRUN

Tel: 00 33 559 209360 /
00 34 696 909738

Fax:00 33 559 205934
E-mail:

ss-ccpa-
hendaya@guardiacivil.org
Timetable: 24 hours a day

CCPD

SOMPORT (Huesca)

Tel: 0034 974 373572
Fax:00 34 974 373573
E-mail:

hu-cmd-huesca-
ccpasomport@guardiacivi

Lorg
Timetable:24 hours a day

CCPD

MELLES - PONT DU ROY

Tel: 00 33 561 892962 /
00 33 561 946840

Fax: 0033 561 892639
E-mail:  l-ccpa-
melles@guardiacivil.org
Timetable:

Monday — Friday  08:00
-21:00

Saturday — Sunday 09:00
- 17:00




943-276611
{switchboard) ss-cmd-
GUIPUZCOA C/ Barachategui, 59 943-29:791 8 943- sansebast.iarf— .
20015 - San Sebastian | Operational 292134 | cos(@guardiacivil.
Service Center org
(COS)
Avda. Galicia, 2 948 | Macmd-pamplona:
NAVARRA 31003 — Pamplona 948-296850 206860 cos(@guardiacivil.
org
Avda. Martinez Velasco, | 974-210074 974. hu-cmd-huesca-
HUESCA 83 974-210105 211238 cos(@guardiacivil.
22004 — Huesca 974-210252 org
973-249008 o73- l-emd-ll¢ida-
LLEIDA C/ Libertad, 3 (switchboard) 228422 regmaci
25071 - Lleida 973-245633 973- .
(COS) 246078 vilorg
972-208650
C/ Emilio Grahit, 52 | (SWiehboard) 970. |~ semd-
GIRONA . 972-484012 girona(@guardiaciv
17003 — Girona . 484000 :
(COS) il.org
972-426066
REGION UNIT ADRESS TELEFONO FAX
Pais Vasco Headquarters of | C/José¢ M 34.943.454800 34.943.457855
San Sebastian Salaverria, s/n
Navarra Headquarters of | C/ General 34.948.299700 34.948.223326
Pamplona Chinchilla, 3
Aragon Headquarters of | C/ Ricardo Arco, | 34.974.245400 34.974.243320
Huesca 7
Cataluna Headquarters of | C/ Sant Pau, 2 34.972.220025 34972201149
Girona
Cataluna Headquarters of | C/ Paseo de 34.973.264799 34.973.264799
Lieida Ronda, 54

National contact points for the reporting of changes in the contact details listed in this Annex:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION ( CEPIC)

situated in: Gabinete de Coordinacion
Calle Amador de les Rios, 2
28010 MADRID- ESPANA

TR W e e ad e a

P 2 P




Phone numbers:

+34915371 883
+34 915371 884
+34 915372 056
+34 915372 057
+34915372 058
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FAX: E-MAIL.:

+34 913 191 228 cepic(@ses.mir.es
+34 913 191 645

+34 913 197 389
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Annex D.3

Particular arms, ammunition and equipment which are
prohibited to be carried according to
article 28 paragraph 1, 3" phrase of the Treaty

Particular arms, ammunition and equipment which are
prohibited to be used and the legal aspects according to
. article 28 paragraph 2 of the Treaty

Practical aspects of the use of arms,
ammunition and equipment according to
article 28 paragraph 5 of the Treaty

AUSTRIA

There are no prohibitions in Austria regarding article 28 paragraph 1, 3" phrase and article 28
paragraph 2 of the Treaty.

LEGAL AND PRACTICAL CONDITIONS OF THE USE OF ARMS, AMMUNITION
AND EQUIPMENT

Usc of means of force and service weapons is regulated in the Federal Law of 27 March 1969 on
the 'Use of Weapons by Officers of the Federal Police, Federal Gendarmery and police at
community level ("Use of Weapons Act 1969)"; Federal Law Gazette No. 149/1969 (in the version
of Fed.Law Gazette No. 146/1999).

§ 2. Officers of the Federal Police, Federal Gendarmery and police at community level are
authorized to make use of their service weapons if the need arises when exercising their duty

1. in case of justified self-defence;

2. 1o overcome tesistance against justified law enforcement intervention;

3. to enforce a lawi s arrest;

4. to prevent the escape of a detained person;

5. to avert any forri of danger.

§ 3. Service Weapons in the meaning of this Federal Law are
1. rubber truncheons, and other truncheons for police interventions,
2. tear gas and other irritants, which cause only a short-term health impairment
3. water canons,
4. firearms, as listed in category |, para. 1 and 2 of the Annex I to the State Treaty concerning
the Restoration of an Independent And Democratic Austria, Federal Law Gazette No.
152/1955, which support the officers listed in § 2 to fulfil their duty as instructed by their
superior authority or their service.

SRS IEY
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§ 4. Use of arms is admissible only, if lesser measures, such as the order to restore lawful
condition, threat of use of firearms, pursuit of a fugitive, use of physical force, or other available
lesser means, such as handcuffs or technical barriers, have proven uasuitable or ineffective.

§ 5. If different types of weapons are at disposal, only that weapon that appears least dangerous but
still effective under the prevailing circumstances, may be used.

§ 6. (1) Use of weapons directed against human beings may only serve the purpose io make an
individual incapable of resisting or fleeing. In cases as outlined in § 2, para. 2-to 5, the damage
expected by use of weapons must not be disproportionate to the intended effect.

(2) Each weapon must be used with the greatest possible caution and care for human beings and
property. Weapons may be directed against human beings only, if use of weapons against property
would be ineffective.

Life-threatening Use of Weapons

§ 7. Use of weapons presenting a threat to life of human beings is admissible only:

1. in case of justified self-defence to defend a human being;

2. to suppress a riot or insurgence;

3. to enforce an arrest or prevent the escape of an individual strongly suspected of a crime than can
only be committed deliberately and is liable to a prison term of more than one year, which in itself
or in connection with the suspect's behaviour during arrest or escape shows there is a general
security risk to the state, to himself or property;

4. to enforce arrest or prevent the escape of a mentally deranged person who poses a general
security risk to himself or property.

§ 8. (1) A distinct warning must be given immediately before life-threatening use of weapons
against human beings. If there is a crowd, the waming must be repeated. firing a warning shot also
counts as waming.

(2) Life-threatening use of weapons is admissible only, if there is no risk for innocent by-standers,
unless it appears inevitable in order to prevent a crowd from violent actions, posing a direct or

indirect security risk to individuals.

(3) In case of justified self-defence, the provisions of paragraphs 1 and 2 do not apply.

Use of other means than service weapons and of means having the effect of a weapon

§ 9. If a suitable service weapon is not available, also other weapons, or means having the effect of
a weapon, may be used by applying the provisions of the federal law mutatis mutandis.

AL




BELGIUM

Particul. - arms, ammunition and equipment which are prohibited to be carried:

For the cross-border operations provided in article 25: no prohibitions in Belgium

For the other forms of cross-border operations: police officers are allowed to carry the arms,
ammunition and equipment that they are allowed to use in Belgium.

Particular arms, ammunition and equipment which are prohibited to be used:
Belgium permits the use of the arms, ammunition and equipment listed in Annex 2 of the Treaty.
The Seconding State’s officers operating on Belgian territory should take into account the

following principles:

¢ Belgium does not permit the use of firearms with a calibre that exceeds 9 mm,;

¢ Belgium does not permit the use of firearms in fully automatic mode;

s Belgium does not permit the use of any type of handcuffs that can injure the apprehended
person;

e Belgium permits the use of pepperspray but does not permit the use of tear gas
Chloroacetophone (CN);

e Belgium does not permit the use of electric truncheons but permits the use of ordinary
truncheons;

¢ Belgium does nct permit the use of TASER).

Legal and practical conditions of the use of authorised arms, ammunition and equipment (art. 28).

1. Self defence

Art 38 Law on the police function

Without prejudice to Art 37, police officers are only allowed to use firearms against people if
they are acting in self-defence.

Art 416 of the penal code

Committing homicide or assault in legitimate self-defence may not be regarded as a crime or
as an offence.

Explanation of Art 416 of the penal code.

e Self-defence applies to everybody, not only police officers.
° Acts of self-defence may occur against all kinds of violence, not only against
firearms.
. In order to be regarded as self-defence, any situation has to fulfil the following
requirements:
* The assault has begun or is about to begin.
The victim must not necessarily be in danger of life. Running a real and grave risk of
being injured or wounded is sufficient.
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* The assault is illegal.
There is no self-defence against legal and justified assault. For instance, it is not
allowed to use violence against legal police actions. ;

* The assault must be commitited against people.
In art 416 of the penal code, insults are not regarded as assauits against people.

*+ Self-defence must be necessary and proportional.
If self-defence goes beyond the necessary limits, if the defence is more vielent than
the assault, it becomes an assault itself. As far as proportionality is-concerned, the
consequences of the use of a weapon must always be taken into account. For
instance, hitting someone’s head with a claw may be as lethal as a gunshot. If you
are not in a position to defend yourself in another way and if you are in danger of
life, the use of a firearm is then justified.

* Defence must occur at the same time as the assault.
Self-defence must not be a vengeance and, consequently, occur when the assault is
over.

Art 417 of the penal code

Besides the provision of Art 416 of the penal code, two other cases can be regarded as self-
defence. They are explained in Art 417 of the penal code:

Both following cases may be regarded as legitimate self-defence:

1. If homicide or assault has been committed while repelling, at night, someone
climbing a fence or a wall or breaking into an occupied house or flat or their
outbuildings, unless a constable considers that the person who climbed or broke in did
not have the intention of making a murder attempt, either before his/her acts or as a
consequence of the resistance of the occupants.

2. If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

Giving a warning.

In accordance with article 37 of the faw on the police function, any resort to force must be
preceded by a warning, unless this warning makes it ineffective.

The important point here is that we can use a firearm in a preventive and repressive way. The
preventive use of the firearm includes intimidating the opponent. In this case, no shot is fired.
The firearm is only used preventively.

The repressive use can be subdivided into three parts:

a. Intimidation shot. An intimidation shot is fired when the policeman is not directly
threatened. He fires in the air to intimidate the opponent.
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b. Warning shot. A warning shot is fired when the policeman is threatened. In this case, he
does not fire at the opponent.

c. Shot at people, animals or objects. This may occur in self-defence or in the other cases
provided for in the law on the police function.

In brief, we can state that the use of force is preceded by a warning. This warning may be a verbal
order or a warning shot, unless this warming makes the resort to force ineffective or in case of self-
defence.

2.  The use of force

In Belgium, firearms and ammunition can only be used in case of legitimate defence. In
accordance with Art 28, paragraph 2 of the Treaty, however, the Belgian officer in charge of the
operation may, in individual cases, give permission to use the other authorised arms and equipment
for purposes going beyond the legitimate defence. However, the use of these arms and equipment
will always have to be in accordance with the Belgian national law.

Art 37: Law on the police function

In the exercise of his duties, any police officer may resort to force, on the following
conditions:

1. He has to take all the risks of this resort to force into account;

2. He has to pursue a legitimate objective (that could not be reached otherwise);

3. The resort to force must be sensible and proportional to the pursued objective;

4. The resort to force must be preceded by a waming (unless this waming makes it
ineffective).

Explanation of Art 37.
The first three conditions of Art 37 may come down to only one word:

1. Opportunity: The policeman must take the risks of the use of force into account, from
both physical and material points of view.
E.g.: During a control, a policeman fires at the tyres of a leaving vehicle but the bullet
misses the target and hits an innocent passenger.

2. Legality: The use of force and coercion is only allowed in the cases and on the conditions
provided for in the law.

E.g.: During an identity check, the person being controlled wants to punch your
colleague. You react immediateily by getting the person in a self-defence hold.
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3. Proportionality: If the use of force and coercion is necessary, the less violent and most
appropriate solution will then be chosen.

E.g.: During a fight in a pub, a drunken person takes a bottle and makes as if to hit
another person with it. The drunken person does not react to your verbal warnings. As
this person is drunk and armed, you take your truncheon and try to overcome him.

In short, one always has to consider three questions before resorting to force.
1. Is it legal?
2. Aren’t there any less violent and dangerous means?

3. Are the means proportional to the goal to be achieved?

FRANCE

France does not foresee any restrictions with respect to carrying service weapons, means of force
and other equipment provided they have been handed out by the police administration of the Priim
partners.

While enforcing article 25, the use of weapons and firearms shall be restricted to sclf defense
situations and only handguns (revolvers and pistol guns) tear gas and truncheons, as long as they
have been handed out by the police administration, will be allowed.

Legal and practical conditions of the use of arms, ammunition and equipment
Specific conditions under which self defense is admitted.

Requirements for self defense in French criminal law are stated in the articles 122-5 and 122-6 of
the penal code. While the first one explains the general conditions of self defense, the second
describes two particular situations which reacting to will be considered as necessitated by self
defense.

Firstly, self defense is a reaction to protect a victim from an assault and article 122-5 specifies the
details of its two components that are the attack and the counterattack. _

The attack has first to be perpetrated against a person, policeman or not. It has then to be
unjustified which obviously is not the case when rebelling against enforcement of the law by the
police. It has last to be real and current which on the one hand, means that using weapons or
firearms to react to a threat cannot be justified by the needs of self defense and on the other hand,
means that using weapons and firearm after the attack is finished would be considered as retaliation
instead of self defense.

i
i
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For the same reason that just explained the counterattack must be immediate while the assault as
not to be considered as retaliation. It has then to be necessary which means only it could stop the
attack. Finally it has to be commensurate with the attack.

Secondly, self defense is a reaction in order to interrupt a crime or an offense against possessions
while it is being perpetrated. In such a situation article 122-5 states that self defense act has to be
strictly necessary and commensurate with the infringement seriousness as long as it is not a murder.

Article 122-5 states that there is no penal liability for a person acting for self defense needs.

The concemns of article 122-6 are about two particular situations in which the use of weapon or
firearm by a policeman would be presumed as necessitated by self defense.

The first one is related to a case where policeman act to repel out of a lived in property the
perpetrator(s) of a burglary committed by means of a trick or violence.

The second one is related to a situation where policeman act to defend himself against the
perpetrators of a rubbery or of a looting committed with violence.

The presumption stated in article 122-6 is not irrefragable and does not exempt the person acting
for self defense from having respect for particularities specified in article 122-5 such as reacting to
a serious, real and current danger.

Particular situation stated in article 73 of criminal procedure code.

This article states that any citizen who sees a crime or an offense while it is being committed can
arrest its perpetrator in order to present him to the local police officer. So for a foreign police
officer crossing the French boarder as to enforce article 25 of the Priim treaty can arrest an offender
or a criminal provided that the arrest is done while the infringement is being committed.

GERMANY

Arms, ammunition and equipment prohibited from being carried during cross border operations (art
28)
For all kinds of operations: no prohibitions

Legal and practical conditions of the use of authorized arms, ammunition and equipment:
For Germany are relevant the “Gesetz iiber den unmittelbaren Zwang bei Ausiibung offentlicher

Gewalt durch Vollzugsbeamte des Bundes (BGBL. I 1961, 165; zuletzt gedndert durch Art. 28 V
vom 31.10.2006) and the equivalent laws of the federal Linder.




-31-

LUXEMBOURG

Particular arms, ammunition and equipment which are prohibited to be carried:

For the joint operations and the cross-border operations provided for by the articles 24 and 25 of
the Treaty, there are in principle no prohibitions; the police officers of the other Parties are allowed
to carry the arms, ammunition and equipment which are part of their individual or collective
regular equipn:ent.

For the joint operations provided for by article 24 of the Treaty, the missior statement foreseen in
point 14.1 of the Implementing Agreement may specify some equipment v.hich may not be carried
for a determined operation.

Particular arms, ammunition and equipment which are prohibited to be used:
Luxembourg permits the use of the arms, ammunition and equipment listed in Annex 2 of the

Treaty. The Seconding State’s officers operating on Luxembourg territory should take into account
the following principles:

Legal and practical conditions of the use of authorised arms, ammunition and equipment:

1. Self defence:

Luxembourg police officers - and hence also the police officers of other Partics operating on the
Luxembourg territory within the framework of the Treaty — are in principle submitted to the
general rules of self defence on the basis of articles 416 and 417 of the Penal Code, providing that
homicide or assault committed in legitimate self defence may not be regarded as a crime or as an
offence. Self defence may be practiced not only against fircarms, but against all kinds of physical
violence.

In order to be accepted as self defence, the following conditions have to be fulfilled:

1) The assault must be illegal.
There is no self defence against legal and justified assault. For instance, it is not allowed to
use violence against legal police actions.

2)  Self defence must occur at the same time as the assaull.
Self-defence must begin at the latest when the assault is still ongoing; any act of defence
started after the assault has ceased is not considered as self defence. Hence, all acts like
physical violence against an offender who is fleeing or vengeance is outside the scope of
self defence.

3) Self-defence must be necessary and proportional.
Acts going beyond the necessary limits to avoid an assault causing the risk of death or
physical injuries may become by itself an assault. The consequences of the use of a weapon
must always be taken into account. For instance, hitting someone’s head with a claw may
be as lethal as a gunshot. If you are not in a position to defend yourself in another way and
if you are in danger of life, the use of a firearm is then justified.
As far as proportionality is concerned, it has to be stressed that an act of defence being
more violent than the assault may also become an assault itself. On the other hand, the
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victim must not necessarily be in danger of life; running a real and grave risk of being
injured or wounded is sufficient.

4)  The assault must consist in physical violence.
All kinds of insults or verbal attacks are not regarded as assault justifying self defence.

5) Self defence has, in principle, to be used in case of an assault against human beings.
The fact of defending a third person against an assault is also considered as self defence if
all the other conditions are fulfilled. Moreover, self defence in order to protect goods is in
theory accepted but the condition of proportionality is in that case difficult to fulfil.
Injuring or even killing a person as defence against a theft for example is in principle never
considered as self defence.

Beside the situation of self defence as such, there are two cases which may be regarded as
legitimate self-defence:
b) If homicide or assault has been committed while repelling, at night, someone climbiug
a fence or a wall or breaking into an occupied house or flat or their outbuildings,
unless the person who climbed or broke in did not have the intention of making a
murder attempt, either before his acts or as a consequence of the resistance of the
occupants.
¢) If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

2. The use of police force, independently from self defence as such:

Beside the rules related to self defence, police officers are allowed in Luxembourg to make use of
arms, fircarms and other means of constraint according to the conditions provided for by the law of
28" July 1973 concerning the use of weapons and other means of constraint by the members of the
public force in the fight against criminality.

These provisions may me summarised as follows:

Police officers on duty may, if it is absolutely necessary, use firearms and other arms:

1)  ifthey are attacked, with or without arms;

2)  if they are about to help other another person whose life, physical integrity or goods are
considerably endangered;

3) if it is the only mean to defend, against an armed or unarmed attack, persons, posts, buildings
or other installations which they are to protect;

4) if persons, who have been summoned twice to stop by the call “stop, police !, don’t stop or
if they cannot be stopped otherwise; however, in that second case, the use of weapons is only
justified if there are reasonable grounds to believe:
aj that these persons, identified or not, have committed a crime;

b)  that these persons are researched on the basis of an arrest warrant for crime;
c¢)  that these persons are fleeing prisoners or indicted persons.

Police officers may also use their weapons under the above mentioned conditions:
1)  against persons who are fleeing after an attack and who don’t after having been summoned
to stop;




2)

3)
4
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to push back person trying to take possession of prisoners, seized or confiscated goods and
evidence after having been summoned to desist;

if there are no other means to stop a vehicles, boat or aircraft;

to prevent the imminent commission of a crime or offence.

The above mentioned use of weapons is also allowed to protect transports of money and other
similar values.

The detailed provisions of the abovementioned law of 28" July 1973 are listed hereunder in
excerpts in French and German.

Loi du 28 juillet 1973 réglant 1'usage des armes et autres moyens de contrainte par les
membres de la force publique dans la lutte contre la criminalité.
(Extrait)

Art. 1. Dans Uexercice de leurs fonctions, les membres de la police grand-ducale peuvent,

en cas de nécessité absolue, faire usage des armes blanches ou des armes a feu dans les cas

suivants:

5) lorsque des violences ou voies de fait sont exercées contre eux, ou lorsqu’ils sont
attaqués méme sans armes ou qu’ils sont menacés par des individus armés;

6) lorsqu’ils sont appelés a préter assistance a des personnes attaquées et dont la vie,
I"intégrité physique ou les biens sont exposés a un danger considérable et présent;

7)  lorsqu’ils ne peuvent défendre autrement, contre une attaque armée ou non, le terrain
qu’ils occupent, les postes, édifices et installations qui leur sont confiés ou qui sont
sous leur garde, ou encore les personnes a eux confiées ou sous leur escorte;

8) lorsque les personnes sommées de s’arréter par deux appels, faits a haute voix, de
«Halte, police '», cherchent & se soustraire a leurs investigations ou a 1’arrestation, et
ne peuvent étre contraintes de s’arréter que par 1'usage des armes; toutefois, dans ce
cas I’usage des armes n’est justifi¢ que s”il y a des présomptions graves:

a) que les individus en question, identifiés ou non, ont commis un crime, et
notamment s’ils sont poursuivis par la clameur publique;

b) ou que ces individus sont des personnes recherchées ou dont I’arrestation est
ordonnée par un mandat de justice, pour crime;

c) ou que ces individus sont des prisonniers, détenus ou condamnés évadés, et qui
sont recherchés, inculpés ou condamnés du chef de crime.

Art. 2. Les membres de la police grand-ducale peuvent encore faire usage de leurs armes,

dans les conditions spécifiées a Iarticle 17:

1)  contre les personnes qui, sans obéir & I'ordre de s’arréter, fuient aprés les avoir
attaqués a main armée, et contre les conducteurs de véhicules pourvus de moteurs
mécaniques qui fuient aprés avoir manccuvré pour mettre leur vie en péril;

2)  pour repousser ceux qui, malgré la sommation de se désister ou de s’éloigner, tentent
de leur enlever leurs prisonniers, leurs armes ou les objets saisis en vue de la
confiscation ou a titre de pi¢ces de conviction;

3) lorsqu’ils ne peuvent immobilier autrement les véhicules, embarcations, aéronefs ou
autres moyens servant au transport d’auteurs présumés d'un crime dont les
conducteurs n’obtempérent pas a I’ordre ou au signal d’amrét, sans préjudice de ce qui




est porté a I’article 8 ci-apres; lorsqu’un barrage dressé dans le cadre de la recherche
des malfaiteurs a été forcé par un véhicule, et s’il appert des circonstances qu’il I’a été
en connaissance de cause, le feu peut étre ouvert sans sommation;

4)  pour empécher la commission imminente d’une infraction ou la continuation de cette
infraction, si, d’aprés les circonstances, celle-ci constitue soit un crime, soit un délit
commis a I’aide d"armes ou d’explosifs.

Art. 3. Dans les cas ot il y a rébellion de la part des prisonniers ou tentative d’évasion, et
s’il n’y a pas d’autres moyens de contenir ou de contraindre les révoltés ou les fuyards, le
chef de I’escorte leur enjoint de rentrer dans |"ordre par les mots: «Halte ou je fais feu». Si
cette injonction n’est pas suivie, I’usage des armes est autorisé.

Si les prisonniers cherchent a s’emparer des armes des membres de I’escorte, ou fuient aprés
avoir bless¢ un membre de celle-ci, les armes peuvent étre employées a I’instant et sans
sommation préalable.

Art. 4. (..)

Art. 5. (...)

Art. 6. En cas de transport de fonds ou valeurs publics ou privés, les membres de la force
publique qui forment I’escorte, en exécution des ordres regus, peuvent ouvrir le feu dés
qu’une attaque contre le convoi se manifeste par des actes extérieurs qui en forment un
commencement d’exécution méme s’ils ne sont pas personnellement en état de légitime
défense. Si les assaillants fuient aprés s’étre emparés de tout ou partie des valeurs convoyées,
le feu peut étre ouvert sur eux et leurs véhicules sans sommation.

Art. 7. Les prescriptions des articles 1 a 4 et 6 s’appliquent également a 1’usage des gaz
lacrymogenes et du matériel d arrosage.

Art. 8. Dans le cadre de leurs opérations de contrdle et de recherche, les fonctionnaires visés
a Iarticle 1¥ opérant d’office ou sur les ordrzs de leurs supérieurs hiérarchiques ou sur la
réquisition de I’autorité judiciaire peuvent immobilier les véhicules de toute nature au moyen
de cables, herses, hérissons, barriéres, filets et antres engins analogues.

Art. 9. (...)

Art. 10. Lorsque, dans |'exercice de ses fonctions, un membre de la force publique a regu de
son supérieur ’ordre d’employer les armes ou un moyen de contrainte quelconque, cet ordre
est a exécuter, a moins qu’il ne concerne pas [’exécution des fonctions.

L’ordre ne doit pas étre exécut€, si son exécution constituait un crime ou un délit.
Si, dans ce cas, I’ordre est néanmoins exécuté, I’agent d’exécution n’est responsable que s’il
a connu ou pu connaitre d’aprés les circonstarices qu’il s agissait manifestement d’un crime

ou délit.

L’agent d’exécution doit, si les circonstances le lui permettent, faire valoir a I’égard de
I’auteur de I’ordre ses objections en ce qui concerne la légalité de I’ ordre regu.




Art. 11. La présente loi ne déroge ni aux dispositions légales concernant le droit de légitime
défense, ni aux dispositions de lois particuliéres qui autorisent, dans certains cas et au profit
de certains agents et fonctionnaires, I’emploi de moyens de contrainte ou I'usage des armes
dans une mesure plus étendue.

.)

Gesetz vom 28. Juli 1973 iiber die Reglementierung des Gebrauchs von Waffen und anderen
Zwangsmittel durch die Mitglieder der 6ffentlichen Macht im Kampfe gegen die

Kriminalitit. (Auszug)

Art. 1. Die Mitglieder der grossherzoglichen Polizei konnen, in Ausiibung ihrer Pflicht und
im Falle absoluter Notwendigkeit, in folgenden Fillen Gebrauch von Blank- oder
Schusswaffen machen:

)

2)

3)

4)

wenn Gewalttitigkeiten oder Titlichkeiten gegen sie ausgeiibt werden, oder wenn sie

angegriffen werden, selbst ohne Waffen, oder wenn sie von bewaffneten Individuen

bedroht werden;

wenn sie angegriffenen Personen Beistand leisten sollen, deren Leben, physische

Unversehrtheit oder Eigentum einer betrichtlichen und gegenwirtigen Gefahr

ausgesetzt sind;

wenn sie das von ihnen besetzte Gelinde, die ihnen anvertrauten oder unter ihrer

Bewachung stehenden Posten, Gebdude und Einrichtungen, oder aber die ihnen

anvertrauten oder von ihnen eskortierten Personen nicht anders gegen einen

bewaflneten oder nicht bewaftneten AngrilT verteidigen kénnen;

wenn die durch zwei, mit lauter Stimme gemachten Aufforderungen « Halt, Polizei ! »

zum Stehen bleiben aufgeforderten Personen versuchen, sich ihrer Untersuchung oder

Verhaftung zu entziehen, und nicht anders als durch den Gebrauch von Waffen zum

Stchen bleiben gezwungen werden kénnen; jedoch ist der Waffengebrauch in diesem

Falle nur gerechtfertigt, wenn ernsthafte Vermutungen vorhanden sind:

a) dass die betreffenden Individuen, ob identifiziert oder nicht, ein Verbrechen
begangen haben, und besonders wenn sie vom &ffentlichen Nachruf verfolgt
werden;

b)  oder dass diese Individucn wegen cines Verbrechens gesucht werden, oder ihre
Verhaftung wegen eines Verbrechens gerichtlich angeordnet worden ist;

<) oder dass es sich bei diesen Individuen um entflohene Gefangene, Inhaftierte
oder Verurteilte handelt, diec wegen eines Verbrechens gesucht, beschuldigt oder
verurteilt sind.

Art. 2. Die Mitglieder der grossherzoglichen der Polizei konnen, gemiss den in Artikel 1

bezeichneten Bedingungen, auch ihre Waffen gebrauchen:

1)

2)

Gegen Personen welche dem Befehl Stehen zu keine Folge leisten, die Flucht
ergreifen nachdem sie die Beamten mit bewaffneter Hand angegriffen haben, sowie
gegen die Fahrer von Kraftfahrzeugen die fliichtig werden, nachdem sie manévriert
haben um das Leben der Beamten in Gefahr zu bringen;

Um diejenigen abzuwehren die, trotz Aufforderung von ihrem Vorhaben zu lassen
oder sich zu entfernen, versuchen ihnen ihre Gefangenen, ihre Waffen oder die zwecks
Einziehung oder als Beweisstiicke beschlagnahmten Gegenstiinde zu entreissen;




3)  Wenn sie nicht anders Fahrzeuge, Boote, Lufifahrzeuse oder sonstige Mittel zum
Stillstand bringen konnen, die zur Beforderung der mutmaBlichen Urheber eines
Verbrechens diesen und deren Fahrer dem Befehl oder dem Signal zum Halten keine
Folge leisten, dies unbeschadet der Bestimmungen des nachstehend angefiihrten
Artikels 8; das Feuer kann ohne Aufforderung erdffnet werden, wenn eine im Rahmen
einer Fahndung errichtete Verkehrssperre von einem Kraftfahrzeug durchbrochen
wurde, und sich aus dem Umstinden ergibt, dass dies in voller Kenntnis der Sachlage
geschehen ist;

4)  Um das unmittelbar bevorstehende Begehen einer Zuwiderhandlung, oder um die
Fortsetzung dieser Zuwiderhandlung zu verhindern wenn, den Umstidnden gemiss, es
sich dabei um ein Verbrechen oder um ein mittels Waffen oder Sprengstoffen
begangenes Vergehen handelt.

Art. 3. Wenn im Falle einer Rebellion oder eines Fluchtversuches von Gefangenen es nicht
anders moglich ist die Rebellierenden oder Fliichtenden zuriickzuhalten oder zu bezwingen,
so befiehlt thnen der befehlshabende Beamte die Ordnung wiederherzustellen mit den
Worten « Halt oder ich schieBe ! ». Wird diesem Befehl keine Folge geleistet, so ist der
Gebrauch von Waffen erlauvbt.

Die Waffen konnen sofort und ohne vorherige Aufforderung gebraucht werden wenn die
Gefangenen versuchen sich der Walfen der Beamten zu bemiichtigen oder fliichtig werden,
nachdem sie einen dieser Beamten verwundet haben.

Art. 4. (..)

Art. 5. (...)

Art. 6. Sobald im Falle cines Geldtransportes oder eines Transportes von 6ffentlichen oder
privaten Werten sich ein Angriff auf den Transport durch duflere Handlungen bemerkbar
macht, die einen Anfang der Ausfiihrung bilden. kdnnen die in Ausfithrung der erhaltenen
Befehle die Eskorte bildenden Beamten das Feuer er6ffnen, selbst wenn sie sich personlich
nicht im Zustand der rechtmiBigen Verteidigung befinden. Gehen die Angreifer fliichtig,
nachdem sic sich der eskortierten Werte ganz oder teilweise bemichtigt haben, kann das
Feuer auf sic oder ihre Fahrzeuge ohne Aufforderung erofinet werden.

Art. 7. Die Bestimmungen der Artikel 1 bis 4 und 6 sind ebenfalls anwendbar auf den
Gebrauch von Trinengas und Wasserwerfern.

Art. 8. Im Rahmen ihrer Kontroll- und Fahndungsoperationen kdnnen die in Artikel 1
erwihnten Beamten, ob von Amts wegen oder auf Befehl ihrer Vorgesetzten, oder auf
Anordnung der Gerichtsbehtrden, Fahrzeuge aller Art mittels Kabeln, Sturmeggen,
Eisenspitzen, Sperren, Netzen und dhnlichen Vorrichtungen zum Stillstand bringen.

Art. 9. (...)

Art. 10. Wenn, in Ausiibung seiner Dienstpflicht, ein Mitglied der 6ffentlichen Macht von
seinem Vorgesetzten den Befehl erhalten hat, die Waffen oder irgendein Zwangsmittel zu
gebrauchen, so ist dieser Befehl auszufiihren, es sei denn er betreffe nicht die Ausiibung der
Dienstpflicht.
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Der Befehl darf nicht ausgefiihrt werdcn, wenn seine Ausfiihrung ein Verbrechen oder ein
Vergehen darstellen wiirde.

Wenn in diesem Falle der Befehl trotzdem ausgefiihrt wird, so ist der ausfiihrende Beamte
nur dann verantwortlich, wenn er gewusst hat, oder den Umstiinden nach wissen konnte, dass
es sich offensichtlich um ein Verbrechen oder Vergehen handelte.

Der ausfihrende Beamte muss, wenn die Umstiinde es ihm erlauben, dem  heber des
Befehls gegeniiber seine Einwendungen beziiglich der GesetzmiBigkeit des erhaltenen
Befehls geltend machen.

Art. 11.  Gegenwirtiges Gesetz beeintriichtigt weder die gesetzlichen Bestimmungen
betreffend das Recht zur Notwehr, noch die Bestimmungen besonderer Gesetze, welche in
gewissen Fillen Beamten die Anwendung von Zwangsmitteln oder den Gebrauch von
Waflen in weiterem Sinne erlauben.

(...)
3. Particular situation provided for in article 43 of the Criminal Procedure Code:

According to this article, any person who sees another person in the act of committing a crime or
an offence punished with deprivztion of liberty is authorized to apprehend the offender and to
conduct him before the next judicial police officer.

As a foreign police officer, being on the territory of Luxembourg within the framework of articles
24 and 25 of the Treaty, has the same rights as any person, he or she may act on behalf of this
article, if not otherwise decided by a Luxembourg police officer according to article 24 paragraph 3
or article 25 paragraph 3. last phrase, of the Treaty.

THE NETHERLANDS

The Netherlands does not foresee any restrictions with respect to carrying service weapons, means
for force, and other equipment (provided they have been handed out by the employer).

Article 28 paragraph 2 of the Treaty forms an exception to the following legislation. The arms,
ammunition and equipment mentioned in Annex 2 (for the Netherlands: firearms, pepper spray and
tear gas) may only be used in the legitimate defence of the officer himself or another (self-defence
article 41 of the Penal Code). On the basis of the same provision the superior may determine
otherwise in individual cases.




Police Act 1993

Article 8

-1. A police officer who is appointed to carry out a police task is authorised to use force in the
lawful performance of his job, if the relevant goal justifies such, taking account of the risks
inherent in the use of force and such goal cannot be achieved in a different manner. If possibie the
use of force shall be preceded by a warning,.

-2. A police officer who has been appointed to carry out police duties has access to every location,
insofar as such is reasonably necessary to provide assistance to those ‘vho require such.

-3. A police officer who has been appointed to carry out a police task is authorised to scarch the
clothing of persons in the exercising of a power granted to him by law or when carrying out an
action to perforr the police task, if facts or circumstances show that there is an immediate risk for
their lifc or safety. or the life or safety of the officer himself or of third parties and this search is
necessary to deflect that risk.

-4. The district attomey or the assistant district attorney before whom detainees or suspects or
convicts legaliy deprived of their freedom are brought, has the power to determine that their person
will be searched. if facts or circumstances show that there is a risk to their life or saiely or the life
or safety of the officer himself and this search is necessary to deflect that risk.

-5. The exercising of the powers referred to in paragraphs | through 4 must be reasonable and
proportionate to the intended goal.

-6. Paragraphs 1 through 5 also apply to a member of the military police. if he acts in the lawful
performance of his dutics. and to members of any other part of the armed forces who assist the
police on the basis of this Act.

-7. Our Mimister of Justice can stipulate that the special investigating officers referred to in article
142, paragraph 1 of the Code of Criminal Procedure can exercise the powers described in
paragraphs | and 3 insofar as designated by him either in person or per category or unit. In such
case an ofTicial instruction shall be established for them in accordance with article 9.

Article 9

-1. By order in council on the proposal of Our Ministers of Justice and of the Interior and Kingdom
Relations, in conjunction with Qur Minister of Defence insofar as the military police is concerned,
an official instruction shall be established for the police and for the military police.

-2. 1f a member of any other part of the armed forces acts in the performance of his tasks described
in articles 59 and 60, the official instruction applies.

-3. The official instruction shall lay down rules for the implementation of articles 7 and 8.

-4. By or pursuant to an order in council, rules shall bc established by ininisterial regulation
regarding measures which can be applied to persons & fully deprived of their liberty with an eye
on their detention, insofar as this is necessary in the interest of their safety or the safety of others.
The order in council shall be established foliowing a proposal of Our Ministers of Justice, and of
the Interior and Kingdom Relations. in conjunction with Our Minister of Defencc insofar as the
military police is concerned.
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-5. Paragraph 4 applies mutatis mutandis to persons who have been placed in the custody of the
police or the military police in connection with assistance being given to them.

-6. Officers whom Our Minister of Justice has appointed to transport persons lawfully deprived of
their freedom can exercise the powers referred to in article 8, paragraphs 1 and 3, or take the
measures referred to in paragraph 4 insofar as this is necessary to prevent the person being
transported from escaping custody. The first full sentence applies insofar as the persons lawfully
deprived of their freedom are in the custody of the police or the military police.

Decree of 8 April 1994, establishing rules relating to a new Official Instruction for the police,
the military police and special investigating officers and the measures which can be taken in
respect of people who have been lawfully deprived of their liberty

(Official Instruction for the police, the military police and special iavestigating officers
[Version efiective as of: 20-09-2006})

History: Staatsblad 1994, 825; Staatsblad 1997, 764: Staatsblad 1998. 340; Staatsblad 1999, 197:
Staatsblad 2001, 387: Staatsblad 2002, 74 Staatsblad 2004, 218; Staatsblad 2005, 110;
Staatsblad 2006, 407

We Beatrix, by the grace of God, Queen of the Netherlands, Princess of Orange-Nassau, etc., elc..

etc.

On the proposal of Our Ministers of Justice and of the Interior of 8 December 1993, Public Law
Legislation Staft Department, no. 415284/93/6 and no. EA 93/U 3630, made in conjunction with
Our Minister of Defence, no. CWW 85/008;

In view of article 9 of the Police Act 1993,
Having heard the Council of State (advice of 28 Maich 1994, no. W.O. 3.93.0838);

in view of the additional report of Our Minister of Justice which was also made on behalf of Our
Minister of the Interior of 7 April 1994, Public Law Legislation Staft Department, no. 433019/94/6,
no. EA 94/U1149, published in accordance with Our Mimster of Defence;

tHave approved and understood:

CHAPTER 1. General
Articl2

1. In this Decree officer is understood to mean:
a. a police officer as referred to in article 3, paragraph 1 under @ and ¢, and paragraph 2 of the
Police Act 1993;
b. a police officer as referred to in article 3, paragraph 1. under b, of the Police Act 1993 insofar
as it relates to articles | and 2, chapter 5: In chapter 6 of this Decree officer also means a police
officer as referred to in article 3, paragraph 1, under b, of the Police Act 1993, or another
person, insofar as said police officer or said person is also a special investigating officer and has
been charged by the police commissioner with taking care of detainees.
c. a person who is apy ointed as trainee for the term of his training;
d. members of the military police in the performance of police duties as referred to in article 6,
paragraph 1 of the Police Act 1993;

i
;
|
!
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e. members of the armed forces as referred to in article 59, paragraph 1 and article 60 of the
Police Act 1993.
In this Decree the following terms have the following meaning:
a. an officer who under the heading of his duties or pursuant to an order or instruction is charged
with or has command of the performance of the duties;
b. if on the basis of the provisions under a, no superior can be designated, the police officer who
has a higher rank or, in the eveat of equal ranks, the person with the greatest number of years of
service, or in the event of action on the part of members of the military police or of ary other
section of the armed forces, the person who pursuant to the provisions laid down by or pursuant
to article 67 of the Code of Military Penal Law is the superior.
In this Decree the following terms have the following meaning:
a. competent authority: the authority referred to in articles 12, 13 and 15 of the Police Act 1993:
b. force: every coercive use of force of more than minor significance used on persons or
property’;
¢. use of force: the use of force and threatening the use of force, including taking a firearm to
hand;
d. weapon:
lo. the equipment, arms and ammunition permitted pursuant to article 49, paragraph 1 of the
Police Act 1993 which can be used to exercise force, and
20. the equipment, arms and ammunition made available by Our Minister of Defence which
can be used to exercise force in the performance of the police duties referred to in articles 6,
58, 59 and 60 of the Police Act 1993;
e. resources for deportation:
I. equipment for the deportation of aliens made available pursuant to article 49, Paragraph 1
of the Police Act 1993 to a police officer who is charged by or pursuant to the Aliens Act
2000 with guarding the borders or the supervision of aliens, and
2. equipment for the deportation of aliens made available by Our Minister of Defence, in
conjunction with Our Minister of Alien Affairs and Integration to a member of the military
police wha is charged by or pursuant to the Aliens Act 2000 with guarding the borders or the
supervision of aliens:
f. automatic fircarm: firearm whereby several shots can be discharged with one pull of the firing
mechanism or a fircarm which can, by choice. discharge cither one or several shots;
g. riot police: a unit of police officers as referred to in article 6 of the Control of Regional Police
Forces Decree and the military police units charged with the same duties as those set out in the
aforementioned decree:
h. doctor: the advising duty doctor;
1. special investigating officer: a speical investigating officer as referred to in article 142,
paragraph 1 of the Code of Criminal Procedure:
J- the use of a firearm: pointing, keeping it pointed and actually using a firearm;
K. non-penctrating ammunition: ammunition which has been designed not to penetrate the body
upon impact with a person.

4. In this Decree, detainee means the person who has been lawfully deprived of his liberty.
detainee also means the person who has been placed in the custody of the police station or squad
room in connection with assistance being given to them.
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Article 2

An officer shall identify himself using the proof of ID given to him:
a. when acting in civilian clotaing, without being so requested, unless exceptional circumstances
make this impossible, and
b. when acting in uniform, upon request.

Article 3

An officer who provides assistance pursuant to the provisions of Chapter IX of the Police Act 1993
is under the command of the local competent authority or an officer designated by said authority.

CHAPTER 2. Force
$ 1. General
Article 4

The use of weapons is only permitted by an ofticer:
a. to whom such weapon is lawfully made available, insofar as he is acting in the performance
of the duty for which the weapon was made available to to him, and
b. who is skilled in the use of such weapon.

Article 5

1. If the officer, in a closed-off area or otherwise, acts -'nder the supervision of a superior present
on site, he shall not use force until after having received an explicit order from said superior. The
superior shall indicate which weapon shall be used.

2. Paragraph 1 does not apply in the event the superior referred to in paragraph | has stipulated
otherwise in advance.

3. Nor does paragraph | apply in a case as referred to in article 10, paragraph 1.b, insofar as it
would not have been reasonable to awaii the order.

Article 6

1. The police commissioner or the police officer designated by the police commissioner shall only
deploy the unit referred to in article 6 or 8 of the Control of Regional Police Forces Decree after
receiving the consent of the competent authoritv.

2. The officer designated by the competent authority shall only deploy the units referred to in
articles 58 and 59 of the Police Act 1993 after receiving the consent of the competent authority.

§ 2. Firearms

Article 7

1. The use of a firearm, not being a firearm which is an automatic weapon or a long range precision
rife, is only permitted:
a. to detain a person with regard to whom it can reasonably be assumed that he has a firearm on
his person ready for immediate use and will use said firearm on people;
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b. to detain 2 person who has escaped or attempted to escape detention, arraignment or other
lawful deprivation of liberty, and who is suspected of or has been convicted of the commission
of an offence
1°. which in its statutory definition is punishable by a custodial sentence of four years or
more, and
2°. which forms serious harm to the physical integrity or personal life sphere, or
3°. which due to its consequence does or could pose a threat to society.
c. to control unrest or other serious disorder, if there is an order by the competent authority and
an action in a closed-off area under the supervision of a superior;
d. to control military unrest, other serious military disorder or mutiny if members of the military
police act on instruction of the Minister of Defence or the district attorney of Arnhem charged
with military affairs in a closed-off area under the supervision of a superior.
2. The use of firearms in the cases referred to in paragraph 1 under a and b is only permitted
against persons and transnort vehicles in which or on which people are situated.
3. In the cases refzrred to in paragraph 1 under @ and b, no use shall be made of firearms if the
identity of the person to be detained is known and it can reasonably be assumed that postponement
of the detention will not entail an unacceptable risk for the public order.
4. The commission of an offence as referred to in paragraph | under b includes attempt and the
accessory forms referred to in articles 47 and 48 of the Penal Code.

Article 8

1. The use of an automatic firearm is only authorised against persons and against transport vehicles
in which or on which persons are situated, in a situation in which there is an immediate, unlawful
assault on one own's person or the person of another.
2. An automatic fircarm may only be carried for training or for:

a. realising the detention of a person who may reasonably be assumed to be carrying a firearm

which is ready [or immediate use and and will use this against people.

b. the guarding and sccurity of people and property.
3. The carrying of automatic fircarms in the case referred to in paragraph 2, under «, is only
permitted after receiving the consent of the district attorney and with the written authority of Our
Minister of Justice. The authorisation shall be requested in writing through the College van
procureurs-generaal. It the authorisation cannot be requested or granted in writing because of the
requisite urgency. the authority can be requested and granted verbally. Verbal authorisation must
be confirmed in writing within twenty-four hours. If possible the district attorney shall give the
relevant mayor advance notice of the carrying of automatic fircarms.
4. The carrying of automatic firearms in the case referred to in paragraph 2, under b, is only
possible afier receiving the consent of the competent authority and with the written authorisation of
Our Ministers of Justice and of the Interior jointly. The competent authority shall request the
authorisation in writing. If the authorisation cannot be requested or granted in writing because of
the requisite urgency. the authority can also be requested and granted verbally. Verbal authorisation
shall be confirmed in writing within twenty-four hours.

Article 9

1. The use of a long range precision rifle is only authorised in the event of very serious offences to
prevent immediatc danger to the lives of people.
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2. Use of the weapon referred to in paragraph 1 shall take place under orders of the commander of
a special unit (bijstandseenheid) as referred to in article 9 of the Control of Regional Police Forces
Decree or in article 60 of the Police Act 1993.

3. A long range precision rifle may only be carried for training or for the actual combating of very
serious offences whereby there are circumstances which pose an immediate threat to life.

4. The carrying of a long range precision rifle for the actual combating of very serious offences
whereby there are circumstances which pose an immediate threat to life is only permitted after
receiving the consent of the competent authority and with the written authorisation of Our Minister
of Justice. The consent or the authorisation can be made subject to conditions. If the authorisation
cannot be requested or granted in writing because of the requisite urgency, it can be requested and
granted verbally. Verbal authorisation must be confirmed in writing within twenty-four hours.

Article 10

1. An officer may only take a firearm, not being an automatic firearm or long range precision rifle,
to hand:
a. in cases in which the use of a firearm is permitted, or
b. in connection with his safety or that of others, if it can reasonably be assumed that a situation
will arise in which he is authorised to use a firearm.
2. If a situation as referred to in paragraph 1.b has not arisen or has ceased, the officer must
immediately put away the firearm.

Article 102

1. An officer shall give a warning immediately before he aims and discharges a firearm, not being a
lony range precision rifle, in a loud voice or in some other unmistakable manner that shots will be
firad if the order is not immediately followed. This warning, which can if necessary be replaced by
a warning shot, need not be given if the circumstarices do not allow for a warning.

2. A warning shot must be given as much as possible in such manner that danger to pcople or
property is avoided as much as possible.

§ 2a. Non-penetrating ammunition

Article 11

Articles 7 through 10a do not apply to the use and handling of a firearm which is loaded with non-
penetrating ammunition.

Article 11a

The use of a firearm which is loaded with non-peneirating ammunition is only permitted:
a. to detain a person who may reasonably be assumed to be carrying a weapon ready for
immediate use and that he will use the vieapon against people; or
b. to detain a person who has avoided or attempted to avoid his detention, arraignment or other
lawful deprivaiton of liberty.

Article 11b

An officer shall give a warning immediately before he aims and discharges a firearm which is
loaded with non-penetrating ammunition, in a loud voice or in some other unmistakable manner




LR e et

that shots will be fired, if the order is not immediately followed. This warning need not be given if
the circumstances do not permit a warning to be given.

Article 11¢

Articles 11a and 11b apply mutatis mutandis if the non-penetrating ammuniation is discharged by
means of an item other than a firearm.

$ 2b. Pepper spray

Article 12a

1. The use of pepper spray is only permitted:
a. to detain a person who may reasonably be assumed to be carrying a weapon ready for
immediate use and that he will use this weapon against a person;
b. to detain a person who has avoided or attempted to avoid detention, arraignment or some
other lawful deprivation of liberty;
c. as a defence against or to control aggressive animals.
2. Pepper spray shall not be used against:
a. persons who are visibly younger than 12 or older than 65 vears of age;
b. women who are visibly pregnant;
c. persons against whom use could be disproportionately harmful as a result of a respiratory or
other serious health ailment which is visible to the officer;
d. groups of people.

Article 12b

An officer shall issue a warning immediately before he aims pepper spray at and uses pepper spray
against a person, in a loud voice or in some other unmistzkable manner that pepper spray will be
used if the order is not immediately followed. This wariiing need not be given if the circumstances
do not reasonably allow the warning to be given.

Article 12¢

Pepper spray shall be used against a person a maximum of two times per incident for a duration of
no longer than approximately one second and at a distance of at least one metre.

§ 3. Other weapons

Article 13

1. The use of CS tear gas is only permitted:
a. in enclosed spaces to detain a person if it can reasonably be assumed that said person is
carrying a firearm ready for immediate use and will use said weapon against persons or will use
other life-threatening force against people;
b. other than in enclosed spaces to disperse gatherings or crowds which form a serious and
immediate threat to the safety of persons and property.
2. The use of CS tear gas is only permitted on instruction of the superior after receiving the prior
consent of the competent authority.
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3. The superior who ordered the use of CS tear gas shall stipulate in the order how many CS tear
gas granades are to be used.

Article 14

The use of a water cannon is only permitted when the riot squad is acting on instruction of the
superior and after obtaining the consent of the competent authority.

Article 15

1. The use of a police guard dog is only permitted under the direct and continual supervision of a
handler:

a. with the patrol service, and

b. in the event of action of the riot squad afier receiving the consent of the competent authority.
2. The handler must possess a certificate issued in accordance with article 49, paragraph 1 of the
Police Act 1993.

Article 16

The use of an electric stun gun is only permitted as a means of defence against aggressive animals
after receiving the superior's consent.

$ 4. Reporting the use of force

Article 17

1. An officer who has used force must immediately report the relevant facts and circumstances, as
well as the consequences thereof, to his superior.
2. The superior shall immediately record the report referred to in paragraph | in a manner
established by Our Ministers of Justice and of the Interior and Kingdom Relations by ministerial
regulation.
3. The police commissioner shall give notice of the report referred to in paragraph 2 within 48
hours to the district attorney of the district within which force has been used, or the commander of
the military police shall give such notice to the district attorney of Amhem charged with military
affairs in the event the matter involves military personnel, if:
a. the consequences of the use of force give rise to such in the opinion of the police
commissioner or the commander,
b. the use of force has caused physical injury of more than minor significance or has resulted in
death, or
c. use has been made of a firearm and one or more shots were discharged from the firearm.

Article 18
[Repealed. ]

Article 19

The superior shall inform the officer as soon as possible as to the handling of the report. Upon
request the officer shall be given interim information.




CHAPTER 3. Search of clothing
Articie 20

1. The search referred to in article 8, paragraph 3 of the Police Act 1993 shall be effected by going
over the surface of the clothing and shall be executed as much as possible by an officer of the same
gender as the person who is subjected to the search.

2. The search referred to in article 8 paragraph 4 of the Police Act 1993 shall be executed by an
officer of the same gender as the person who is subjected to the search.

Article 21

An officer who has carried out a search as referred to in article 8, paragraph 3 or 4 of the Police Act
1993 shall immediately report this to the superior in writing, stating the reasons which led to the
search.

CHAPTER 4. Handcuffs
Article 22

1. An officer can place handcufTs on a person who has been lawfully deprived of his liberty for the
purpose of transportation.
2. The measure referred to in paragraph | can only be taken if the facts or circumstances
reasonably require such with an eye on the risk of escape, or with an eye on danger to the safety or
life of the person who has been lawfully deprived of his liberty, of the officer or of third parties.
3. The facts and circumstances referred to in paragraph 2 can only be related to:
a. the person who has been lawfully deprived othis liberty, or
b. the nature of the offence on the basis of which the deprivation of liberty has taken place, in
conjunction with the way in which and the situation in which the transport took place.

Article 23

An officer who makes use of handcuffs as referred to in article 22, paragraph 1 shall immediately
give written notice thercof to the superior, stating the reasons which led to the use of handcufTs.

CHAPTER 4A. Resources for the deportatiou of aliens
Article 23a

1. An officer who by or pursuant to the Aliens Act 2000 is charged with guarding the border or
with the supervision of aliens can restrict the freedom of movement of an alien upon his
deportation by airplane, in order to ensure the proper execution of the deportation.
2. The measure referred to in paragraph 1 can only be taken if:
a. the facts or circumstances reasonably require such with an eye on the risk of escape, or with
an eye on the risk to the safety or the life of the alien, of the officer or of third parties, or with an
eye on the risk of a serious breach of the public order, and
b. the use of the resource cannot reasonably cause any risk to the alien's health.
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3. If the officer referred to in paragraph 1 acts under the supervision of a superior on site, he shall
only make use of resources for deportation after receiving an explicit order from the superior. The
superior shall indicate in this respect what resource is to be used.

4. The use of a resource for deportation is only permitted by an officer skilled in the use of such
resource.

Article 23b

1. An officer who has made use of a resource for deporation as referred to in article 23a, paragraph
1 with regard to an alien who is deported, shall immediately report this to his superior in writing,
stating the nature of the resource, the reasons which led to the use and the consequences ensuing
therefrom.

2. The superior shall make a record of the report referred to in paragraph 1.

CHAPTER 5. Assistance

Article 24

1. An officer shall see to it that people with minor wounds, symptoms of illness and people with
regard to whom there is doubt on this point are referred to a GP or an emergency department of a
hospital. If necessary, the officer shall mediate in obtaining suitable transport.

2. The officer shall see to it that people with serious wounds and unconcious people, including
people who cannot be woken up or who are not coherent, are taken to hospital by ambulance. The
officer shall give information regarding the nature and circumstances of the event which led to such
condition, and the medical details and medicines found on a person to the medical care providers.

Article 25

1. The officer shall endcavour to ensure that people who due to being under the influence of
alcohol or due to other causes form an immediate danger, be such to the public order, safety or
health, or to himself, are removed from public places as referred to in article | of the Public
Manifestations Act in the most suitable manner. Public places includes transport vehicles which are
located at these places, insofar as they are not being used as a dwelling.

2. The officer shall hand over people as referred to in paragraph | to the own care providers,
insofar as the circumstances permit such. In the event of lack of care facilities elscwhere, by way of
assistance they can be placed at the police station or squad room if this is necessary for their
protection and this is not against their will.

3. The officer shall alert the doctor as to persons as referred to in paragraph 1, who are known to
be or appear to be mentally disturbed, after attempting to contact the relevant person’s own GPif
possible.

3
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CHAPTER 6. Measures vis-a-vis detainees

§ 1. General

Article 26

1. The officer shall treat the detainee in accordance with the provisions laid down by or pursuant to
article 15 of the Control of Regional Police Forces Decree.

2. The officer shall record the details stipulated pursuant to article 15, paragraph 6 of the Control
of Regional Police Forces Decree.

Article 27

1. Insofar as such is not contrary to the provisions laid down by or pursuant to the Code of Criminal
Procedure, the officer shall inform a family member or a housemate of the detainee as soon as
possible of the incarceration. In the event the detainee is a minor, the officer shall do so of his own
accord, if the detainee is of age, the officer shall only do so upon the detainee's request.

2. If the circumstances do not permit implementation of paragraph 1 in respect of a detainee who is
not a resident, the embassy or the consulate of the country in which the detainee is a resident shall
be informed of the incarceration.

§ 2. Taking clothing and objects into custody

Article 28

1. An officer shall search the detainee immediately prior to incarceration at the police station or
squad room, by frisking and searching his clothing for the presence of objects which during
incarceration could form a danger to the safety of the detainee or others.

2. Ifthe officer finds objects as referred to in paragraph I, the officer shall take these into custody.
3. The scarch referred to in paragraph 1 shall be executed where possible by an officer of the same
gender as the person who is subjected to the search.

Article 29

1. The officer can only demand of the detainee that he take off his clothes if:
a. during incarceration the clothing can form a danger to the safety of the detainee or to others
and an assistant district attorney has granted consent therefore;
b. in the opinion of the doctor, during the incarceration the clothing can form a danger to the
health of the detainee or others.
2. The officer shall take custody of the clothing referred to in paragraph 1 and shall provide
replacement clothing.

Article 30

1. An officer who has carried out a search as referred to in article 28, paragraph 1 shall immediately
prepare a written report hereof for the superior.

2. The officer shall precisely record all objects and items of ciothing which he has taken into
custody. A general description shall suffice for objects which are small in size and value.

3. A copy of the record referred to in paragraph 2 shall be signed by the detainee and the officer
and handed over to the detainee.
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§ 3. Permanent video surveilliance

Article 31

1. After receiving the consent of the assistant district attorney, the officer can subject the detainee
to permanent video survelliance.

2. The measure referred to in paragraph 1 is only permitted in those cases in which there is such
risk of danger to the life or the safety of the party in question that continuous observation is
necessary to avoid this risk.

3. The officer shall inform the person in question of the permanent video surveilliance and shall
make a record of the permanent video surveilliance.

$ 4. Medical assistance

Article 32

1. In the event there are indications that a detainee requires medical assistance or if medicines have
been found with this person, the officer shall consult with the doctor. The officer shall also consult
with the doctor if the detainee himself requests medical assistance or medicines.

2. In the event the detainec requests medical assistance from his own doctor, the officer shall
inform the doctor thereof.

3. In the event the detainee indicates he does not wish to have any medical assistance, while there
are indications that medical assistance is required. the officer shall inform the doctor and he shall
inform the doctor of the detainee's attitude.

Article 33

The officer may not impose any restrictions on the doctor in the examination and treatment. He
shall follow the doctor's instructions regarding the detainee’s care and shall make a record of the
instructions given by the doctor.

Article 34

1. The officer shall inspect the detainee regularly on the understanding that:
a. in the event the doctor has been alerted, the detainee shall be checked up on in his cell at least
every fifteen minutes:
b. in the event medical assistance has been given, the detainee shall be checked up on as often as
the doctor has prescribed:
c. in the event no medical assistance is deemed necessary, the detainee shall be checked up on
once every two hours.
2. In the cases referred to in paragraph | under g and b, the officer shall check the cell and the
person, whereby he shall pay particular attention to the degree in which the detainec can be woken
up and is coherent. Persons who are in a condition in which they cannot be woken up or are not
coherent, shall immediately be taken to a hospital by ambulance.
3. The officer shall register the observations referred to in paragraph 1.




Article 35

When transferring the detainee the officer shall send along the medicines, the records referred to in
articles 26, paragraph 2, 33 and 34, paragraph 3, insofar as these may be relevant, and the doctor's
reports which are intended for a doctor who will be taking over treatment of the detainee.

§ 5. Release

Article 36

The officer shall see to it that when a person is released, if such person cannot make his own way
around, there will be transport and supervision for such person.

CHAPTER 7. Special investigating officer
Article 37

1. If Our Minister of Justice, pursuant to article 8, paragraph 7 of the Police Act 1993 has stipulated
that a special investigating officer has the authority to exercise the powers referred to in paragraphs
1 and 3 of said article, the special investigating officer in question shall act in accordance with
articles 5, 17, 19. 20, paragraph | and 21 of this Decree. In article 17, paragraph 3, "the
commissioner” is to read: the superior,
2. If the instruction also encompasses the use of a weapon, a guard dog or handcutTs, the special
investigating officer in question shall act in accordance with articles 4, 7, paragraph 1, beginning
and under ¢ and b, paragraphs 2, 3 and 4, 10, 10a. 12a, 12b, 12¢, 15, paragraph 1, beginning and
under a, and paragraph 2. 16, 22 and 23 of this Decree.
3. For the application of paragraphs 1 and 2, the following terms have the following meaning:
a. competent authority: the authority referred to in anticle 13 o4 the Police Act 1993
b. the superior: the direct supervisor, referred to in article | of the Special Investigating Officer
Decree.
¢. weapon: the arms, ammunition and equipment which can be used to exercise force which are
permitted pursuant to article 3a, paragraphs | through 3 of the Arms and Ammunition Act.

Article 38

Special investigating officers who are authorised to use a weapon or handcufYs shail only make use
of weapons or handcuffs prescribed by Our Minister of Justice when performing their duties.

Article 39

Special investigating officers do not have the authority to exercise the powers referred to in Article
8, paragraphs | and 3 of the Police Act 1993 until after said authority has been recorded on the oath
and the officer in question has demonstrated his skill in the performance thereof.
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CHAPTER 8. Final provisions
Article 39a

In agreement with Our Minister of Justice, within three years after the entry into force of the decree
of 25 August 2006 to amend the Gfficial Instruction for the police, the military police and special
investigating officers in connection with the introduction of non-penetrating ammunition (Stb.
2006, 407), Our Minister of the Interior and Kingdom Affairs shall present the States-General with
a report on the effectiveness and the effects of articles 11 through 11c in practice.

Article 40

This decision enters into force as of the day when the Police Act 1993 eaters into force.

Article 41

This decree shail be cite¢ as: Official Instruction for the Police, the Military Police and Special
Investigating Officers.

Order that this decree and the related explanatory notes shall be publised in the Staatsblad (Bulletin
of Acts, Orders and Decrees).

The Hague, 8 April 1994
Beatrix

The Minister of Justice,
E. M. H. tlirsch Ballin

The Minister of the Interior.
E. van Thijn

Published Twenty-One April 1994

The Minister of Justice,
i-. M. H. Hirsch Ballin

SPAIN

Spain authorized the use for other police forces Priim partners similar equipment in the frame of
joint operations or urgent situations. If this normal equipment would be very different is mandatory
a expressed authorization.

The chapters S and 6 of the Treaty establish as general principle the subordination to the national
law of host territory, the application by analogy of responsibility regime collected in the 43 article
of Application Agreement of Schengen Treaty — article 30 of Treaty — and the assumption of the
measure to the State of territory, article 25.5 of the Treaty.
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If the Spanish Police officers has legal resiriction to carry on and use of some weapons, the same
restrictions affect the police officers of the other contracting party that acts in Spanish territory. The
Spanish national law asses:

1.- The absolute ban for all — civilians and police officers — of possession and use, of next types
of weapons:

a.

The firearms that have been modified their characteristics substantially without
authorization.

The long weapons that contain special devices, in their breech or mechanisms to house
guns or other weapons.

The guns and revolvers that take adapted a small breech.
The firearms to house or housed inside sticks or other objects.
The firearms feigned low appearance of any other object.

The stick-rapier, the daggers of any class and the automatic knives. They will be
considered daggers the cut and thrust weapons with a blade smaller than 11 centimeters,
double bits and pointed.

The firearms, pressurized air or another compressed gas, combined with cut and thrust
weapons.

The truncheon made of wire or lcad; the brainteaser ; the “ilaves de pugilato™, with or
without spihes: the slingshot and perfected “blowpipe™; the “munchacos™ and “xiniquetes™,
as well as any other specially dangerous instruments for the physical integrity of the
people.

2.- 1t is forbidden except for especially qualified civil servant (police officers among others):

(1

a. The semiautomatic weapons of 2.2.and 3.2 categories whose capacity of freight were
up of 5 shotgun shell. the housed in the breech included, or whose breech were

removable.

b. The self defense sprays and all those weapons that discharge gases or aerosols, and any
device with mechanisms able of throw toxic or corrosive narcotics.

¢.  The electric or rubber truncheon or similar.
d. The applicable mufflers to firearms.

e. The cartridge with “piercing bullets”, explosive, incendiaries bullets, as well as the
corresponding projectiles.

f. The ammunition for guns and revolvers with projectiles “dum-dum” or “hollow peak™,
as well as the own projectiles.
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g. The long firearms give clipped canyons.

(1) The characteristics of caliber, weight and diameter or gas authorized in Spain were given to the
presidency. In the present document, appear a scheme of the basic equipment for Spanish police
officers.

3.- Spain consider weapons of war, reason why only can be used by the police officers when
the Spanish Government has authorized the next:

a. Firearms or systems with caliber equal or superior to 20 millimeters.

b. Firearms or weapon systems with lower caliber to 20 millimeters whose caliber were
considered by the Ministry of Defense like of war.

¢. Automatic firearms.
d. The ammunition for the weapons indicated in the sections a) and b).

e. Bombs of aviation, missiles, rockets, torpedos, mines, grenades, as well as their
fundamental pieces.

f. Those not included in the previous sections and that they are considered like weapons of
war for the Department of Defense.

RULES OF SELF-DEFENSE

In Spain we consider that someone acts under legitimate defense when he acts in defense of person
or own or others people rights, whenever concur the next requirements:

Defense of people.-
1.- Unlawful aggression
2.- Rational necessity of used mean to avoid it or repel it
3.- Lack of enough provocation for the pan of defender
Defense of goods.-
In case of defense of goods, it reputes unlawful aggression the attack over them
when this is felony or fault and the goods became in serious danger of deterioration
or nminent miss.
Defense of a house (place where someone lives in).-
In case of defense of house or it departments, it reputes unlawful aggression the
undue entrance there.

For that, house is all closed space dedicated by the resident to develop in a
effective way one human activity with exclusion of other people.
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Section 1: Scope and definitions
Scope

According to article 44 of the Treaty, the scope of this Implementing Agreement is
to decide the necessary provisions for the administrative and technical
implementation and application of the Treaty.

Definitions
For the purpose of this Implementing Agreement:

“Treaty” means the Treaty between the Kingdom of Belgium, the Federal Republic
of Germany, the Kingdom of Spain, the French Renublic, the Grand Duchy of
Luxembourg, the Kingdom of the Netherlands and the Republic of Austria on the
stepping up of cross-border cooperation, particularly in combating terrorism,
cross-border crime and illegal migration, signed in Priim, Germany, on 27 May 2005;

“Party” means a Contracting Party of the Treaty which has signed the present
Implementing Agreement;

the procedures of “search”, “comparison™ or “searches by comparing” as referred to
in articles 3, 4 and 9 of the Treaty means the procedures by which it is established
whether there is a match between respectively DNA data or dactyloscopic data,
which has been communicated by one Party, with the DNA data or the dactyloscopic
data stored in the data bascs of one, more, or all of the other Partics;

“DNA profile™ means a letter or a number code which represents a set of
identification characteristics of the non-coding part of an analysed human DNA
sample, i.e. the particular chemical form at the various DNA locations (loct);

“non-coding part of DNA™ mecans chromosome zones containing no genetic
cxpression, i.e. not known to provide information about specific hereditary
characteristics;

“DNA reference data” means a DNA profile and the linked non DNA specific data,

“non DNA specific data™ comprises:

2.7.1  an identification code or number allowing, in case of a match, the Parties to
retrieve personal data and / or other information in their databases in order
to supply it to one, more or all of the other Parties, pursuant to article 5 of
the Treaty;

2.7.2  aParty code to indicate the national origin of the DNA profile, and

2.73 a code to indicate the type of DNA profile as declared by the Parties
according to article 2 paragraph 2 of the Treaty;

e T L TGET T ] T

RN R



2.8

29

2.10

2.11

2.12

2.13

2.14

2.15

2.16

2.17

2.18

“unidentified DNA profile” means the DNA profile obtained from stains stemming
from the investigation of criminal offences and belonging to a not yet identified

person;

“reference DNA profile” is used as a technical expression and means the DNA
profile of an identified person included in the national DNA analysis files according
to article 2 paragraph 3 of the Treaty;

“dactyloscopic data” means fingerprint images, images of fingerprint latents, palm
prints, palm print latents as well as templates of such images (minutiae), as far as
they are stored and dealt with in an automated database;

“follow-up request” means the request addressed by one Party to one, more or all of
the other Parties in case of a match of compared DNA or dactyloscopic data, in order
to obtain further personal data and other information according to articles S and 10 of
the Treaty;

“vehicle registration data™ means the data-set as specified in Annex C.1 on which the
Parties agreed to make them mutually available for an automated search procedure as
defined in point 2.13 hereafter;

“automated searching” means an online access procedure in order to consult, in
accordance with article 33 paragraph 1, point 2 of the Treaty, the databases of one,
more or all of the other Parties;

“the system ex article 12” means all technical measures and functional aspects, such
as network, ir." ~rfaces and security issues, cstablished ftor the exchange of vehicle
register data according to article 12 of the Treaty;

“EUCARIS™ means the European Vehicle and Driving License Information System
as established by the relevant Treaty, signed in Luxembourg on the 29" June 2000;

“individual cases”, as referred to in article 3 paragraph 1, article 9 paragraph 1 and
article 12 paragraph 1 of the Treaty, means one single investigation or prosccution
file: if such a file contains more than one DNA profile, dactyloscopic data or vehicle
register data, they may be, respectively, transmitted together as one search query;

“reason for search or supply of data™ means for the application of article 39 of the
Treaty, an indication which enables to establish a clear link between a particular
rcquest and the corresponding individual case which gave rise to the request;

“TESTA 1l communication network™ means the “Trans European Services for
Telematics between Administrations” managed by the European Commission, as
well as any modified version of it.
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3.2
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3.4

4.1

4.2

43

Section 2: DNA profiles
Composition and comparison of DNA profiles

For the purpose of the implementation of article 2 of the Treaty, the DNA reference
data which are to be exchanged under the terms of the Treaty are composed of a
DNA profile and the non DNA specific data.

A set of common technical specifications, including matching rules, algorithms and
Parties code numbers, as defined in Annexes A, will be implemented and deployed at
the national contact points of the Parties and will be applied to all queries and
answers related to searches and comparisor:s of DNA profiles, as referred to in point
3.1

DNA profiles will be compared on the basis of shared markers as defined in Annex
A.l. Any DNA profile transmitted for automated search or comparison by the
requesting Party will be compared with any DNA profile made available by the
requested Parties pursuant to article 2 paragraphs 2 and 3 of the Treaty.

The Parties make use of existing standards such as the European Standard Set (ESS)
or the Interpol Standard Set of Loci (ISSOL).

DNA requesting and reporting rules

The query for an automated search or comparison, as referred to in articles 3 and 4 of

the Treaty, solely includes the following informaiion:

4.1.1  the Party code of the requesting Party;

4.1.2  the date, the time and the relerence number of the query;

4.1.3  the DNA profiles and their non DNA specific data;

4.1.4 the type of DNA profiles transmitted (unidentified DNA profiles or
reference DNA profiles).

The Parties do the necessary so that queries are in full compliance with the
conditions imposed by the declarations referred to article 2 paragraph 3 of the Treaty
and reproduced in Annex A.3.

The answer (matching report) to the query referred to in point 4.1 will be sent to the
national contact point of the requesting Party in order to determine if a follow-up
request may be made. A matching report contains solely the following information:
43.1 the indication whether there was one or more matches (hit) or not (no hit);
4.3.2 the date, the time and the reference number of the query;

43.3 the date, the time and the reference number of the answer;

4.3.4  the Party code of the requested Party;

i
i
!
i



4.4

7.1

7.2

7.3

43.5 the non DNA specific data of the requesting and the requested Party;

43.6 the type of DNA profiles transmitted (unidentified DNA profiles or
reference DNA profiles);

43.7 inthe case of a comparison according to article 4 of the Treaty, the matched
DNA profile.

Automated notification of a hit is only provided on condition that the automated
search or comparison has resulted in a match of a minimum of loci as set out in
Annex A.l. In the case of a searching according to article 3 of the Treaty, for
verification purposes, national contact points of the Parties shall take appropriate
measures in compliance with their national law.

Communication network for transmission of DNA data

The electronic exchange of DNA related data amongst the Parties are deployed by the
use of the “TESTA II” communication network according to the technical
specifications as set out in Annex A.5.

Quality control measures

The Parties take appropriate measures to guarantee the integrity of the DNA profiles
made available to the other Partics or transmitted for comparison. These measures
shall be in compliance with international standards, such as ISO 17025. The ftorensic
aspects of these DNA profiles have to comply with the specifications set forth in
Annex A.l.

Section 3: Dactyloscopic data
Transmission of dactyloscopic data

For the purpose of the implementation of article 9 of the Treaty, the Parties
establish a mutually accessible technical entry to their “automated fingerprint
identification systems” (called hereafter “AFIS™).

The systems mentioned in point 7.1 only include automated dactyloscopic
identification systems established for the prevention and investigation of criminal
offences. Data from administrative files must not be transmitted.

The digitalisation of dactyloscopic data and its transmission to other Parties is
carried out according to the data format specified in the “Interface Control
Document (ICD)” as defined in Annex B.l. Each Party ensures that the
dactyloscopic data transmitted by the other Parties can be compared with the
reference data of its own AFIS.
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7.4

8.1

8.2

The references as referred to in article 9 of the Treaty allow the univocal
correspondence to a person or a criminal case, as well as the identification ot the
requesting Party.

Search and transmission of results

The Parties ensure that the transmitted dactyloscopic data is of a suitable quality fora
comparison by AFIS. The requested Party checks the quality of the transmitted
dactyloscopic data without delay by a fully automated procedure. In case of data
being not suitable for an automated comparison, the requested Party informs the
requesting Party without delay. :

The requested Party conducts the searches in the order in which requests were
received. Requests have to be processed within 24 hours by a fully automated
procedure. The requesting Party may, if its national law so demands, ask for an
accelerated processing of these searches. The requested Party conducts these
searches without delay. If deadlines cannot be met for reasons the requested Party is
not responsible, the comparison neced to be carried out without delay as soon as the

" impediments have been removed.

8.3

10.

10.1

10.2

10.3

The requested Party takes care that the system is able to transmit in a fully automated
way any hit or no-hit without delay to the requesting Party. In case of a hit, it
transmits the dactyloscopic data and the references referred to in article 9 paragraph
2 of the Treaty for all matches between dactyloscopic data.

Communication network for transmission of dactyloscopic data

The electronic exchange of dactyloscopic related data between the Parties have to be
executed by the use of the “TESTA II" communication network, according to the
technical specifications as set out in Annex A.5.

Definition and capacities of automated searching of dactyloscopic data

The maximum amount of the different types of dactyloscopic data (candidates)
accepted for verification per transmission is set out in Annex B.2.

The maximum research capacities per day for dactyloscopic data of identified
persons of each Party are set out in Annex B.3.

The maximum research capacities per day for dactyloscopic traces of each Party are
set out in Annex B.4.
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1.1

11.2

11.3

12.

12.1

12.2

13.

Section 4: Vehicle registration data
Search procedure and transmission of data

For the purpose of article 12 of the Treaty, the Parties set up a network of national
contact points in order to conduct automated searches in their respective vehicle
registration data bases. The technical conditions of the data exchange are set out in
Annex C.3.

Without prejudice to the Treaty’s provisions, and taking into account specifically the
provisions of articles 38 and 39, the Parties, acting respectively as requesting or
requested Party, organise the mode of operation of their national contact points, in
good faith to the Treaty’s provisions and principles.

The Parties opting for an entirely automated requesting procedure have to assure that
all their requests have to pass through their national contact point provided for by the
Treaty, which has to be under the supervision of a responsible officer.

Communication network for transmission of vehicle registration data

As a means for the eiectronic exchange of vehicle registration data, the Parties decide
to use the “TESTA II” communication network and a for the purposes of the system
ex article 12 especially designed EUCARIS software application, as well as any
modified version of both systems.

All costs to be shared emanating from the management and the use of the system ex
article 12, including the costs related to the EUCARIS technolog ', have to be
discussed and agreec upon on an annual basis.

Technical and organisational measures to protect personal data and data
security

The technical specifications of the automated search, as referred to in article 38
paragraph 2 of the Treaty, concerning dala protection, security, confidentiality and
integrity, the network encryption and authorisation procedurcs as well as the
checking procedures for the admissibility of automated searches are detailed in
Annex C.2.
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14.1

14.2

15.

15.1.

16.

Section 5: Police cooperation
Joint operations

By mission statement, two or more Parties may set up a joint operation as referred to

in article 24 of the Treaty. Before the start of the operation, they make written or

verbal arrangernents about the operational modalities, such as:

a) the competent authorities of the Parties to the mission statement,;

b) the specific purpose of the operation;

c) the host State where the operation takes place;

d)  the geographical area of the host State where the operation takes place;

e) the period covered by the operation mission statement;

f)  the specific assistance to be provided by the seconding State to the host State,
including officers or other officials, material and financial elements;

g) the officers participating in the operation;

h)  the officer who will be in charge of the operation;

i)  the powers the officers and other officials of the scconding State may cxercise
in the host Party during the operation;

j)  the particular arms, ammunition and equipment the seconding officers may use
during the operation in accordance to the rules laid out in Annex D.3;

k) the logistic modalities concerning transport, accommodation and security;

1) the bearing of costs of the joint operation if it differs from the provision of
article 46 oi the Treaty;

m) any other possible elements required.

A request for the sctting up of a joini operation may be made by the competent
authorities of any of the Parties. In Annex D.1. each Party may set out the procedures
for incoming requests. If there is no fixed procedure, a national contact point
according to Annex D.1 is identified that can help the other Parties to address their
requests to the competent authorities.

Cross-border operations in the event of imminent danger

The authorities to be notificd without delay, as stipulated in articic 25 paragraph 3 ci’
the Treaty, are set out in Annex D.2.

Any modification of the contact details of these authoritics is communicated as soon
as possible to the contact points of the other Parties listed also in Annex D.2.

The carrying and use of arms, ammunition and equipment

In Annex D.3, each Party lists the particular arms, ammunition and equipment which

are prohibited to be carried, according to article 28 paragraph 1, 3rd phrase of the
Treaty, the particular arms, ammunition and equipment which are prohibited to be




17.

17.1

17.2

17.3

18.

19.

19.1

used and the legal aspects according to article 28 paragraph 2 of the Treaty, as well
as the practical aspects according to article 28 paragraph 5 of the Treaty.

Section 6: General provisions

Evaluation of the application and the implementation of the Treaty and the
Implementing Agreement

The evaluation of the administrative and technical application and implementation of
the Treaty and the Implementing Agreement is executed by the Joini Working Group
as provided for in article 43 paragraph 2 of the Treaty, or by any specific technical
working group mandated for this purpose by the Joint Working Group. Such an
evaluation may be executed at the request of any of the Parties.

The modalities of the automated searching and comparison of DNA and
dactyloscopic data will be evaluated, unless otherwise decided upon by the Joint
Working Group, six months afier the beginning with activities on the basis of this
Implementing Agreement. For vehicle registration data, this first evaluation will take
place three months after the beginning with activities. Subscquently, such
cvaluations may take place at the request of any Party according to article 43 of the
Treaty.

The bodics responsible for recording under article 39 paragraph 2 of the Treaty shall
carry out random checks in such a frequency and to the extent necessary to ensure an
elfcctive evaluation of the lawfulness of automated searches carried out according to
articles 3,9 and 12 of the Treaty by the respective foreign contact points.

Availability of 2utomated data exchange

The Parties provide all reasonable efforts to maintain upright the automated on-line
exchange of DNA. dactyloscopic and vehicle register data cn the basis of a 24 hours
per day and 7 days per weck availability. In case of a technical failure, the relevant
contact points of the Parlies inform each other as soon as possible and agree upon a
temporary alternative mean of communication, according to any other applicable
legal instrument. The automated exchange of data has to be restored as quickly as
possible.

Modification of the Implementing Agreement and its Annexes

Modifications to this Implementing Agreement and its Annexes may be proposed by
any Party. Such proposals are communicated to all other Parties.




19.2

19.3

19.4

20.

20.1

20.2
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If the proposed modification relates to the provisions of the Implementing
Agreement, it is adopted by a Decision of the Committee of Ministers according to
article 43 paragraph 1 of the Treaty.

If the proposed modification relates to one or more of the Annexes of the
Implementing Agreement, it is adopted by the Joint Working Group provided for in
article 43 paragraph 2 of the Treaty.

For the purpose of the modification of this Implementing Agreement or its Annexes,
unanimity is reached when the attendant and represented Parties agree on the
proposed modification. Consequently, absent and not represented Parties do not
prevent the adoption of a modification of the Implementing Agreement. Such a
modification applies to all Parties.

Taking effect; Signing; Depositary

For the Parties for which the Treaty entered into force, this Implementing Agreement
takes effect after its signature, as well as the adoption of the necessary Deccisions
provided for in article 34 paragraph 2 of the Treaty. For the other Parties, it will take
effect according to article 50 paragraph 1, respectively article 51 paragraph 1, of the
Treaty and after the adoption of the necessary Decisions provided for in article 34
paragraph 2 of the Treaty.

This Implementing Agreement, with its Annexes, will be signed in the German,
Spanish, French, Dutch and English languages, which are all equally anthentic.

The Government of the Federal Republic of Germany acts as depositary fcr this
Implementing Agreement and its Annexes.

Brussels, the 5 December 2006

For the Kingdom of Belgium

—

For the Federal Republic of Germany

//;(/ (/\.k\u\z\,&/(,/]
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For the Kingdom of Spain

For the French Republic\

For the Grand Duchy of Luxembourg

L« st

/
For the Kingdom of the Netherlan. I
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Annexes A

Automated searching for DNA profiles

Annex A.l

DNA related Forensic Issues, Matching Rules and
Algorithms

Introduction

This document contains the requirements for DNA-profiles which are to be exchanged
undcr the terms of the Treaty as well as the rules for matching and reporting. To enhance

the exchangeability. existing (European and Interpol) standards are used.

Properties of DNA-profiles

The DNA profile contains 24 pairs of numbers representing the alleles of 24 loci which are
also used in the DNA-procedures of Interpol. The names of these loci are shown in the

following table:

VWA | THO1 | D21S11  FGA | DBSI179 | D3S1358 | DISSSI | Amclogeain

i
i

} N
g'l'P()X ECSHPO D138317 { D7S8:4 EDSSSIS D16S539 : D2S1338 | D19S433

"Penta D | Penta £ | FES FI3A1 i FI38 | 'SE33 CD4 GABA

1

The 7 grey loci in the top row arc named the European Standard Set of Loci (ESS/ISSOL).
The DNA-profiles made available by the Parties for searching and comparison as well as

the DINA-profiles sent out for searching and comparison must contain at least 6 of 7
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ESS/ISSOL loci and may contain the 17 other loci or blanks depending on their

availability. In order to raise the accuracy of matches, it is recommended that all available

alleles be stored in the indexed DNA profile data pool.

Mixed profiles or incomplete loci are not allowed so the allele values of each locus will

consist of only 2 numbers, which may be the same in the case of homozygosity at a given

locus.

Wild-cards and Micro-variants are to be dealt with upon the following rules:

™ &

Any non-numerical value contained in the profile (e.g. “o”, “f™. “r”, “na”, “nr” or “un")
will be automatically converted to a wild-card and searched against all.

Only numerical values “07, “1” or “99” contained in the profile will be automatically
converted to a wild-card and searched against all.

If 3 alleles are provided for one locus the first allele will be accepted and the remaining
2 alleles converted to R (wild-card) and searched against all.

When wild-card values are provided for allele | or 2 then both permutations of the
numerical value given for the locus will be searched (e.g. 12,R could match against
12.14 or 9.12).

Pentanucleotide (Penta D, Penwa E & CD4) micro-variants will be matched according
to the following:

x.l=xx.1.x.2

x.2=x.1.x.2.x.3

x.3=x.2.x3. x4

X4 = x30 x4 x+l

Tetranucleotide (the rest of the Interpol database loci are tetranucleotides) micro-
variants will be matched according to the following:

x.I=x,x.1.x.2

x.2=x.1.x.2.x3

X3 =x.2.x.3, x+1




Matching rules

The comparison of 2 DNA-profiles will be performed on the basis of the loci for which a
pair of allele values is available in both DNA-profiles. At least 6 loci of the ESS/ISSOL

(exclusive oi amelogenin) must be available in both DNA-profiles.

A full match is defined as a match, when all allele values of the compared loci commonly
contained in the requesting and requested DNA-profiles are the same. A near match is
defined as a match, when the value of only one of the all compared alleles is different in
the 2 DNA profiles. A near match is only accepted if there are at least 6 fully matched loci
in the 2 compared DNA profiles. The reason for a near match may be:

* A human typing error at the point of entry of one of the DNA-profiles in the search

request or the DNA-database,
e an allele-determination or allele-calling error during the generation procedure of the

DNA-profile.

Reporting rulcs

Both full matches and near matches will be reported.

The matching report will be sent to the requesting national coniact point and will also be

made available to the requested national contact point (to enable it to estimate the nature

and number of possible follow-up requests for case and/or personal data associated with

the DNA-profile corresponding to the hit).
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Annex A.2

Party Code Number Table

Within the framework of the Treaty, it is decided to adopt ISO 3166-1 alpha-2 code for
setting up the domain names and other configuration parameters required in the Priim

DNA data exchange applications over a closed network.

ISO 3166-1 alpha-2 codes are two-letter Party codes. They form the best known part of the

standard [SO 3166-1 and (with a few changes) are used for Internet domain names.

Party Names Code
Belgium BE
Germany DE
Spain ES
France FR
Luxembourg LU o
' The Netherlands NL
" Austria AT -
L




Annex A.3

Functional Process and Workflow Analysis

1. WORKFLOW

This chapter contains the description of the workflow during the automated searching anu

comparison procedures of all the Parties databases (so called Priim consultation), in

compliance with the points 4.3 and 4.4 of the Implementing Agreement.

1.1 Data Transmission Procedure according to article 3 of the Treaty:

1.1.1

1.1.2

Unidentified DNA profile

In case of a HIT in the national database on a reference DNA profile - no

transmission.

In case of a HIT in the national database with another unidentified DNA profile -

no transmission. The comparison will be made in the framework of the procedure

provided for in article 4 of the Treaty.

In casc of a NO-HIT in the national database - transmission to all databases if

allowed by the Parties national legislation:

- HIT on a reference DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- HIT on an unidentified DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- A note may be added in all national databases where a HIT was made - start of
consultation process.

- NO-HIT: automated NO-HIT notification.

Reference DNA profile
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» In case of a HIT in the national database on a reference DNA profile - no
transmission.
» In case of a HIT in the national database on an unidentified DNA profile - no
transmission excepted if a note is added.
» In case of a HIT in the national database on a noted unidentified DNA profile - HIT
abroad: second step of consultation process.
» In case of a NO-HIT in the national database - transmission to all databases if
allowed by the Parties national legislation:
-HIT on a reference DNA profile: automated notification of the HIT and
transmission of profile(s) values.
- HIT on an unidentified DNA profile: automated notification of the HIT and
transmission of profile(s) value(s).

- NO-HIT: automated NO-HIT notification.

1.2 Data Transmission Procedure according to article 4 of the Treaty:

As a first step, if allowed by the Parties national legislation, a search of all unidentified
DNA profiles from crime scenes against the entire data stock of the Parties is made. Mass
search for control purposes is possible later on.

» The initial comparison shall be made with unidentified DNA profiles.

» The following cases can occur:

- In case of a HIT in the foreign databases on a reference DNA profile:
automated notification of the HIT and transmission of profile(s) value(s) -
second step of consultation process.

- In case of HIT in the foreign databases on an unidentified DNA profile:
automated notification of thc HIT and transmission of profile(s) value(s) -
second step of consultation process - it will be up to each Party to decide
whether a note should be added in the databases. Following cach Party’s
initiative, a special mention can be left in a database when a hii on an
unidentified DNA profile occurred between a national DNA database and
another Parties’ DNA database.




- In case of NO-HIT in the foreign databases: as the Treaty allows to regularly
perform the comparisons, each Party will decide on the procedure (volume and
frequency) to be undertaken for the comparison foreseen in article 4.

» If the nationai databases contain several identical profiles from different crimes, the
requesting Party will transmit only one of these profiles for the matching proccss in
order to avoid unnecessary duplication of work.

> Further details of this matching procedure referrcd to in article 4 of the Treaty shall

be bilaterally agreed upon between the competent authorities.

2. FUNCTIONAL ANALYSIS: FIRST STEP

2.1 Declarations made in virtue of article 2 (3) of the Treaty:

AUSTRIA: Austria allows the national contact points of the other Parties access to the
DNA reference data in its DNA analysis files, with the power to conduct automated
scarches by comparing DNA profiles, exclusively for the purpose of prosecuting criminal
offences meeting the prerequisites for the issue of a European arrest warrant according to
Article 2, paragraph 1 or 2, of the Council Framework Decision of 13 June 2002 on the
European Arrest Warrant and the Surrender Procedures between Member States, Official

Journal No. L 190 of 18 July 2002, 1.

BELGIUM: Belgium will only make the DNA databasc of convicted offenders available

to requesting Parties.

GERMANY: Pursuant to Article 2 (3) of the Treaty, Articles 2 to 6 thereof apply to the
national DNA analysis file for the Federal Republic of Germany, which as a combined
application is maintained at the Federal Criminal Police Office under Sections 2, 7 and 8 of
the Federal Criminal Police Office Act and in the framework of the co-operation between
the Federal Government and the Linder in criminal matters. The DNA analysis file is
designed to attribute scene-of-crime marks to known criminal offenders with the aim of
investigating criminal offences. For the purpose of data matching in the framework of the
Treaty, solely reference data pursuant to Article 2 (2) sentence 2 of the Treaty is made

available. Thus it is a subset of the data recorded in the DNA analysis file.




SPAIN: In accordance with article 2 (3) of the Treaty, articles 2 to 6 of the Treaty will
apply to the file INT-SAIP, dependent of the Secretary of State of Security of the Ministry
of the Interior of Spain. The purpose of this file is assistance to Justice Administration in
investigations, by means of the genetic identification of biological traces and the
identification of samples from known sources. This file stores information of crim:..al
offences, identification and personal data. However, in accordance with article 2 (2) of the
Treaty, only reference data from which the data subject cannot be directly identified will

be made available to the Parties.

FRANCE: The consultation of the database is not allowed for minor offences (i.c.,

contravention).

NETHERLANDS: The Netherlands shall ensure the availability of reference data from
its National DNA-analysis file for suspects, convicted offenders, deceased victims and

biological stains from unsolved crimes.

LUXEMBOURG: Tor the purposes of automated DNA searching and comparison in
compliance with the Treaty, Luxembourg grants the national contact points of the other
Parties access to the DNA reference data of its two DNA databases as set up by the law of
25" August 2006 concerning DNA profiling in criminal matters: the DNA criminal
database (including, inter alia, unidentified DNA profiles and the DNA profiles of
suspected persons implied in an ongoing criminal investigation) and the DNA database of

convicled offenders.

2.2 Volume/number of consultations

In order to implement efficiently the Treaty, each Party should be prepared to face the flow

of requests which will occur.

Therefore, each Party made an estimation of the requests to which its own system will have
to answer and an estimation of the consultations that it will make in the databases of the

other Parties.




Estimated volume of [ AT BE FR DE LU NL ES
consultations / year

Unidentified DNA |6 000 |2 000 5000 30000 |500 6 000 6 000

profiles

Reference DNA |12 000 {5 000 100 000 | 45000 {500 12000 |/

profiles

2.3 Availability of the system

The queries should reach the targeted database in the chronological order of arrival while

the answer should reach the requesting Party within 15 minutes of the arrival of the query.

3. FUNCTIONAL ANALYSIS: SECOND STEP

When a Party receives a positive answer, the DNA expert undertakes a comparison
between the values of the profile which was submittad in question and the values of the
profile(s) which will be transmitted as an answer. The expert validates and checks the

evidential value of the profile.

Legal assistance procedures start after a "full match” or a "near match" is obtained during
thc automated consultation phase and after validation of an existing match between two

profiles.
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Annex A.4

DNA Interface Control Document (ICD)

1. INTRODUCTION

1.1. OBIJECTIVES

The purpose of this Annex is to define the requirements for the exchange of DNA profile
infaormation between the DNA database systems of all Partics. The header fields are
defined specific for the Priim DNA exchange, the data part is based on the DNA profile
data part in the XML schema defined for the Interpol DNA exchange gateway.

It is agreed to exchange data by SMTP (Simple Mail Transfer Protocol), using a central
relay mail server provided by the network provider. The XML file is transported as mail

body.

1.2. SCOPE

This ICD defines the content of the message (mail) only. All network-specific and mail-
specific topics are defined uniformly in order to allow a common technical basc for the

DNA data exchange.

Within this common definitions should be at least defined:

e The format of the subject field in the message to make an automated processing of the
messages possible,

e if content encryption is nccessary and if yes which methods should be chosen,

e the maximum length of messages.

1.3. XML STRUCTURE AND PRINCIPLES

The XML message is structured into
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e header part, which contains information about the transmission and
¢  data part, which contains profile specific information + the profile itself.

The same XML schema should be useable for request and response. Fore purposes of
complete checks of unidentified DNA profiles (Art. 4) it should be possible to send a batch
of profiles in one message. A maxmum number of profiles within one message must be

defined. The number is depending from the maximum allowed mail size and should be

defined after selectiun of the mail server.

XML example:

<?version="1.0" standalone="yes"?>
<PRUEMDNAX xmlIns:msxsl="urn:schemas-microsoft-com:xsit"
xmins:xsi="http://www.w3.0rg/2001/’XMLSchema-instance">
<hcader>
(..)
</header>
<datas>
(.
</datas>
j<datas> datas structure repeated. if multiple profiles sent by
(... a single SMTP message. only allowed for Art. 4 cases
</datas> |

</PRUEMDNAX

2. XML STRUCTURE DEFINITION

The following definitions are for documentation purposes and better readability, the real

binding information is provided by an XML schema file (PRUEM DNA.xsd).
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2.1. ScHEMA PRUEMDNAX

It contains the following fields:

Fields Type Description
header PRUEM header Occurs: 1
datas PRUEM _datas Occurs: 1 ... 500

2.2. CONTENT OF HEADER STRUCTURE

2.2.1. PRUEM _header

This 1s a structure describing the XML file header. It contains the following fields:

Fields Type Description

type PRUEM header type Type of the XML file

direction PRUEM header dir Direction of message flow

Ref String Reference of the XML file
Generator String Generator of XML file
schema_version String Version number of schema to use

Requesting

PRUEM _header info

Requesting Party info

Requested

PRUEM _header info

Requested Party info
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2.2.2. PRUEM_header_type

Type of data contained in message, value can be:

Value Description
M Multiple Profiles (Art. 4)
S Single Profile (Art. 3) |

2.2.3. PRUEM_header_dir

Type of data contained in message, value can be:

Value Description
R Request
A Answer

2.24. PRUEM_header_info

Structure to describe Party + message date/time. [t contains the following fields:

Description

Fields Type
Source ISOCODE string

ISO 3166-2 code of the Party

Destination_ISOCODE | String

— ]

REQUEST ID String uniqiuc Identifier for a request
date date "~ | Date of creation t)f‘;{éégagc o
time ' Time Time of creation of n:é-s-xéagc o

r
|

2.3. CONTENT OF PRUEM PROFILE DATAS

2.3.1. PRUEM _datas

This 1s a structure describing the XML profile data part. It contains the following fields:

Fields Type Description
date Date Date profile stored
type PRUEM _datas_ty | Type of profile

R AT Ll e SRR L
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pe
result PRUEM datas_res | Result of query
ult
agency String Name of corresponding unit responsible
for the profile
PROFILE IDENT String Unique Party profile ID
Message String Error Message, if result = E
Profile IPSG_DNA profil | If direction = A (Answer) AND
€ result # H (Hit) empty
MATCH_ID String {In case of a HIT PROFILE_ID of the
‘1 requesting profile
QUALITY PRUFEM_hitqualit | Quality of Hit o -
y_type [
HITCOUNT [integer ‘Count of matched Allcles
2.3.2. PRUEM hitquality_type
Valwe  Deseripion
0 Referring original requesting profile:
i ‘ 1. Case "No Hit™: original requesting profile sent back
only:
1 2. Case "Hit™: original requesting profile and matched
; profiles sent back. in compliance with the points 4.3.7
| and 4.4 of the Implementing Agreement.
% 1 | Lqual in all availabic alleles without wildcards -
2 [ ¥qual in ail available alleles with wildcards A
'3 Hit with Deviation (Microvaniant)
i Hit with mismatch
4 o
2.33. PRUEM data_type

Type of data contained in message, value can be:
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Value Description
P Person profile
S Stain

2.3.4. PRUEM data_result

Type of data contained in message, value can be:

Yalue Description

U Undefined, If direction = R (request)
H Hit

N No Hit

E Error

2.3.5. IPSG_DNA_profile

Structure describing a DNA profile. It contains the following ficlds:

Ficlds

| Description

ESS ISSOL | IPSG_DNA_ISSOL.

iGmuf) of loci corresponding to the ISSOL
| (standard group of Loct of Interpol)

| Marker

S S,

profile 1d

additional loci | IPSG DNA_additional loci | Other loci

‘Method used to generate of DNA

i/Uniquc identifier for DNA profile

2.3.6.  IPSG_DNA_ISSOL

Structure containing the loci of ISSOL (Gtandard Group of Interpol loci). It contains the

following fields:

t Fields l;wcripti(m

Wwa S IPSG_DNA_locus Locus vwa

| thO1 IPSG_DnNA_locus Locus th01
D21sl11 IPSG_DNA_locus Locus d21sii

B e BRI L e
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Fga IPSG_DNA locus Locus fga

d8s1179 IPSG_DNA locus Locus d8s1179

d3s1358 IPSG_DNA locus Locus d3s1358

d18s51 IPSG_DNA locus Locus d18s51

Amelogenin IPSG_DNA locus Locus amelogin
2.3.7. IPSG_DNA_additional_loci

Structure containing the other loci. It contains the following fields:

Fields Type Description
Tpox IPSG_DNA_locus Locus tpox
csfipo IPSG_DNA locus Locus csflpo
135317 [PSG_DNA _locus Locus d13s317
d7s820 1 IPSG_DNA locus 'Locus d7s820
d5s818 TIPSG_DNA_locus Locus d5s818
d16s539 iPSG_DNA_locus “Locus d16s539
4251338 IPSG_DNA_locus Locus d2s1338
195433 IPSG_DNA locus MLocus 4195433
Kﬁt_‘zd*‘— “jl_l’g(g}_DNA_locus ’ [.ocus penta_d
pcnlajc f{LIPSG‘DI\IA’locus ‘ Locus penta ¢
Fes : lPSG_DNA:locus l} L.ocus fes
13al “1PSG_DNA_locus Locus f13al
ngﬁI?SG_DNA_locus Locus f13b
F;cﬁﬁ—- ?ﬁ’SG"DNA_Iocus L.ocus se33
cdd 'IPSG_DNA_locus Locus cdd
| Gaba % IPSG_DNA_locus Locus gaba
| I
2.3.8. IPSG_DNA_locus

Structure describing a locus. [t contains the following fields:

"Ficlds Type Description

low_allele String Most low value of an aliele
high_allele String Most high value of an allele
L
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Annex A.5

Application, Security and Communication Architecture

1. Overview

In implementing applications for the DNA data exchange within the frame of the Treaty, it
has been decided to use a common communication network, which will be logically closed
among the Parties. In order to exploit this common communication infrastructure by
sending requests and receiving replies in a more effective way, an asynchronous
mechanism to convey DNA and dactyloscopic data requests in a wrapped SMTP e-mail
message is adopted. In fulfillment of security concems, the mechanism sMIME as
extension to SMTP functionality will be used to establish a true end-to-end sccure tunnel

over the network.

The operative TESTA II (Trans European Services for Telematics between
Administrations) has been chosen as the communication network for data exchange among
the Partics. TESTA 11 is currently under the responsibility of the European Commission. In
consideration of eventual different locations, wherc national DNA databases and the
current national access points of TESTA 1l reside in the Partics sites, two options may be
adopted to get the access to the TESTA 11
1) using the existing national access point or establishing a new national TESTA 11
access point, or
2)  setting up a secure local link from the sitc, w..cre DNA database resides and is
administered by the corresponding national agency, to the existing national

TESTA 1 access point.

Each Party will decide which option to take by itself. This access scheme should be
accepted by future acceding States to the Treaty.

R L Bt AL A T il T s
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The protocols and standards deployed in the implementation of the Treaty applications are
in compliance with the Open Standards and meet the requirements imposed by national
security policy makers of the Parties.

2. UPPER LEVEL ARCHITECTURE

Each Party of the Treaty will make its DNA data available to be exchanged with and/or
scarched by other Parties in conformity with the standardized common data format. There

exists no central computer server with a centralized database to hold DNA profiles.

Fig. 1: Topology of DNA Data Exchange

Closed Network
{VPN upon Open Standards)

In addition to the fulfillment of national legal constraints at Parties’ sites, each Party may
decide by itself, what kind of hardware and software regarding the appropriate

circumference should be deployed at its site to suit the needs of the Treaty.
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3. Security Standards and Data Protection

d
1
4
£
]
H
!

Within the framework to implement the Treaty DNA data exchange, three levels of

security concerns have concurred and will be deployed.

3.1 Data Level

DNA profile data provided by each Party has to be prepared in compliance with a common
data protection standard, so that requesting Parties will receive an answer mainly to
indicate HIT or NO-HIT along with an identification number in case of a HIT, which does
not contain any personal information at all. The further investigation afier the notification
of a HIT will be conducted at the bilateral level upon the existing national legal and

organizational regulations of the respective Parties” sites.

3.2 Communication Level

Messages containing DNA  profile information (requesting and replying) will be
encrypted upon a state-of-the-art mechanism corresponding to open standards before

they are sent to other Parties” sites.

3.3 Transmission Level

All encrypted messages containing DNA profile information will be forwarded onto
other Parties” sites through a virtual private tunneling system administered by a trust
network provider at the international level and the secure links to this tunneling system
under the national responsibility. This virtual private tunneling system does not have a

connection point with the open Internet.

By exploiting advantages of these three security levels, DNA data exchange within the
frame of the Treaty proves to satisfy a high security standard. By deployment of this
three level security architecture the danger of the whole system being compromised to

malicious attacks will be greatly mitigated.
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4. PROTOCOLS AND STANDARDS TO BE USED FOR ENCRYPTION MECHANISM:

SMIME and related packages

In consideration of the technical requirements and available technologies, the open
standard SMIME as extension to de facto e-mail standard SMTP will be deployed to
encrypt messages containing DNA profile information. The current work on s/MIME
(V3) is being cone in the IETF's sS’MIME Working Group. The protocol sMIME (V3)
allows signed rcceipts, security labels, and secure mailing lists and layered on
Cryptographic Message Syntax (CMS), an IETF specification for cryptographic
protected messages. It can be used to digitally sign, digest, authenticate or encrypt any
form of digital data. The underlying certificate usecd by sMIME mechanism has to be in

compliance with X.509 standard.

s/MIME functionality is built into the vast majority of modern e-mail software packages
including Outlook, Mozilla Mail as well as Netscape Communicator 4.x and inter-

opcrates among all major e-mail software packages.

Because of sMIMLE's easy integration into national [T infrastructure at all Partics’ sites,
it 1s selected as a viable mechanism to implement the communication security level. For
achieving the goal “Proof of Concept” in a more efficient way and reducing costs the
open standard JavaMail AP is however chosen for prototyping DNA data exchange.
JavaMail API provides simple encryption and decryption of e-mails using s/MIME

and/or OpenPGP. The intent is to provide a single. easy-to-use API for e-mail clients

that want to send and received encrypted e-mail in either of the two most popular e-mail
encryption formats. Therefore any state-of-the-art implementations to JavaMail API will
suffice for the requirements set by the Treaty. For instance, the product of Bouncy
Castle JCE (Java Cryptographic Extension) will be used to implement sMIME for
prototyping DNA data exchange among all Parties.
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5. Application Architecture

Each Party will provide the other Parties with a set of standardized DNA profile data upon
the common ICD. There are two ways to make Treaty conformant DNA data available to
the other Parties: construct a logical view over individual national database or establish a
physical exported database. The four main components: E-mail server/sMIME,
Application Server, Data Structure Area for fetching/feeding data and registering
incoming/outgoing messages, and Match Engine implement the whole application logic in
a product independent way. In order to provide all Parties with an easy integration of the
components into their respective national sites, the same functionality will be implemented
by optional open standards and protocols, which could be selected by each Party upon its
national IT policy and regulations. Because of the neutral features to be implemented to get
access to indexed databases containing Treaty conformant DNA profiles, each Party is
given free choice to select its hardware and software platform including database and

operating systems.

A prototype will be developed by a team consisting of the voluntary Parties with the goal
to prove the concepts worked out. Other non-prototyping Parties could optionally adopt
this prototype eventually with a certain amount of customization at local sites, but they are
not obliged to take this product. Non-prototyping Parties may also develop their own
products to get connected to the Treaty communication environment upon the

specifications provided by the present Implementing Agreement.
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Fig. 2: Overview Application Topology

6. PROTOCOLS AND STANDARDS TO BE USED FOR APPLICATION ARCHITE

CEURE:

6.1 XML

The DNA data exchange will fully exploit XMl.-schema as attachment 1o SMTP e-mail

messages. The eXtensible Markup Language (XW

W3C-recommended general-

purpose markup_ language for creating special-purpose markup languages, capable of

describing many different kinds of data. The description of the DNA profile suitable for

exchange among all Parties has been done by means of XML and XML schema in the ICD

document,

6.2 ObBC

Open DataBase Connectivity provides a standard sofiware APl method for accessing

database management s

stems and making it independent of programming languages,

database and operating systems. ODBC has however certain drawbacks. Administering

a large number of client machines can involve a diversity of drivers and DLLs. This

complexity can increase system administration overhead.
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6.3 JDBC

Java DataBase Connectivity (JDBC) is an API for the Java programming language that

defines how a client may access a database. In contrast to ODBC, JDBC does not require

to use a certain set of local DLLs at the Desktop.
The business logic to process DNA profile requests and replies at each Parties’ site is
described in the following diagram. Both requesting and replying flows interact with a

neutral data area comprising different data pools with a common data structure

Fig. 3: Overview Application Architecture at each Parties’ site

Requesting Flow o
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Application Server
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7. Commusication Eavironment

7.1 Common Communication Network: TESTA I and its follow-up

infrastructure

The application DNA data exchange will exploit the e-mail, an asynchronous
mechanism, to send requests and to receive replies among the Parties. Upon the fact that
all Parties do have at least one national access point to the TESTA I, the operation
DNA data exchange will be deploved over the TESTA Il network. TESTA 1l provides a
number of added-value services through its e-mail relay. In addition to hosting TESTA
I specific e-mail boxes, the infrastructure can implement mail distribution lists and
routing policies. This allows TESTA I to be used as a clearing house for messages
addressed to administrations connected to the Burope wide Domains. Virus check
mechanisms can also be put in place. The TESTA H e-mail relay is built on a high

availability hardware platform located at the central TESTA I application facilities and

protected by firewall. The TESTA I Domain Name Services (DNS) will resolve
resource locators to [P addresses and hide addressing issues from the user and from

applications.

7.2 Security Concern

The concept of a VPN (Virtual Private Network) has been implemented within the
framework of TESTA 11 Tag Switching Technology used to build this VPN will evolve
to support Multi-Protocol Label Switching (MPLS) standard developed by the Internet

Engineering Task Foree (1ETF).
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MPLS is an IETF standard technology
that speeds up network traffic flow by

avoiding packet analysis by
R - . . o .
4" \dentify intermediate routers (hops). This is
destination . .
done on the basis of so-called labels
FiB Table that are attached to packet by the edge
3 apply tag
1 and selsct routers of the backbone, on the basis of
o = egress port
) information stored in the forwarding
| S——
information base (FIB). Labels are also

et $e i Tiv 3 o .
‘ , - ; used o umpiemenl  wvirtugl privaie
| VPN-IP route  tag info | P P

stworks { VPNgY
2 make routing networks (VPNs)
decision

MPLS combines the benefits of laver 3 routing with the advantages of layer 2 switching.
Because 1P addresses are not evaluated duning transition through the backbone, MPLS

does not impose any 1P addressing limitations.

Furthermore e-mail messages over the TESTA 1T wall be protected by sMIME driven
encryption mechanism. Without knowing the key and possessing the right certificate,

nobody can decrypt messages over the network.

5

7.5 Protocols and Standards to be used over the communpication network

7.3.1 SMTP

Simple Mail Transfer Protocol is the de faucto standard for e-mail transmission across

the Internet. SMTP is a relatively simple, text-based protocol, where one or more

recipients of a message are specified and then the message text is transferred. SMTP
uses TCP port 25 upon the specification by the IETF. To determine the SMTP server for

a given domain name, the MX (Mail eXchange} DNS (Domain Name Systems) record

15 used.

files. Standards such as MIME were dwe%@;}c& to encode binary files for transfer




;
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through SMTP. Today, most SMTP servers support the 8BITMIME and sMIME

extension, permitting binary files to be transmitted almost as easily as plain text.

SMTP is a "push" protocol that does not allow one to "pull” messages from a remote

server on demand. To do this a mail client must use POP3 or IMAP. Within the

framework of implementing DNA data exchange it is decided to use the protocol POP3.

7.3.2 POP

Local ¢-mail clients use the Post Office Protocol version 3 (POP3), an application-laver

Intemet standard protocol, to retrieve c-mail from a remote server over a TCpP/AP

connection. By using the SMTP_Submit profile of the SMTP protocol, e-mail clients send
messages across the Internet or over a corporate network. MIME serves as the standard for
attachments and non-ASCIl text in e-mail. Although neither POP3 nor SMTP requires
MIME-formatied e-mail, essentially Internet e-mail comes MIME-formatted, so POP
clients must also understand and use MIME. The whole communication environment of

the Treaty will therefore include the components of POP.

7.4 Network Address Scheme

The address block €2.62.0.0/17 has currently been allocated by the FEuropean IP
TESTA H in the future if required (but for that. at least 80% of the 62.62.0.0/17 should be
alrcady assigned. and actually used in the TESTA 1 network). The address space allocated
to the TESTA II network is 62.62.0.0 - 62.62.127.255. Considering the geographical
approach as introduced above, for cach country a dedicated block of C class sub-nets is

allocated.

For the current Parties, the 1P address ranges are assigned to and/or reserved for by the

administration of TESTA Il in the following table:
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IP address range Parties comments
62.62.0.0/24 - 62.62.1.0/24 Central Service (TESTA II)
62.62.30.0/24 - 62.62.33.0/24 Austria

62.62.22.0/24 - 62.62.25.0/24 Belgium

62.62.50.0/24 France

62.62.38.0/24 10 62.62.40.0/24 Germany first part
62.62.76.0/24 to 62.62.79.0/24 Germany second part
62.62.54.0/24 The Netherlands

62.62.26.0/24 - 62.62.29.0/24 Luxemburg

62.62.6.0/24 - 62.62.9.0/24 Spain

The IP address ranges are subject to change during the further development of TESTA

I1.

7.5 Configuration Parameters

A sccure e-mail system is set up using the eu-admin.net domain. This domain with the
associated addresses will not be accessible from a location not on the TESTA 11 Europe
wide domain, because the names are only known on the TESTA H central DNS server,

which is shielded from the Intemet.

The resolution of these TESTA 1 site addresses (host names) to their IP addresses is done
by the TESTA II DNS service. For each Local Domain. a Mail entry will be added to this
TESTA 11 central DNS server, making all e-mail messages sent to TESTA Local Domains
being relayed to the TESTA I central Mail Relay. This TESTA Il central Mail Relay will
then forward them to the specific Local Domain e-mail server using the Local Domain e-
mail addresses. By relaying the c-mail in this way. critical information contained in c-mails

will only pass the Europe wide closed network infrastructure and not the insecure Internet.

It is necessary to establish sub domains (bold italics) in all Parties” sites upon the following
syntax:

“application-type.pruem.party-code.cu-admin.net”, where:
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“party-code” takes one of the values: AT, BE, DE, ES, FR, LU and NL; the party code is a
country code;
“application-type” takes one of the values: DNA and FP.

By applying the above syntax, the sub domains for the current seven Parties are shown in

the following table:
MS/Parties | Sub Domains Comments
; i
Austria ! dna.pruem.at cu-admin.net Using the existing TESTA I national access point i
k|
i
i

| fp.pruem.at.cu-admin.nct

!
!

Belgium ; dna.pruem.be_cu-admin.net Setting up a secure local hnk to the exisung TESTA I

access point

;[p.pruem.be.cu-admin,ncl

i Germany : dmz,pruem de.cu-admin.net Using the L\hlmg TESTA U national access pmnl\

fp pruem.de. cu-admin.net

T Spain | dnapruem.escu-adminnet | Using the existing TESTA I national access point
SJppruemescuadminnet T T
"“TrZBLTV**JImAErE?m freu-adminnet | Using the nmm TESTA T national access point
rf;ﬁpm—frhianddmm wt Ty e

i U\Ln;gl;r; ) [ dna. prucm du.cu-admin. ’ntlm—-v Us \nm_ the L\va TESTA H national JLL:.::p;)I]iI I
D’E};ﬁerﬁilu cu-adminnet (T

T the En;;);uc;ln»l co-adminnet lnuudmL t establish a now TESTA 1 access pmm atthe 1‘
Netherlunds ‘ P NFI i

:

fppruem.nleu-adminnel L - S J

8. CONCLUSION

Upon the result of negotiations with the European Commission (U COM). a step-by-step
approach to deploy the DNA application over TESTA I will be adopted. A certain amount
of customization work has to be done mainly by the EU COM in joint work with the
TESTA 1I provider. However, each Party is in charge of the necessary modifications for
the IT cnvironment at its respective sites if requested. The first deployment step over
TESTA 1l is planned among the prototyping Parties and the other Partics may have the
deployment at a ready-to-go basis after the fulfilment of the necessary requirements from
IT and organizational point of view. A requirement sheet to be filled out by non-

prototyping Parties will be sent out timely before the deployment commences.




Annexes B

Automated searching for dactyloscopic data

Annex B.1

Interface Control Document (Dactyloscopic data)

INTRODUCTION

The purpose of this document is to define the requirements for the exchange of
dactyloscopic information between the Automated Fingerprint Identification Systems
(AFIS) of the Parties. It is based on the Interpol-Implementation of ANSI/NIST-ITL 1-
2000 (INT-1. Version 4.22b).

This version shall cover all basic definitions for Logical Records Tvpe-1. Type-2. Type-4,
Type-9, Type-13 and Type-15 required for image and minutiz based dactyloscopic

processing.

I. FILE CONTENT OVERVIEW

A dactyloscopic file consists of several logical records. There are sixteen types of record
specified in the onginal ANSUNIST-ITL 1-2000 standard. Appropriate ASCI separation

characters are used between each record and the fields and subfield: within the records.

In this version for the application of the Treaty, only 6 record types are used to

exchange information between the originating and the destination agency:

Type-1 -> Transaction inrformation
Type-2 -> Alphanumeric persons/case data
Type4 -> High resolution grayscale dactyloscopic images
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Type-9 -> Minutize Record
Type-13 -> Variable resolution latent image

Type-15 -> Variable resolution palmprint image record

1.1 TypE-1-FILE HEADER

This record contains routing information and information describing the structure of the
rest of the file. This record type also defines the types of transaction which fall under the

following broad categories:

1.2 TyYPE-2 - DESCRIPTIVE TEXT

This record contains textual information of interest to the sending and receiving agencies.

1.3  TyPE-4 - HIGH RESOLUTION GRAY-SCALE IMAGE

This record is used to exchange high resolution gray-scale (eight bit) dactyloscopic images
sampled at 500 sixcts/inch. The dactyloscopic images shall be compressed using the WSQ
algorithm with a ratio not more than 15:1. Other compression algorithms or uncompressed

images must not be used.

1.4 TyPE-9-NMINUTLE RECORD

Type-9 records are used to exchange ridge characteristics or minutie data. Their purpose is
partly to aveid unnccessary duplication of AFIS encoding processcs and partly to allow the

transmission of AFIS codes which contain less data than the corresponding images.

1.5 TYPE-13 - VARIABLE-RESOLUTION LATENT IMAGE RECORD

This record shall be used to exchange variable-resolution latent fingerprint and latent
palmprint images together with textural alphanumerical information. The scanning
resolution of the images shall be 500 pixels/inch with 256 gray-levels. If the quality of the
latent image is sufficient it shall be compressed using WSQ-algorithm. If necessary the
resolution of the images may be expanded to more than 500 pixels/inch and more than 256

gray-levels on bilateral agreement.




1.6 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

Type-15 tagged field image records shall be used to exchange variable-resolution
palmprint images together with textural alphanumerical information. The scanning
resolution of the images shall be 500 pixels/inch with 256 gray-levels. To minimize the
amount of data all palmprint images shall be compressed using WSQ-algorithm. If
necessary the resolution of the images may be expanded to more than 500 pixels/inch and

more than 256 gray-levels on bilateral agreement.

2. RECORD FORMAT

A transaction file shall consist of one or more logical records. For each logical record
contained in the file. several information fields appropriate to that record type shall be
present. Fach information field may contain one or more basic single-valued information
items. Taken together these items are used to convey different aspects of the data contained
in that field. An information ficld may also consist of one or more information items
grouped together and repeated multiple times within a ficld. Such a group of information
items is known as a subfield. An information field may therefore consist of one or more

subficlds of information items.

2.1 INFORMATION SEPARATORS

In the tapged-field logical records. mechanisms for delimiting information arce
implemented by use of four ASCII information separators. The delimited information may
be items within a field or subfield. fields within a logical record. or multiple occurrences of
subficlds. These information separators arc defined in the standard ANSI X3.4. These
characters are used to separate and qualify information in a logical sense. Viewed in a
hierarchical relationship, the File Separator “FS” character is the most inclusive followed
by the Group Separator “GS™, the Record Separator “RS”, and finally the Unit Separator
“US" characters. Table 1 lists these ASCII separators and a description of their use within

this standard.

Information separators should be functionally viewed as an indication of the type data that

follows. The “US” character shall separate individual information items within a field or




subfield. This is a signal that the next information item is a piece of data for that field or
subfield. Multiple subfields within a field separated by the “RS” character signals the start
of the next group of repeated information item(s). The “GS” separator character used
between information fields signals the beginning of a new field preceding the field
identifying number that shall appear. Similarly, the beginning of a new logical record shall
be signalled by the appearance of the “FS” character.

The four characters are only meaningful when used as separators of data items in the fields
of the ASCII text records. There is no specific meaning attached to these characters
occurring in binary image records and binary fields — they are just part of the exchanged

data.

Normally. there should be no empty fields or information items and therefore only one
scparator character should appear between any two data items. The exception to this rule
occurs for those instances where the data in fields or information items in a transaction are
unavailable, missing. or optional, and the processing of the transaction is not dependent
upon the presence of that particular data. In those instances, multiple and adjacent
scparator characters shall appear together rather than requiring the insertion of dummy data

between separator characters.

Consider the definition of a field that consists of three information items. If the information
tor the second information item is missing, then two adjacent “US™ information separator
characters would occur betwceen the first and third information items. Hf the second and
third infoimation ttems were both missing. then three separator characters should be used -
two “US™ characters in addition to the terminating ficld or subfield separator character. In
general, if one or more mandatory or optional information items are unavailable for a ficld

or subfield, then the appropriate number of separator character should be inserted.

It is possible to have side-by-side combinations of two or more of the four available
separator characters. When data are missing or unavailable for information items,
subfields. or ficlds, there must be one fewer separator characters present than the number

of data items, subfields, or fields required.




Table 1: Separators Used

Hexadecimal | Decimal
Code | Type : Description
, Value Value
UsS Unit Separator Separates information items IF 31
RS Record Separator Separates subfields 1E 30
GS Group Separator Separates fields 1D 29
FS File Separator Separaics logical records 1C 28

2.2  RECORDLAYOUT

For tagged-field logical records, each information field that is used shall be numbered in
accordance with this standard. The format for cach field shall consist of the logical record
type number followed by a period “.”, a ficld number followed by a colon “:™, followed by
the information appropniate to that ficld. The tagged-field number can be any one-to nine-
digit number occurring between the period “.” and the colon “:™. 1t shall be interpreted as
an unsigned integer ficld number. This implies that a ficld number of #2.123:" is equivalent

to and shall be interpreted in the same manner as a ficld number of *2.000000123:™.

For purposcs of illustration throughout this document. a three-digit number shall be used
for enumerating the fields contained in each of the tagged-field logical records described
herein. Field numbers will have the form of “TT.xxx:” where the “TT™ represents the one-
or two-character record type followed by a period. The next three characters comprise the
appropriate field number followed by a colon. Descriptive ASCII information or the image

data follows the colon.

Logical Type-1 and Type-2 records contain only ASCII textual data fields. The entire
length of the record (including field numbers, colons, and separator characters) shall be
recorded as the first ASCI field within each of these record types. The ASCII File
Separator “FS™ control character (signifying the end of the logical record or transaction)
shall follow the last byte of ASCII information and shall be included in the length of the

record.




In contrast to the tagged-field concept, the Type-4 record contains only binary data
recorded as ordered fixed-length binary fields. The entire length of the record shall be
recorded in the first four-byte binary field of each record. For this binary record, neither
the record number with its period, nor the field identifier number and its following colon,
shall be recorded. Furthermore, as all the field lengths of this record is either fixed or
specified, none of the four separator characters (“US”, “RS”, ”GS”, or “FS”) shall be
interpreted as anything other than binary data. For the binary record, the “FS” character

shall not be used as a record separator or transaction terminating character.

3. TyrE-1LOGICAL RECORD: THE FiLE HEADER

This record describes the structure of the file. the type of the file, and other important
information. The character set used for Type-1 fields shall contain only the 7-bit ANSI

code for information interchange.

3.1 Fields for Type-1 Logical Record

3.1.1 Field 1.001: Logical Record Length (LEN)

This field contains the total count of the number of bytes in the whole Type-1 logical
record. The field begins with “1.001:", followed by the total length of the record including

every character of cvery field and the information separators.

3.1.2 Field 1.002: Version Number (VER)

To ensure that users know which version of thc ANSIUNIST standard is being used, this
four byte field specifies the version number of the standard being implemented by the
software or system creating the file. The first two bytes specify the major version reference
number, the second two the minor revision number. For example, the original 1986
Standard would be considered the first version and designated “0100” while the present
ANSI/NIST-ITL 1-2000 standard is “03007.




3.1.3  FiELD 1.003: FiLE CONTENT (CNT)

This field lists each of the records in the file by record type and the order in which the
records appear in the logical file. It consists of one or more subfields, each of which in tum
contains two information items describing a single logical record found in the current file.
The subfields are entered in the same order in which the records are recorded and

transmitted.

The first information item in the first subfield is "1", to refer to this Type-1 record. It is
followed by a second information item which contains the number of other records
contained in the file. This number is also equal to the count of the remaining subfields of

field 1.003.

Each of the remaining subfields is associated with one record within the file, and the
sequence of subfields corresponds to the sequence of records. Each subfield contains two
ttems of information. The first is to identify the Type of the record. The second is the

record's IDC. The "US" character shall be used to separate the two information items.

314 FIELD 1.004: TYPE OF TRANSACTION (TOT)

This ficld contains a three letter mnemonic destgnating the type of the transaction. These
codes may be different from those used by other implementations of the ANSI/NIST

standard.

CPS: Criminal Print-to-Print Search. This transaction is a request for a search of a record
relating to a criminal offence against a prints database. The person’s prints must be

included as WSQ-compressed images in the file.

In case of a No-HIT, the following logical records will be returned:
= I Type-1 Record
= 1 Type-2 Record

In case of a HIT, the following logical records will be returne!:

= 1 Type-1 Record




= 1 Type-2 Record
=>  1-14 Type-4 Record
The CPS TOT is summarized in Table A.6.1 (Appendix 6).

PMS: Print-to-Latent Search. This transaction is used when a set of prints shall to be
searched against an Unidentified Latent database. The response will contain the Hit/No-
Hit decision of the destination AFIS search. If multiple unidentified latents exist, multiple
SRE transactions will be returned, with one latent per transaction. The person’s prints must

be included as WSQ-compressed images in the file.

In case of a No-HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record

in case of a HIT, the following logical records will be returned:
= I Type-1 Record
= I Type-2 Record
= I Type-13 Record

The PMS TOT is summarized in Table A.6.1 (Appendix 6).

MPS: Latent-to-P-int Scarch. This transaction is used when a latent is to be searched
against a Prints database. The latent minutizz information and the image (WSQ-

compressed) must be included in the file.

In case of a No-HIT, the following logical records will be returned:
= I Type-1 Record
= [ Type-2 Record

In case of a HIT, the following logical records will be returned:
= 1 Type-1 Record
= | Type-2 Record




= 1 Type-4 or Type-15 Record
The MPS TOT is summarized in Table A.6.4 (Appendix 6).

MMS: Latent-to-Latent Search. In this transaction the file contains a latent which is to be
scarched against an Unidentified Latent database in order to establish links between
various scenes of crime. The latent minuti® information and the image (WSQ-compressed)

must be included in the file.

In case of a No-HIT, the following logical records will be returned:
= 1 Type-1 Record
= 1 Type-2 Record

In case of a HIT, the following logical records will be returned:
= 1 Type-1 Record
= I Type-2 Record
= 1 Type-13 Record

The MMS TOT is summarized in Table A.6.4 (Appendix 6).

SRE: This transaction is returned by the destination agency in response to dactyloscopic
submissions. The response will coniain the Hit/No-Hit decision of the destination AFIS
search. If multiple candidates exist, multiple SRE transactions will be returned, with one
candidate per transaction.

The SRE TOT is summarized in Table A.6.2 (Appendix 6).

ERR: This transaction is returned by the destination AFIS to indicate a transaction error. It
includes a message field (ERM) indicating the error detected. The following logical
records will be retumed:

= 1 Type-1 Record

= 1 Type-2 Record
The ERR TOT is summarized in Table A.6.3 (Appendix 6).

G o s
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Table 2: Permissible Codes in Transactions

et e

- (C in case of latent hits)

M%)
Cwan

Key:
M = Mandatory

M#* = Only one of both record-types may be included

O = Optional

C = Conditional if data is avatlable

- = Not allowed

1* = Conditional for legacy systems

3.15

This field indicates the date on which the transaction was initiated and must conform to the

YYYYMMDD

ISO standard notation of:

where YYY'Y is the year, MM is the month and DD is the day of the month. Leading zeros

arc used for single figure numbers. For example, "19931004" represents the 4 October

1993.

FIELD 1.005: DATE OF TRANSACTION (DAT)
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3.1.6 F1ELD 1.006: PRIORITY (PRY)

This optional field defines the priority, on a level of 1 to 9, of the request. "1" is the highest
priority and "9" the lowest. Accordingly to the Implementing Agreement, priority "1”

transactions shall be processed immediately.

3.1.7 F1ELD 1.007: DESTINATION AGENCY IDENTIFIER (DAI)

This field specifies the destination agency for the transaction.

It consists of two information items in the following format: CCl/agency.

The first information item contains the Country Code, defined in 1SO 3166, two alpha-
numeric characters long. The second item, agency, is a free text identification of the

agency, up to a maximum of 32 alpha-numeric characters.

3.1.8 FieLD 1.008: ORIGINATING AGENCY IDENTIFIER (ORI)

This ficld specifies the file originator and has the same format as the DAT (Field 1.007).

3.19 FieLb 1.009: TRANSACTION CONTROL NUMBER (TCN)

This is a contro} number for reference purposes. It should be generated by the computer
and have the following format: YYSSSSSSSSA

is a check character generated by following the procedure given in Appendix 2.

Where a TCN is not available, the ficld. YYSSSSSSSS, is filled with zeros and the check

character gencrated as above.

3.1.10  FiELD 1.010: TRANSACTION CONTROL RESPONSE (TCR)

Where a request was sent out, to which this is the response, this optional ficld will contain
the transaction contro! number of the request message. It thercfore has the same format as

TCN (Field 1.009).
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3.1.11 FIELD 1.011: NATIVE SCANNING RESOLUTION (NSR)

This field specifies the normal scanning resolution of the system supported by the
originator of the transaction. The resolution is specified as two numeric digits followed by
the decimal point and then two more digits.

For all transactions linked to the Treaty the sampling rate shall be 500 pixels/inch or 19.68

pixels/mm.

3.1.12  FieLD 1.012: NOMINAL TRANSMITTING RESOLUTION (NTR

This five-byte field specifics the nominal transmitting resolution for the images being
transmitted. The resolution is expressed in pixels/mm in the same format as NSR (Fieid

1.011).

3.1.13  FieLp L.013: DOMAIN NAME (DOM)

This mandatory ficld identifics the domain name for the user-defined Type-2 logical record

implementation. It consists of two information items and shall be “INT-1{US}4.22{GS}™

3.1.14  Fierp 1.014: GREENWICH MEAN TIME (GMT)

This mandatory ficld provides a mechanism lor expressing the date and time tn terms of
universal Greenwich Mean Time (GMT) umits. If used, the GMT field contains the
universal date that will be in addition to the local date contained in Field 1.005 (DAT). Use
of the GMT field climinates local time inconsistencies encountered when a transaction and
its response are transmitted between two places separated by several time zones. The GMT
provides a universal date and 24-hour clock time indcpendent of time zones. It is
represented as "CCYYMMDDHHMMSSZ™, a 15-character string that is the concaienation
of the date with the GMT and concludes with a “Z”. The “CCYY™ characters shall
represent the yvear of the transaction. the “MM?™ characters shall be the tens and units values
of the month, and the "DD™ characters shall be the tens and units values of the day of the
month, the “HH™ characters rep-resent the hour, the “MM™ the minute, and the “SS”

represents the second. The complete date shall not exceed the current date.
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4. TvyPE-2 LOGICAL RECORD: DESCRIPTIVE TEXT

The structure of most of this record is not defined by the original ANSI/NIST standard.
The record contains information of specific interest to the agencies sending or receiving
the file. To ensure that communicating dactyloscopic systems arec compatible this ICD
requires that only the fields listed below are contained within the record. This document

specifies which fields are mandatory and which optional, and also defines the structure of

the individual fields.

4.1 FI1ELDS FOR TYPE-2 LOGICAL RECORD

4.1.1 FieLD 2.001: LoGicAL RECORD LENGTH (LEN)

This mandatory field contains the length of this Type-2 record. and specifies the total
number of bytes including every character of every field contained in the record and the

information separators.

4.1.2 FIELD 2.002: IMAGE DESIGNATION CHARACTER (IDC)

The IDC contained in this mandatory ficld is an ASCH representation of the IDC as

defined in the file content field of the Type-1 record.

4.1.3 FIELD 2.003: SYSTEM INFORMATION (SYS)

This ficld is mandatory and contains four bytes which indicate which version of the INT-1

this particular Type-2 record complics witi.

The first two bytes specify the major version number. the second two the minor revision
number. For example. this implementation is based on INT-I version 4 revision 22 and

would be represented as 04227,
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414  FIELD 2.007: CASE NUMBER (CNO)

This is a number assigned by the local dactyloscopic bureau to a collection of latents found
at a scene-of-crime. The following format is adopted:  CC/number

where CC is the Interpol Country Code, two alph2-numeric characters in length, and the
number complies with the appropriate local guidelines and may be up to 32 alpha-numeric

characters long.

This field allows the system to identify latents associated with a particular crime.

4.1.5 F1ELD 2.008: SEQUENCE NUMBER (SQN)

This specifies each sequence of latents within a case. It can be up to four numeric
characters long. A sequence is a latent or series of latents which are grouped together for
the purposes of filing and/or scarching. This detinition implies that even single latents will

still have to be assigned a sequence number.

This field together with MID (Field 2.009) may be included to identify a particular latent

within a scquence.

4.1.6 FiELD 2.009: LATENT IDENTIFIER (MID)

This specifies the individual latent within a sequence. The value is a singie letter. with 'A’
assigned to the first latent, ‘B’ to the second. and so or up to a limit of 'J'. This ficld is used

analog to the latent sequence number discussed in the description for SQN (Field 2.008).

4.1.7 FieLp 2.010: CRiMINAL REFERENCE NUMBER (CRN)

This is a unique reference number assigned by a national agency to an individual who is
charged for the first time with committing an offence. Within one country no individual
ever has more than one CRN. or shaces it with any other individual. However, the same
individual may have Criminal Rei:rence Numbers in several countries, which will be

distinguishable by means of the country code.

The following format is adopted for CRN field:  CC/number
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where CC is the Country Code, defined in ISO 3166, two alpha-numeric characters in
length, and the number complies with the appropriate national guidelines of the issuing

agency, and may be up to 32 alpha-numeric characters long.

For transactions linked to the Treaty this field will be used for the national criminal
reference number of the originating agency which is linked to the images in Type-4 or

Type-15 Records.

4.1.8 FIELD 2.012: MISCELLANEOUS IDENTIFICATION NUMBER (MN1)

This fields contains the CRN (field 2.010) transmitted by an CPS or PMS transaction

without the leading country code.

4.1.9 F1eLp 2.013: MISCELLANEOUS IDENTIFICATION NUMBER (MN2)

This hields contains the CNO (field 2.007) transmitted by an MPS or MMS transaction

without the leading country ~ode.

4.1.10  FiELD 2.014: MISCELLANEOUS IDENTIFICATION NUMBER (MN3)

This tields contains the SQN (field 2.008) transmitted by an MPS or MMS transaction.

4.1.11  F1ELD 2.015: MISCELLANEOUS IDENTIFICATION NUMBER (MN4)

This fields contains the MID (field 2.009) transmitted bv an MPS or MMS.

4.1.12  FiELD 2.063: ADDITIONAL INFORMATION (INF)

This optional field. consisting of up to 32 alpha-numeric characters, may give additional

information about the request.

4.1.13  FieLD 2.064: RESPONDENTS LIST (RLS)

This field contains at least two subfields. The first subfield describes the type of search that
has been carred out, using the three-lctter mnemonics which specify the transaction type in
TOT (Field 1.004). The second subfield contains a single character. An *“I” shall be used to
indicate that a HIT has been found and an “N” shall be used to indicate that no matching
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cases have been found (NOHIT). The third subfield contains the sequence identifier for the
candidate result and the total aumber of candidates separated by a slash. Multiple messages

will be returned if multiple candidates exist.

In case of a possible HIT the fourth subfield shall contain the score up to six digits long. If
the HIT has been verified the value of this subfield is defined as "999999".

Example: "CPS{RS}I{RS}1001/001 {RS}999999{GS}"

If the remote AFIS does not assign scores, then a score of zero should be used at the

appropriate point.

4.1.14  FieLp 2.074: STATUS/ERROR MESSAGE FIELD (ERM)

This field cortains error messages resulting from transactions. which will be sent back 1o

the requester as part of an Error Transaction.

Numeric
Meaning (5-128)
Code (1-3)

003 g ERROR: UNAUTHORISED ACCESS

101 % MANDATORY FiELD MISSING

102 { lNV;\LID IA{EC()RD TYPET

103 UNDEFINED FIELD
- 104 EXCEED THE MAXIMUM OCCURRENCE
B 105 INVALID NUMBER OF SUBFIELDS

106 FIELD LENGTH TOO SHORT

107 FIELD LEN-GTH TOO LONG

108 FIELD IS NOT A NUMBER AS EXPECTED

109 FIELD NUMBER VALUE TOO SMALL

110 FIELD NUMBER VALUE TOO BIG

ll—l INVALID CHARACTER

112 n NVALID DATE
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115 ‘IN;/ALID ITEM VALUE -~ ,
116 INVALID TYPE OF TRANSACTION
117 INVALID RECORD DATA
_ .
201 ERROR: INVALID TCN
=01 ERROR: INSUFFICIENT FINGERPRINT QUALITY
502 ERROR: MISSING FINGERPRINTS
503 ERROR: FINGERPRINT SEQUENCE CHECK FAILED o ‘
ERROR: ANY OTHER ERROR. FOR FURTHER DETAILS CALL DESTINATION
i AGENCY.

Error messages in the range between 100 and 199:

These error messages are related to the validation of the ANSI/NIST records and defined
as:
<error_code 1>: IDC <ide_number 1> FIELD <field id 1> <dynamic text 1> LF
<error_code 2>: IDC <ide_number 2> FIELD <field id 2> <dynamic text 2>...
where

- crror_code is a code uniquely related to a specific reason (see table)

- field id is the ANSI/NIST field number of the incorrect field (e.g. 1.601, 2.001. ...)

in the format <record type>.<field id>.<sub_field id>
- dynamic text is a more detailed dynamic description of the error
- LF isa Line Feed scparating errors if more then one errer is encountered

- fortype-1 record the ICD is defined as "-1"
Lxample:
201: IDC -1 FIELD 1.009 WRONG CONTROL CHARACTER {LF} 115: IDC 0 FIELD

2.003 INVALID SYSTEM INFORMATION

This field is mandatory for error transactions.
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4.1.15 FIELD 2.320: EXPECTED NUMBER OF CANDIDATES (ENC)

This field contains the maximum number of candidates for verification expected by the
requesting agency. The value of ENC must not exceed the values defined in Annex B.2 of

this Implementing Agreement.
5. TyreE-4 LoGiCAL RECORD: HiGH RESOLUTION GRAY-SCALE IMAGE

It should be noted that Type-4 records are binary rather than ASCII in nature. Therefore
each field is assigned a specific position within the record, which implies that all fields are

mandatory.

The standard allows both image size and resolution to be specified within the record. It
requires Type-4 Logical Records to contain dactyloscopic image data that are being
transmitted at a nominal pixel density of 500 to 520 pixels per inch. The preferred rate for
new designs is at a pixel density of 500 pixels per inch or 19.68 pixels per mm. 500 pixcls
per inch is the density specified by the INT-I, except that similar systems may
communicate with cach other at a non-preferred rate. within the limits of 500 to 520 pixels

per inch.

5.1 FiELDS FOR TypPE-4 LOGICAL RECORD

5.1.1 FIELD 4.001: LOGICAL RECORD LENGTH (LEN)

This four-byte ficld contains the length of this Type-4 record, and specifies the total

number of bytes including every byte of every field contained in the record.

5.1.2 FIELD 4.002: IMAGE DESIGNATION CHARACTER (IDC)

This 1s the one-byte binary representation of the IDC number given in the header file.

5.1.3 FIELD 4.003: IMPRESSION TYPE (IMP)

The impression type is a single-byte field occupying the sixth byte of the record.
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Table 3 : Finger Impression Type

— 0 lee-scan 6f piaivx; ﬁﬁgerpriﬁt —
1 Live-scan of rolled fingerprint
2 Non-live scan impression of plain fingerprint captured from paper
3 Non-live scan impression of rolled fingerprint captured from paper
4 Latent impression captured directly
5 Latent tracing
6 Latent photo
7 Latent lift
8 Swipe
9 Unknown

5.1.4 FIELD 4.004: FinGER POSITION (FGP)

This fixed-length field of 6 bytes occupies the seventh through twelfth byte positions of a
Type-4 record. It contains possible finger positions beginning in the left most byte (byte 7
of the record). The known or most probable finger position is taken from the following
table. Up to five additional fingers may be referenced by entering the altemate finger
positions in the remaining five bytes using the same format. If fewer than five finger
position references are to be used the unused bytes are filled with binary 255. To reference

all finger positions code 0, for unknown, is used.

Table 4: Finger position code and maximum size

Width Length
Finger position Finger code
(mm) (mm)
Unknown 0 40.0 40.0
Right thumb 1 45.0 40.0
Right index finger 2 40.0 40.0
Right middle finger 3 40.0 40.0
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Right ring finger 4 40.0 40.0
Right little finger 5 33.0 40.0
Left thumb 6 45.0 40.0
Left index finger 7 40.0 40.0
Left middle finger 8 40.0 40.0
Left ring finger 9 40.0 40.0
Left little finger 10 33.0 40.0
Plain right thumb 11 30.0 55.0
Plain left thumb 12 50.0 55.0
Plain right four fingers 13 70.0 65.0
Plain left four fingers 14 70.0 65.0

For scene of crime latents only the codes 0 to 10 should be used.

5.1.5 FIELD 4.008: IMAGE SCANNING RESOLUTION (ISR)

This one-byte ficld occupices the 13th byte of a Type-4 record. If it contains “0” then the
image has been sampled at the preferred scanning rate of 19.68 pixels/mm (500 pixels per
inch). If it contains 17 then the image has been sampled at an alternative scanning rate as

specified in the Type-1 record.

5.1.6 FiELD 4.006: HORIZONTAL LINE LENGTH (HLL)

This field is positioned at bytes 14 and 15 within the Type-4 record. It specifies the number

of pixels contained in each scan line. The first byte will be the most significant.

S.1.7 FIELD 4.007: VERTICAL LINE LENGTH (VLL)

This field records in bytes 16 and 17 the number of scan lines present in the image. The

first byte is the most significant.
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518  FIELD 4.008: GRAY-SCALE COMPRESSION ALGORITHM (GCA)

This one-byte field specifies the gray-scale compression algorithm used to encode the
image data. A binary zero indicates that no compression algorithm has been used. In this
case pixels are recorded in left to right, top to bottom fashion. The FBI will maintain a
registry relaiing non-zero numbers to compression algorithms. This Impiementation based

on the INT-I will use the same allocation of numbers.

5.1.9 Fi1ELD 4.009: THE IMAGE

This ficld contains a byte stream representing the image. Its structure will obviously

depend on the compression algorithm used.
6. TYPE-9 LoGiCAL RECORD: MINUTIE RECORD

Type-9 records shall contain ASCII text describing minutiz and related information
encoded from a latent. For latent search transaction, there no limit for these Type-9 records

in a file, each of which shall be for a diffcrent view or latent.

6.1 MINUTI/E EXTRACTION

6.1.1 MINUTIA TYPE IDENTIFICATION

This standard defines three identifier numbers that are used to describe the minutia type.
These are listed in Table 4.1. A ndge ending shall be designated Type 1. A bifurcation
shall be designated Type 2. If a minutia cannot be clearly categorized as one of the above

two types, it shall be designated as “other”, Type 0.

Table 5: Minutia tpes

Type Description
0 Other
1 Ridge ending
2 Bifurcation
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6.1.2 MINUTIA PLACEMENT AND TYPE

For templates to be compliant with Section 5 of the ANSI INCITS 378-2004 standard, the
following method, which enhances the current INCITS 378-2004 standard, shall be used

for determining placement (location and angular direction) of individual minutiae.

The position or location of a minutia representing a ridge ending shall be the point of
forking of the medial skeleton of the valley area immediately in front of the ridge ending.
If the three legs of the valley area were thinned down to a single-pixel-wide skeleton, the
point of the intersection is the location of the minutia. Similarly, the location of the minutia
for a bifurcation shall be the point of forking of the medial skeleton of the ridge. If the
three legs of the ridge were each thinned down to a single-pixel-wide skeleton, the point

where the three legs intersect is the location of the minutia.

After all ridge endings have been converted to bifurcations. all of the minutiae of the
dactyloscopic image are represented as bifurcations. The X and Y pixel coordinates of the
intersection of the three legs of each minutia can be directly formatted. Determination of
the minutia direction can be extracted from cach skeleton bifurcation. The three legs of
every skeleton bifurcation must be examined and the endpoint of cach leg determined.
Figure 6.1.2 illustrates the three methods used for determining the end of a leg that is based

on a scanning resolution of 500 ppi.

The ending is established according to the event that occurs first. The pixel count is based
on a scan resolution of 500 ppi. Different scan resolutions would imply different pixel

counts.

e A distance of .064" (the 32™ pixel)
* The end of skeleton leg that occurs between a distance of .02" and .064" (the 10™
through the 32™ pixels): shorter legs are not used

e A second bifurcation is encountered within a distance of .064" (before the 32™ pixel)
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Figure 6.1.2
32 pixels

32 pixels

The angle of the minutiae is determined by constructing three virtual rays originating at the
bifurcation point and extending to the end of each leg. The smallest of the three angles

formed by the rays is bisected to indicate the minutiae direction.

6.1.3 COORDINATE SYSTEM

The coordinate system used to express the minutiae of a fingerprint shall be a Cartesian
coordinate system. Minutiac locations shall be represented by their x and y coordinates.
The origin of the coordinate system shall be the upper left comer of the original image with
x increasing to the right and y increasing downward. Both x and y coordinates of a
minutiae shall be represented in pixel units from the origin. It should be noted that the
location of the origin and units of measure is not in agreement with the convention used in

the definitions of the Type 9 in the ANSUNIST-ITL 1-2000.

0.1.4 MINUTLA DIRECTION

Angles are expressed in standard mathematical format, with zero degrees to the right and
angles increasing in the counter clockwise direction. Recorded angles are in the direction
pointing back along the ridge for a ridge ending and toward the centre of the valley for a
bifurcation. This convention is 180 degrees opposite of the angle convention described in

the definitions of the Type 9 in the ANSUNIST-ITL 1-2000.

RGO TR
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6.2 F1ELDS FOR TYPE-9 LOGICAL RECORD INCITS-378 FORMAT

All fields of the Type-9 records shall be recorded as ASCII text. No binary fields are
permissible in this tagged-field record.

6.2.1 FIELD 9.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the length of the logical record specifying the

total number of bytes, including every character of every field contained in the record.

6.2.2 FiELD 9.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory two-byte field shall be used for the identification and location of the
minutie data. The 1DC contained in this field shall match the 1DC found in the file content

field of the Type-1 record.

6.2.3 FIELD 9.003: IMPRESSION TYPE (IMP)

This mandatory one-byte field shall describe the manner by which the dactyloscopic image
information was obtained. The ASCII valuc of the proper code as selected from Table 3.1

shall be entered in this field to signify the impression type.

6.2.4 FIELD 9.004: MINUTILE FORMAT (FMT)

This field shall contain a "U" to indicate that the minutiac are formatted in M1-378 terms.
Even though information may be encoded in accordance with the M1-378 standard. all data

ficlds of the Type-9 record must remain as ASCH text ficlds.

6.2.5 FIELD 9.126: CBEFF INFORMATION

This field shall contain three information items. The first information item shall contain the
value "27" (0x1B). This is the identification of the CBEFF Format Owner assigned by the
International Biometric Industry Association (IBIA) to INCI1 S Technical Committee M1.
The <US> character shall delimit this item from the CBEFF Format Type that is assigned a
value of "513" (0x0201) to indicate that this record contains only location and angular

direction data without any Extended Data Block information. The <US> character shall
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delimit this item from the CBEFF Product Identifier (PID) that identifies the "owner" of
the encoding equipment. The vendor establishes this value. It can be obtained from the
IBIA website (www.ibia.org) if it is posted.

6.2.6 FIELD 9.127: CAPTURE EQUIPMENT IDENTIFICATION

This field shall contain two information items separated by the <US> character. The first
shall contain "APPF" if the equipment used originally to acquire the image was certitied to
comply with Appendix F (IAFIS Image Quality Specification, January 29, 1999) of CJIS-
RS-0010, the Federal Bureau of Investigation's Electronic Fingerprint Transmission
Specification. If the equipment did not comply it will contain the value of "NONE". The
second information item shall contain the Capture Equipment ID which is a vendor-
assigncd product number of the capture equipment. A value of "0" indicates that the

capture equipment 1D is unreported.

6.2.7 FIELD 9.128: HORIZONTAL LINE LENGTH (HL.L)

This mandatory ASCH ficld shall contain the number of pixels contained on a single
horizontal line of the transmitted image. The maximum horizontal size is limited to 65,534

pixels.

6.2.8 FIELD 9.129: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII ficld shall contain the number of horizontal lines contained in the

transmitted image. The maximum vertical size is limited t 65,534 pixels.

6.2.9 FiELD 9.130: SCALE UNITS (SLC)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequncy (pixel density). A "1" in this ficld indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this field indicates no scale is given. For this casc, the

quotient of HHPS/VPS gives the pixel aspect ratio.




6.2.10 FIELD 9.131: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the horizontal

component of the pixel aspect ratio.

6.2.11  FIELD 9.132: VERTICAL PIXEL SCALE (VPS)

This mandatory ASCII ficld shall specify the integer pixel density used in the vertical
direction providing the SI.C contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

6.2.12 FI1ELD 9.133: FINGER VIEW

This mandatory field contains the view number of the finger associated with this record's

data. The view number begins with "0" and increments by one to "15".

6.2.13  F1ELD 9.134: FINGER PGSITION (FGP)

This field shall contain the code designating the finger position that produced the
information in this Type-9 record. A code between | and 10 taken from table 3.2 or the

appropriate palm code from table 6.3 shall be used to indicate the finger or palm position.

6.2.14 FI1ELD 9.135: FINGER QUALITY

The field shall contain the quality of the overall finger minutiz data and shall be between 0
and 100. This number is an overall expression of the quality of the finger record, and
represents quality of the original image, of the minutia extraction and any additional

operations that may affect the minutiz record.

6.2.15 FIELD 9.136: NUMBER OF MINUTLE

The mandatory field shall contain a count of the number of minutiz recorded in this logical

record.

T DT Bk
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6.2.16 FIELD 9.137: FINGER MINUTLE DATA

This mandatory field has six information items separated by the <US> character. It
consists of several subfields, each containing the details of single minutiae. The total
number of minutiae subficlds must agree with the count found in field 136. The first
information item is the minutiae index number, which shall be initialized to "1" and
incremented by "1" for each additional minutia in the fingerprint. The second and third
information items are the 'x' coordinate and 'y' coordinates of the minutiae in pixel units.
The fourth information item is the minutiac angle recorded in units of two degrees. This
value shall be nonnegative between 0 and 179. The fifth information item is the minutiac
type. A value of "0" is used to represent minutiae of type "OTHER". a value of "1" for a
ridge ending and a value of "2" for a ridge bifurcation. The sixth information item
represents the quality of each minutiae. This value shall range frein 1 as a minimum to 100
as a maximum. A value of "0" indicates that no quality value is available. Fach subficld

shall be separated from the next with the usc of the <RS> separator character.

6.2.17 FIiELD 9.138: RIDGE COUNT INFORMATION

This ficld consists of a series of subficlds cach containing three information items. The
first information item of the first subfield shall indicate the ridge count extraction method.
A "0" indicates that no assumption shall be made about the method used to extract ridge
counts, nor their order in the record. A "1" indicates that for cach centre minutiac. ridge
count data was extracted to the nearest neighbouring minutiae in four quadrants, and ridge
counts for cach centre minutia are listed together. A "2" indicates that for each centre
minutiac, ridge count data was extracted to the nearest neighbouring minutiae in eight
octants. and ridge counts for each centre minutia are listed together. The remaining two
information items of the first subfield shall both contain "0". Information items shall be
separated by the <US> separator character. Subsequent subficlds will contain the centre
minutiae index number as the first information item, the ncighbouring minutiae index
number as the second information item, and the number of ridges crossed as the third

information item. Subficlds shall be separated by the <RS> separator character.
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6.2.18 FIELD 9.139: CORE INFORMATION

This field will consist of one subfield for each core present in the original image. Each
subfield consists of threc information items. The first two items contain the 'x' and 'y’
coordinate positions in pixel units. The third information item contains the angle of the
core recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

6.2.19 F1ELD9.140: DELTA INFORMATION

This field will consist of one subfield for each delta present in the original image. Each
subfield consists of three information items. The first two items contain the 'x' and 'y'
coordinate positions in pixel units. The third information item contains the angle of the
delta recorded in units of 2 degrees. The value shall be a nonnegative value between 0 and

179. Multiple cores will be separated by the <RS> separator character.

7. TYPE-13 VARIABLE~-RESOLUTION LATENT IMAGYE RECORD

The Type-13 tagged-field logical record shall contain image data acquired from latent
images. These images are intended to be transmitted to agencies that will automatically
extract or provide human intervention and processing to extract the desired feature

information from the images.

Information regarding the scanning resolution used. the image size, and other parameters

required to process the image, are recorded as tagged-fields within the record
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Table 7: Type-13 variable-resolution latent record layout
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“13.200 JUSER.DEFINED
UDF| O - - U U R
13.998 [FIELDS

DAT | M | 13.999 IMAGE DATA B 2 - 1 1 -

Key for character type: N = Numeric; A = Alphabetic; AN = Alphanumeric; B = Binary

7.1 FIELDS FOR THE TYPE-13 LOGICAL RECORD

The following paragraphs describe the data contained in each of the fields for the Type-13

logical record.

Within a Type-13 logical record, entries shall be provided in numbered fields. It is required
that the first two ficlds of the record are ordered. and the field containing the image data
shall be the last physical field in the record. For each field of the Type-13 record. table 5.1
lists the “condition code™ as being mandatory “M™ or optional O™, the ficld number, the
fteld name, character type, ficld size, and occurrence limits. Based on a three digit field
number, the maximum byvte count size for the ficld is given in the last column. As more
digits are used for the ficld number, the maximum byte count will also increase. The two
entrics in the “field size per occurrence™ include all character separators used in the field.
The “maximum byte count™ includes the field number, the information, and all the

character separators including the “GS™ character.
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7.1.1 FIELD 13.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-13 logical record. Field 13.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

7.1.2 FIELD 13.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the latent image data contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

713 FIELD 13.003: IMPRESSION TYPE (IMP)

This mandatory one- or two-byte ASCII ficld shall indicate the manner by which the latent
image information was obtained. The appropriate latent code choice selected from table 3.1

(finger) or table 5.3 (palm) shall be entered in this field.

7.1.4 FIeLD 13.004: SOURCE AGENCY / ORI (SRC)

This mandatory ASCIl ficld shall contain the identification of the administration or
organization that onginally captured the facial image contained in the record. Normally.,
the Originating Agency ldentifier (OR1) of the agency that captured the image will be
contained in this field. It consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item, agency, 1s a free text identification of the agency, up to a

maximum of 32 alpha-numeric characters.

7.1.5 Field 13.005: Latent capture date (LCD)

This mandatory ASCI! field shall contain the date that the latent image contained in the
record was captured. The date shall appear as eight digits in the format CCYYMMDD. The
CCYY characters shall represent the year the image was captured; the MM characters shall
be the tens and unit values of the month; and the DD characters shall be the tens and unit
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values of the day in the month. For example, 20000229 represents February 29, 2000. The
complete date must be a legitimate date.

7.1.6  Field 13.006: Horizontal line length (HLL)
This mandatory ASCII field shall contain the number of pixels contained on a single

horizontal line of the transmitted image.

7.1.7 Field 13.007: Vertical line length (VLL)
This mandatory ASCII field shall contain the number of horizontal lines contained in the

transmitted image.

7.1.8 Field 13.008: Scale units (SLC)

This mandatory ASCII ficld shall specify the units used to describe the image sampling
frequency (pixel density). A "1" in this field indicates pixels per inch, or a "2" indicates
pixels per centimetre. A "0" in this ficld indicates no scale is given. For this case, the

quotient of HPS/VPS gives the pixel aspect ratio.

7.1.9 Field 13.009: Herizontal pixel scale (HPS)
This mandatory ASCII field shall specify the integer pixel density used in the horizontal
direction providing the SL.C contains a "1" or a "2". Other-wise, it indicates the horizontal

component of the pixel aspect ratio.
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7.1.10  FiELD 13.010: VZRTICAL PIXEL SCALE (VPS)

This mandatory ASCII field shall specify the integer pixel density used in the vertical

direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

7.1.11  FIELD 13.011: COMPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale

images.

Table 8 : Compression Codes

Compression Type Code

No Compression 7 NONE

Wavelet/Scalar Quantization (IAFIS-IC-0110) | WSQ
TIPEG 2000 12K

B B e N T
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This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0” to “255”. Any entry

in this field greater than “8” shall represent a grayscale pixel with increased precision.

7.1.13  FiELD 13.013: FINGER / PALM POSITION (FGP)

c

This mandatory tagéed-ﬁeld shall contain one or more the possible finger or palm
positions that may match the latent image. The decimai code number corresponding to the
known or most probable finger position shall be taken from table 3.2 or the most probable
palm position from table 5.3 and entered as a one- or two-character ASCII subfield.
Additional finger and/or palm positions may be referenced by entering the alternate
position codes as subficlds separated by the “RS™ separator character. The code "0", for
"Unknown Finger", shall be used to reference every finger position from one through ten.
The code “20”, for “Unknown Palm”, shall be used to reference every listed palmprint

position.

7.1.14  Fi1ELD 13.014-019: RESERVED FOR FUTURE DEFINITION (RSY)

These fields are reserved for inclusion in future revisions of this standard. None of these
ficlds are to be used at this revision level. If any of these fields are present, they are to be

ignored.

7.1.15  FieLp 13.020: COMMENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the laient image data.

7.1.16 FiELD 13.02i-1§9: RESERVED FOR FUTURE DEFINITION (RSV) '

These fields are reserved for inclusion in future revisions of this standard. None of these
fields are to be used at this revision level. If any of these fields are present, they are to be

ignored.
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7.1.17 FIELDS 13.209-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

7.1.18  FIELD 13.999: IMAGE DATA (DAT)

This field shall contain all of data from a captured latent image. It shall always be assigned
field number 999 and must be the last physical {ield in the record. For example, “13.999:

is followed by image data in a binary representation.

Each pixel of uncompressed grayscale data shall normally be quantized to eight bits (256
gray levels) contained in a single byte. If the entry in BPX Field 13.012 is greater or less
than “8”, the number of bytes required to contain a pixel will be different. If compression
is used, the pixel data shall be compressed in accordance with the compression technique

specified in the GCA field.

7.2 End of Type-13 variable-resolution latent image record

For the sake of consistency, immediately following the last byte of data from field 13.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-13 record.

8. TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORD

The Type-15 tagged-field logical record shall contain and be used to exchange palmprini
image data together with fixed and user-defined textual information fields pertinent to the
digitized image. Information regarding the scanning resolution used, the image size and
other parameters or comments required to process the image are recorded as tagged-fields
within the record. Palmprint images transmitted to other agencies will be processed by the

recipient agencies to extract the desired feature information requived for matching

purposes.




The image data shall be acquired directly from a subject using a live-scan device, or from a
palmprint card or other media that contains the subject’s palmprints.

Any method used to acquire the palmprint images shall be capable of capturing a set of
images for each hand. This set shall include the writer’s palm as a single scanned image,
and the entire area of the full palm extending from the wrist bracelet to the tips of the
fingers as one or two scanned images. If two images are used to represent the full palm, the
lower image shall extend from the wrist bracelet to the top of the interdigital area (third
finger joint) and shall include the thenar, and hypothenar areas of the palm. The upper
image shall extend from the bottom of the interdigital area to the upper tips of the fingers.
This provides an adequate amount of overlap between the two images that are both located
over the interdigital area of the palm. By matching the ridge structure and details contained
in this common area. an examiner can confidently state that both images came from the

same palm.

As a palmprint transaction may be used for difterent purposes. it may contain one or more
unique image areas recorded from the palm or hand. A complete palmpnint record set for
one individual will normally include the writer’s palm and the full palm image(s) from
cach hand. Since a tagged-field logical image record may contain only onc binary ficld, a
single Type-15 record will be required for each writer’s palm and one or two Type-15
records for cach full palm. Therefore. four to six Type-15 records will be required to

represen’ the subject’s palmprints in a normal paimprint transaction.

8.1 FIeLDS ¥FOR THE TYPE-15 LOGICAL RECORD

The foilowing paragraphs describe the data contatned in each of the fields for the Type-15

logical record.

Within a Type-15 logical record, entries shall be provided in numbered ficlds. It is required
that the first two ficlds of the record are ordered. and the field containing the image data
shall be the last physical tield in the record. For cach field of the Type-15 record, teble 6.1
lists the “condition code™ as being mandatory “M™ or optional “O”, the field number, the
field name, character type, field size, and occurrence limits. Based on a three digit fizld

number, the maximum byte count size for the field is given in the last column. As more
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digits are used for the field number, the maximum byte count will also increase. The two
entries in the “field size per occurrence” include all character separators used in the field.
The “maximum byte count” includes the field number, the information, and all the

character separators including the “GS” character.

8.1.1 FIELD 15.001: LOGICAL RECORD LENGTH (LEN)

This mandatory ASCII field shall contain the total count of the number of bytes in the
Type-15 logical record. Field 15.001 shall specify the length of the record including every

character of every field contained in the record and the information separators.

8.1.2 FIELD 15.002: IMAGE DESIGNATION CHARACTER (IDC)

This mandatory ASCII field shall be used to identify the palmprint image contained in the
record. This IDC shall match the IDC found in the file content (CNT) field of the Type-1

record.

8.1.3 F1ELD 15.003: IMPRESSION TYPE (IMP)

This mandatory onc-byte ASCII ficld shall indicate the manner by which the palmprint
image information was obtained. The appropriate code sclected from table 6.2 shall be

entered in this field.

8.1.4 FIELD 15.004: SOURCE AGENCY/ORI (SRC)

This mandatory ASCii field shall contain the identification of the administration or
organization that originaly captured the facial image contained in the record. Normally,
the Originating Agency Id:ntifier (ORI) of the agency that captured the image will be
contained in this ficld. st consists of two information items in the following format:

CClagency.

The first information item contains the Interpol Country Code, two alpha-numeric
characters long. The second item. agency, is a free text identification of the ~gency, up to a

maximum of 32 alpha-numeric characters.
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8.1.5  FIELD 15.005: PALMPRINT CAPTURE DATE (PCD)

This mandatory ASCII field shall contain the date that the palmprint image was captured.
The date shall appear as eight digits in the format CCYYMMDD. The CCYY characters
shall represent the year the image was captured; the MM characters shall be the tens and
unit values of the month; and the DD characters shall be the tens and units values of the
day in the month. For example, the entry 20000229 represents February 29, 2000. The

complete date must be a legitimate date.

8.1.6 FiELD 15.006: HORIZONTAL LINE LENGTH (HLL)

This mandatory ASCII field shall contain the number of pixels contained on a single

horizontal line of the transmitted image.

8.1.7 F1ELD 15.007: VERTICAL LINE LENGTH (VLL)

This mandatory ASCII ficld shall contain the number of horizontal lines contained in the

transmitted image.

8.1.8 FieLD 15.008: SCALE UNITS (SLC)

This mandatory ASCII field shall specify the units used to describe the image sampling
frequency (pixel density). A "1™ in this field indicates pixels per inch, or a "2" indicates
pixcls per centimeter. A "0" in this field indicates no scale is given. For this case, the

quoticnt of HPS/VPS gives the pixel aspect ratio.

8.1.9 FIELD 15.009: HORIZONTAL PIXEL SCALE (HPS)

This mandatory ASCII ficld shall specify the integer pixel density used in the horizontal
direction providing the SL.C contains a "1™ or a "2". Other-wise. it indicates the horizontal

component of the pixel aspect ratio.
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8.1.10  Field 15.010: Vertical pixel scale (VPS)
This mandatory ASCII field shall specify the integer pixel density used in the vertical
direction providing the SLC contains a "1" or a "2". Otherwise, it indicates the vertical

component of the pixel aspect ratio.

Table 9: Type-15 variable-resolution palmprint record layout
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er count
€ min. | max.| min | max
}L()GICAL RECORD
LEN | M | 15.001 | N | 4 8 1 1 15
%UiN(]’l‘l ! :
i IMAGE ) 7
IDC | M | 15.002 DESIGNATION N 2 s I B!

(l IARACTER

—— RO —— - ————

IMP | M [ 15.063 IMPRESSION TYPE | N 2 | 2 R 9

) TISOURCE AGENCY /|

SRC | M |15.004 AN 6 135 | 1 |1 42
{OR1 | |

S — - . T G —
PALMPRINT f

PCD | M [15.005" N 9 ! 9 I I 16
CAPTURE DATE !

- TIORIZONTAL LINE | 1+ i

HLL | M | 15.000 N |4 i 5 R B
LENGTH |

e s N T et i -

'VERTICAL LINE |

VLL | M 115.007 N 4 5 0 12
LENGTH | | |

SLC | M | 15.008 SCALE JNITS N 2 12 T 1 9
'HORIZONTAL |

HPS | M | 15.009 N 2 | 5 S B P

PIXEL SCALE

VERTICAL PIXEL
VPS | M 15010 N 2 5 1 1 12
SCALE
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Con} o Field size
Field Occur Max
Ident{ d. Char per
Numb Field Name ' count byte
cod type | occurrence
er count
e min. | max.| min | max
COMPRESSION
CGA | M {15.011 AN 5 7 1 1 14
ALGORITHM
BPX ;| M :15.012 BITS PER PIXEL N 2 3 1 1 10
i PALMPRINT
PLP | M 15.013 N 2 3 1 1 10
POSITION
B } RESERVED FOR
1 15.014
RSV : FUTURE - S I -
i 15.019
, INCLUSION
COM| O | 15.020 COMMENT AN 2 128 0 | 1 | 128
i |
; 'RESERVED FOR |
150211 !
RSV i FUTURE -- -~ -- -] - -~
F15.199 ! I
| INCLUSION ; |
! 3 - - -+ |
£ 15.200 \USER-DEFINED % |
UDF| O | ; - - T
1 15.998 FIELDS | |
SSSSURRSR SOU U SO U S - 1 —_—
DAT | M ‘ 15.999 IMAGLE DATA B 2 o 1 ! 1 --
Table 10 : Palm Impression Type
Description Code
L.ive-scan palm 10
Nonlive-scan palm B 11 N
| atent palm impression 12
lLatent palm tracing 13 )
Latent palm photo 14
Latent palm lift 15
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8.1.11 FIELD 15.011: COMPRESSION ALGORITHM (CGA)

This mandatory ASCII field shall specify the algorithm used to compress grayscale
images. An entry of "NONE" in this field indicates that the data contained in this record is
uncompressed. For those images that are to be compressed, this field shall contain the
preferred method for the compression of tenprint fingerprint images. Valid compression

codes are defined in table A7.1.

8.1.12  FieLD 15.012: BiTS PER PIXEL (BPX)

This mandatory ASCII field shall contain the number of bits used to represent a pixel. This
field shall contain an entry of “8” for normal grayscale values of “0™ to “255™. Any entry
in this field greater than or less than “8” shall represent a grayscale pixel with increased or

decreased precision respectively.

Table 11: Palm Codes, Areas & Sizes

Palm Position Palm code Image a:rea Width Height
(mm”) (mm) (mm)

Unknown Paim 20 28387 139.7 203.2
Right Full Palm 21 28387 | 1397 203.2
Right Writer s Paim 22 5645 ; 445 127.0
Left Full Palm 23 28387 139.7 203.2
Left Writer s Palm 1 24 5645 44.5 127.0
Right Lower Palm | 25 19516 | 1397 139.7
Right Upper Palm [ 26 19516 | 1397 139.7
Left Lower Palm ] 27 19516 | 1397 139.7
Left Upper Palm 28 19516 139.7 139.7
Right Other 29 28387 139.7 203.2
Left Other E 30 28387 139.7 203.2

WAL
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8.1.13 Field 15.013: Palmprint position (PLP)

This mandatory tagged-field shall contain the palmprint position that matches the
palmprint image. The decimal code number corresponding to the known or most probable
palmprint position shall be taken from table 6.3 and entered as a two-character ASCII
subfield. Table 6.3 also lists the maximum image areas and dimensions for each of the

possible palmprint positions.

8.1.14 Fi1eLD 15.014-019: RESERVED FOR FUTURE DEFINITION (RSYV)

These fields are reserved for inclusion in future revisions of this standard. None of these
ficlds are to be used at this revision level. If any of these fields are present. they are to be

ignored.

8.1.15  FieLp 15.020: CommENT (COM)

This optional field may be used to insert comments or other ASCII text information with

the palmprint image data.

8.1.16 FieLD 15.021-109: RESERVED FOR FUTURE DEFINITION (RSYV)

These fields are reserved for inclusion in future revisions of this standard. None of these
ficlds are to be used at this revision level. If any of these fields are present. they are to be

ignored.

8.1.17  F1£LDS 15.200-998: USER-DEFINED FIELDS (UDF)

These fields are user-definable fields. Their size and content shall be defined by the user
and be in accordance with the receiving agency. If present they shall contain ASCII textual

information.

8.1.18 FIELD 15.999: IMAGE DATA (DAT)

This field shall contain all of the data from a captured palmprint image. It shall always be
assigned field number 999 and must be the last physical field in the record. For example,
“15.999:" is followed by image data in a binary representation. Each pixel of
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uncompressed grayscale data shall normally be quantized to eight bits (256 gray levels)
contained in a single byte. If the entry in BPX Field 15.012 is greater or less than 8, the
number of bytes required to contain a pixel will be different. If compression is used, the
pixel data shall be compressed in accordance with the compression technique specified in
the CGA field.

8.2 END OF TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE KECORD

For the sake of consistency, immediately following the last byte of data from field 15.999
an “FS” separator shall be used to separate it from the next logical record. This separator

must be included in the length field of the Type-15 record.

8.3 ADDITIONAL TYPE-15 VARIABLE-RESOLUTION PALMPRINT IMAGE RECORDS

Additional Type-15 records may be included in the file. For cach additional palmprint

image, a complete Type-15 logical record together with the “FS™ separator is required.




APPENDIX 1 ASCII Separator Codes

ASCII

LF
FS
GS
RS
Us

1/10
1/12
1/13
1/14
1/15

Position ! Description

Separates error codes in field 2.074

Separates logical records of a file.

Separates fields of a logical record.

Separates the subfields of a record field.

Separates individual information items of the field

or subfield.

This is the position as defined in the ASCII standard.




APPENDIX 2 CALCULATION OF ALPHA-NUMERIC CHECK CHARACTER

For TCN and TCR (Fields 1.09 and 1.10):

The number corresponding to the check character is generated using the following formula:

(YY * 10*+ SSSSSSSS) Modulo 23

Where YY and SSSSSSSS are the numerical values of the last two digits of the year and

the sertal number respectively.

The check character s then generated from the look-up table given below.

For CRO (Field 2.010)

The number corresponding to the check character is generated using the following formula:

(YY * 10°+ NNNNNN) Modulo 23

Where YY and NNNNNN are the numerical values of the last two digits of the year and

the serial number respectively.

The check character is then generated from the look-up table given below.

R R B S S R e R A

LA

T AT T
¥ S R T

B o TR o, o it il



TR A T A ED BARE YT Y g I LIt S

Check Character Look-up Table

1-A
2-B
3-C
4-D
5-E
6-F
7-G
8-H

9-J
10-K
11-L

12-M
13-N
14-P

15-Q
16-R

17-T
18-U
19-V
20-W
21-X
22-Y
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APPENDIX 3 CHARACTER CODES

7-BIT ANSI CODE FOR INFORMATION INTERCHANGE

30 ! " # |3 % |& |'
40 ( ) * + |, - / 0 1
50 2 3 4 5 6 7 8 9 H
60 < = |> |? @ (A |B |[C |D |E
70 F |G (H |1 J K (L M [N |O
80 P |Q |[R |S T (U |V (W IX Y
90 zZ || \ ] AL a b jc

-1—60 d e f g h i j k I m
110 n 0 p q r S t u A% w
120 X y z { | } ~
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APPENDIX 4 TRANSACTION SUMMARY

TYPE 1 RECORD (MANDATORY)

Identifier :Il:::ber Field Name CPS/PMS |SRE |ERR
LEN 1.001 |Logical Record Length M M M
VER 1.002 | Version Number M M M
CNT 1.003 | File Content M M M
TOT 1.004 | Type of Transaction M M M
DAT 1.005 |Date M M M
PRY 1.006 | Priority M M M
DAI 1.007 | Destination Agency M M M
ORI 1.008 |Originating Agency M M M|
TCN 1.009 | Transaction Control Number M M M
TCR 1.010 | Transaction Control Reference C M M
NSR 1.011 | Native Scanning Resolution M M M
NTR 1.012 | Nominal Transmitting Resolution M M M
DOM 1.013 | Domain name {_ ] M M
GMT 1.014 | Greenwich mean time M M [ M

Under the Condition Column:
O = Optional; M = Mandatory; C = Conditional if transaction is a response to the origin

agency
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TYPE 2 RECORD (MANDATORY)

Identifier Field [F ield Name CPS/| MPSI SRE ERR
Number PMS | MMS

LEN 2.001 |Logical Record Length M M M M

IDC 2.002 |Image Designation M M M
Character

SYS 2.003 |System Information M M M M

CNO 2.007 |Case Number - M C -

SON 2.008 |Sequence Number - C C -

MID 2.009 | Latent Identifier - C C -

CRN 2.010 | Criminal Reference M - C -
Number

MNI1 2.012 | Miscellaneous - - C C
Identification Number

MN2 2.013 | Miscellaneous - - C C
Identification Number

MN3 2.014 |Miscellaneous - - C C
Identification Number

MN4 2.015 | Miscellaneous - - C C
Identification Number

INF 2.063 | Additional Information 0 O O 0O

RLS 2.064 |Respondents List - - M -

ERM 2.074 | Status/Error Message Field - - - M

ENC 2.320 | Expected Number of M M - -
Candidates

Under the Condition Column:

O = Optional; M = Mandatory; C = Conditional if data is available

*) = if the transmission of the data is in accordance with national law (not covered

by the Treaty)
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APPENDIX S TYPE-1 RECORD DEFINIT*ONS

TABLE A.5: TYPE-1 RECORD DEFINITIONS

Resolution

Identi | Condit | Field ) Character
} _ Field Name Example Data
fier [1on Number Type
Logical Record i
LEN M 1.001 N 1.001:230{GS}
Length
VER M 1.002 ! Version Number N 1.002:0300{GS}
1.003: 1{US}15{RS}2{US}
00{RS}4{US}01{RS}4{U
S102{RS14{USI03{RS}4{
US104{RS}4{US}05{RS}
CNT M 1.003 | File Content N 4{US}06{RS}4{US}07{R
S}4{US}08{RS}4{US}09{
RS14{USYI0{RS}4{US}1
1{RS}4{US}12{RS}4{US
V13{RS}4{US}14{GS}
TOT M 1.004 | Type of Transaction A 1.004:CPS{GS}
DAT| M | 1005 |Date N | 1.005:20050101{GS}
PRY | M 1.006 | Priority N 1.006:4{GS}
DAI M 1.007 | Destination Agency 1 1.007:DE/BKA{GS)
ORI M 1.008 | Originating Agency 1 1.008:NL/NAFIS{GS}
Transaction Control
TCN M 1.009 AN 1.009:0200000004F {GS}
Number
Transaction Control
TCR C 1.010 AN 1.010:0200000004F {GS}
Reference
Native Scanning
NSR M 1.011 AN 1.011:19.68{GS}
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Nominal
NTR 1.012 | Transmitting AN 1.012:19.68{GS}
Resolution
DO 1.013: INT-
1.013 | Domain Name AN
M [{US}4.22{GS}
GM Greenwich Mean
1.014 AN 1.014:200501011259597
T Time

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary

1" allowed characters for agency name are ["0.9". "A..Z", "a..2"." ", ".",

oo LAB L O L B ] "]
. -
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APPENDIX 6 TyYPE-2 RECORD DEFINITIONS

TABLE A.6.1: CPS- AND PMS-TRANSACTION

Identi | Condit | Field ) Character
i Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
Criminal Reference 2.010:DE/1:99999999
CRN M | 2010 AN
| Number 9{GS}
. 2.063:Additional
INF 0 2.063 | Additional Information 1 ) _
Information 123{GS}
Expected Number of o
ENC M 2.320 _ N 2.320:1{GS}
Candidates
TABLE A.6.2: SRE-TRANSACTION
Identi | Condit | Field Character
Field Name Example Data
fier |ion Number Type
LEN M 2.001 | Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 |System Information N 2.003:0422{GS}
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Criminal Reference 2.010:NL/222222222
CRN M 2.010 AN
Number 2{GS}
Miscellaneous 2.012:E999999999{G
MNI1 C 2.012 AN
Identification Number s
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 AN
Identification Number S}
Miscellaneous
MN3 C 2.014 ) N 2.014:0001{GS}
[dentification Number
Miscellaneous
MN4 C 2.015 ) A 2.015:A{GS}
Identification Number
. 2.063:Additional
INF O 2.063 | Additional Information 1
Information 123 {GS}
2.064:CPS{RS}I{RS
RLS M 2.064 |Respondents List AN 1001/001{RS}99999
9{GS}
TABLE A.6.3: ERR-TRANSACTION
identi | Condit | Field Character
) Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS | M | 2.003 |System Information N [2.003:0422{GS}
Miscellaneous 2.012:E999999999 {G
MN1 M 2.012 AN
Identification Number S}
Miscellaneous 2.013:E999999999{G
MN2 C 2.013 AN
Identification Number S}
Miscellaneous )
MN3 C 2.014 N 2.014:0001{GS}
Identification Number
MN4 C 2.015 | Miscellaneous A 2.015:A{GS}




Identification Number

2.063:Additional

INF 0 2.063 | Additional Information 1
Information 123{GS}
2.074: 201: IDC -1
FIELD 1.009
WRONG CONTROL
CHARACTER {1 F}
ERM| M 2.074 | Status/Error Message Field AN 115: IDC 0 FIELD
2.003 INVALID
SYSTEM
INFORMATION
{GS}
TABLE A.6.4: MPS- AND MMS-TRANSACTION
Identi | Condit | Field Character
. Field Name Example Data
fier |ion Number Type
LEN M 2.001 |Logical Record Length N 2.001:909{GS}
Image Designation
IDC M 2.002 N 2.002:00{GS}
Character
SYS M 2.003 | System Information N 2.003:0422{GS}
2.007:1:999999999{ G
CNO M 2.007 | Case Number AN 8)
SON C 2.008 | Sequence Number 2.008:0001{GS}
MID C 2.009 | Latent ldentifier 2.009:A{GS}
 [2.063:Additional |
INF O 2.063 | Additional Information 1
Information 123{GS}
Expected Number of
ENC M 2.320 N 2.320:1{GS}
Candidates

Under the Condition Column: O= Optional, M= Mandatory, C= Conditional

Under the Character Type Column: A= Alpha, N= Numeric, B= Binary
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nn nn
L)

1" allowed characters are ['0.9", "A.Z", "a.2"," ", """ ",

"NN"] ps
y 9




APPENDIX 7 GRAYSCALE COMPRESSION CODES

A.7.1 COMPRESSION CODES

Compression

Remarks

Wavelet Scalar
Quantization Grayscale
Fingerprint Image
Compression
Specification
TAFIS-IC-0010(V3),
dated December 19, 1997

Algorithm to be used for the compression of
grayscale images in Type-4. Type-7 and Type-13 to
Type-15 records. Shall not be used for resolutions

>500dpi.

JPEG 2000

[ISO 15444 7/ 1TU T.800]

To be used for lossy and losslessly compression of
grayscale images in Type-13 to Type-15 records.

Strongly recommended for resolutions >500 «ipi
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APPENDIX 8 MAILSPECIFICATION

To improve the internal workflow the mailsubject of a PRUEM transaction has to be filled
with the country coae (CC) of the Party that send the message and the Type of Transaction
(TOT Field 1.004).

Format: CC/iype of transaction

Example: "DE/CPS"

The mailbody can be empty.

The specification of the encryption/signing and the used S/MIME Version will follow as

soon as possible in this Appendix, after clarify this points with the DNA Technical Work

Group.
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Annex B.2

Maximum Number of candidates accepted for verification

Type of AFIS ]

Search TP/TF | LT/TP | LP/PP | TP/UL | LT/UL |PP/ULP| LP/ULP
Maximum

Number of 1 10 5 S 5 5 5
Candidates

Search types:

TP/TP:  ten-print against ten-print

LT/7TP:  fingerprint latent against ten-print

LP/PP:  palmprint latent against palmprint

TP/UL: ten-print against unsolved fingerprint latent

LT/UL: fingerprint latent against unsolved fingerprint latent

PP/ULP: palmprint against unsolved palmpnnt latent

LP/ULP: palmprint latent against unsolved palmprint latent




Maximum research capacities per day for

dactyloscopic data of identified persons

Annex B.3

BE NL LU AT FR ES DE
BE ] 20 20 20 20 20 20
NL| 20 - 20 20 16 16 24
T 4 - 20 4 4 4
AT| 20 20 20 . 60 60 100
FR| 144 | 144 34| o0 i 144 144
ES| 120 120 20 | 60 | 120 ] 120
DE | 120" 120" 120" 100 fxii?)"f’/ 120" -

428 428 444 280 | 300 | 364 412

estimated throughput for 2007: 60 TP/TP per day

et L )
R R T R NN L PRI S

o

R
e OIS
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Maximum research capacities per day for

dactyloscopic traces

BE NL LU AT FR ES DE
BE - 6 6 6 10 2 6
NL 6 - 6 6 2 2 8
Lu| 1 i - 6 1 I 1
AT 6 6 6 - 15 15 30
FR 43 43 43 15 - 43 43
ES 18 18 18 15 18 - 18
DE| 40" 40" 40" 30 40 Y 40" ;

114 114 119 78 86 103 106

estimated throughput for 2007: 20 LP/TP per day




Annexes C

Automated searching for vehicle registration data

Annex C.1

Common data-set for automated search

of vehicle registration data

1. DEFINITIONS

For each clement in the data set as described in the next chapter, an indication is given
whether the element is especially allocated by the Parties and whether the element is
mandatory or optional when the exchange is used for the purposes of Article 12 of the

Treaty.

The definitions of mandatory data elements and optional data ¢lcments are as follows:

Mandatory ([1):
The data element has to be communicated when the information is available in onc’s
national register. Therefore there is an obligation to exchange the information when

available.

Optional (O):
The data element may be communicated when the information is available in one’s
national register. Therefore there is no obligation to exchange the information even when

the information is available.

An indication (Y) is given for each element in the data set whether the element is

specifically indicated by the Parties in relation with the Treaty.

e ramb R L e o mi

g




2. Vehicle/Owner/Holder Inquiry

2.1 Triggers for the Inquiry

There are two different ways to search for the information as defined in the next paragraph:
1. By Chassis Number (VIN), Reference Date and Time (optional);

2. By License Number, Nature of the vehicle/EU Category Code (optional), Reference

Date and Time (optional); in Luxembourg raore than one vehicle can be returned

when the inquiry is done by Licence Number.

By means of these search criteria, information related to one and sometimes more vehicles
will be returned. If information for only one vehicle has to be returned, all the items are
returned in one response. If more than one vehicle is found, the Party itself can determine
which items will be returned; all items or only the items to refine the inquiry (e.g. because

of privacy reasons as in UK and Germany, or because of performance reasons).

The items, necessary to refine the inquiry arc pictured in paragraph 2.2.1. In paragraph

2.2.2 the complete information set is described.

When the inquiry is done by Chassis Number, Reference Date and Time, the inquiry can

be done in one or all of the participating countries.

When the inquiry is done by License Number, Reference Data and Time, the inquiry has to

be dore in one specific Party.

Normally the actual Date and Time is used to make an inquiry, but it’s possible to do an
inquiry with a Reference Date and Time in the past. When an inquiry is made with a
Reference Date and Time in the past and historical information is not available in the
register of the specific Party, the actual information can be returned with an indication that

the information is actual information.

2.2 Data set




2.2.1  Items to be returned necessary for the refinement of the inquiry

Item M/O" |Remarks Priim Y/N*
Data relating to vehicles
Licence number M Y
Chassis number / VIN M Y
Party of registration M Y
Make M (D.1’) e.g. Ford, Opel, Renault etc. | Y
Commercial type of tiie vehicle M (D.3) e.g. Focus, Astra, Megane Y
Nature of the vehicle / EU Category Code | M (J) mopeds. motorbikes, cars etc. Y
2.2.2  Complete data set
Hem M/O* |Remarks Priim Y/N
Data relating to holders of the vehicle (C.1%)
Registration holders’ (company) name M (C.1.1) Y .
separate fields will be used for first
‘ name(s), surname, infixes, titles
etc.,
and
the name in printable format will
be communicated
First name M (C.1.2) Ty
separate fields for first name(s)
and initials will be used,
and
the name in printable format will
be communicated
Address M (C.1.3) Y
separate fields will be used for
Street, House number and Annex,

' M = mandatory when available in national register, O = optional

% All the attributes specifically allocated by the Parties are indicated with Y.

} Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999
* M = mandatory when available in national register, O = optional

5 Harmonised document abbreviation, see Council Directive 1999/37/EC, 29-04-1999




notification

Item M/O* |Remarks Priim Y/N
Zip code, Place of residence, Party
of residence etc.,
and
the Address in printable format
will be communicated

Gender M Male, female Y

Date of birth M Y

Legal entity M individual, association, company, |Y
firin etc.

ID Number 0O An  identifier that uniquely [N
identifies the person or the
company.

PData relating to owners of the vehicle (C.2)

Owners’ (company) name M (C2.1) Y

First name M (C.2.2) Y

Address M (C.2.3) Y

Gender M male, female Y

Date of birth M Y

Legal entity M individual, association, company, |Y
firm etc.

ID Number O An  identifier that  uniquely | N
identifies the person or the
company.

Data relating to vehicles

Licence number M Y

| Chassis number / VIN M Y

Party of registration M Y

Make M (D.1) e.g. Ford, Opel, Renault etc. | Y

Commercial type of the vehicle M (D.3) e.g. Focus, Astra, Megane Y

Nature of the vehicle / EU Category Code |{M (J) mopeds, motorbikes, cars etc. Y

Date of first registration M (B) date of first registration of the | Y
vehicle somewhere in the world

Start date (actual) registration M (1) vehicle document date

End date registration M

Status M scrapped, stolen, exported, error{Y




Item M/O' |[Remarxs Priim Y/N
Status date M Y
kw 0 r.2) Y
Capacity 0] (P.1) Y
Type of licence number 8] regular, transito etc. Y
Vehicle document id | O The first unique document ID as|Y
printed on the vehicle document.
Vehicle document id 2. In Luxembourg two { O A second document ID as printed | Y
separate vehicle registration document ID’s on the vehicle document.
are used.
Data relating to insurances
Insurance company name 0 Y
Begin date insurance 0 Y
End date insurance o Y
Address o Y
Insurance number O Y
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Annex C.2

Data Security

1. OVERVIEW

The Eucaris software application connects all Parties in a mesh network where each Party
communicates directly to another Party. There is no central component needed for the
communication to be established. The application handles secure communication to the
other Parties and communicates to the back-end legacy systems of Parties using XML,
Parties exchange messages by directly sending them to the recipient. The data center of a

Party is connected to the Testa Il network of EU.

The XML-messages sent over the network are encrypted. The technique to encrypt these
messages 1S SSL. The messages sent to the back-end are plain text XML-messages since it
is assumed the connection between the application and the back-end is in a protected

environment.

Finally, a client application is provided which can be used within a Party to query their
own register or other Parties. The clients will be identified by means of user-id/password
or a client certificate. The connection to a user may be encrypted. However, this is the

responsibility of each individual Party.

2. SECURITY FEATURES RELATED TO MESSAGE EXCHANGE

The security design is based on a combination of HTTPS and XML signature. This
alternative uses XML-signature to sign all messages sent so the server and can authenticate
the sender of the message by checking the signature. 1-sided SSL (only a server certificate)
is used to protect the confidentiality and integrity of the message in transit and provides

protection against deletion and insertion attacks.

The XML-signature can be implemented in several ways.




The chosen approach is to use XML Signature as part of the Web Services Security (WSS).
WSS specifies how to use XML-signature. Since WSS builds upon the SOAP standard, it
is logical to adhere to the SOAP standard as much as possible. This requires changes to the

XML-messages specified with respect to addressing, error handling etc.

The use of XML-signature and HTTPS with server certificate (1-sided SSL) combines the
best properties of XMl.-signature on one side and HTTPS on the other side. No additional
measures are necded to protect against deletion/replay attacks. Instead of bespoke software
development to implement 2-sided SSL. XML-signature is implemented. Using XMI.-
signature 1s closer to the web services roadmap than 2-sided SSL and therefore more

strategic.

3. SECURITY FEATURES NOT RELATED TO MESSAGE EXCHANGE

3.1. Authentication of users

The users of the Lucaris web application authenticate themselves using a username and
password. Since standard Windows authentication is used. Parties can enhance the level of

authentication of users if needed by using client certificates.

3.2. User roles

The Eucans software application supports different user roles. Each cluster of services has
its own authorization. E.g. (exclusive) users of the “Treaty of Eucaris”- functionality” may

not use the “Treaty of Prim™- functionality”. Administrator scrvices are separated from the

regular end-user roles.

3.3. Logging and tracing of message exchange




Logging of all message types is facilitated by the Eucaris software application. An
administrator function allows the national administrator to determine which messages are
logged: requests from end-users, incoming requests from other Partics, provided

information from the national registers, etc.

The application can be configured to use an internal database for this logging, or an
external (Oracle) database. The decision on what messages have to be logged clearly
depends on logging facilities elsewhere in the legacy systems and connected client

applications.

The header of each message contains information on the requesting Party. the requesting
organization within that Party and the user involved. Also the reason of the request is

indicated.

By means of the combined logging in the requesting and responding Party complete

tracing of any message exchange is possible (c.g. on request of a citizen involved).

Logging is configured through the Eucaris web client (menu Administration, Logging
configuration). The logging lunctionality is performed by the Core System. When logging
is enabled, the complete message (header and body) is stored in one logging record. Per
defined service. and per message type that passes along the Core System, the logging evel

can be set.

Logging Levels

The following logging levels are possible:

Private — Message is logged: The logging is NOT available to the extract logging service
run by the Secretary State but is available on a national level only. for audits and problem
solving.

None — Message is not logged at all.

Message Types
Information exchange between Parties consists of several messages, of which a schematic

representation is given in the figure below.




The possible message types (in the figure shown for the Eucaris Core System of Party X)

are the following:

]
©
)
e TSR R SRR e e R R

1. Request to Core System_Request message by Client

2. Request to Other Party Request message by Core System of this Party
3.  Request to Core System of this Party Request message by Core System of other
Party

Request to Legacy Register Request message by Core System

Request to Core System_Request message by Legacy Register

Response from Core System_Request message by Client

Response from Other Party Request ri:.cssage by Core System of this Party

Response from Core System of this Party_Request message by other Party

S ® N s

Response from Legacy Register_Request message by Core System

10. Response from Core System _Request message by Legacy Register

The following information exchanges are shown in the figure:

e Information request from this Party (X) to another Party (Y) — bluc arrows. This
request and response consists of message types 1. 2. 7 and 6. respectively.

¢ Information request from another Party (7) to this Party (X) - red arrows. This request
and response consists of message types 3, 4. 9 and 8. respectively.

e Information request from the legacy register to its core system (this route also includes
a request from a custom client behind the legacy register) — green arrows. This kind of

request consists of message types 5 and 10.




-10-

Eucaris e dient Wareber Stete 7

Evars Core Sy

e Bty Gtete ¥

Essrames

Figure : Message types for logging

3.4. Hardware Security Module

A Hardware Security Module is not used

A Hardware Security Module (HSM) provides good protection for the key used to sign
messages and to identify servers. This adds to the overall level of secu-ity but an HSM is
expensive to buy/maintain and there are no requirements to decide for a FIPS 140-2 level 2
or level 3 HSM. Since a closed network is used that mitigates threats effectively, it is
decided not to use an HSM initially. If an HSM is necessary e.g. to obtain accreditation, it

can be added to the architecture
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Annex C.3

Technical conditions of the data exchange

I.  General description of the EUCARIS application
LI AN OVERVIEW

The Eucaris application connects all participating Parties in a mesh network where each

12
Party communicates directly to another Party. There is no central component needed for

the communication to be established. The FEucaris application handles secure

s 4

communication to the other Parties and communicates to the back-end legacy systems of

ollowing picture visualizes this architecture.

[

Parties using XML, The {

dpuiior cumbovriaest
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Parties exchange messages by directly sending them to the recipient. The data center of a
Party is connected to the network used for the message exchange (Testa). To access the
Testa network, Parties connect to Testa via their national gate. It is assumed that a firewall
is used to connect to the network and that a router connects the Eucaris application to the
firewall. Depending on the alternative chosen to protect the messages, a certificate is used

either by the router or by the Eucaris application.

The XML-messages sent over the network are encrypted. The technique to encrypt these

messages is SSL. The messages sent to the back-end are plain text XMIL-messages since it

is assumed the connection between Eucaris and the back-end isinap ted environment.
Finally, a client application is provided which can be used within a Party to query its own
register or other Parties. The client application connects to Fucaris. The clients will be
identified by means of user-id/password or a client certificate. The connection to a user in
an external organization (e.g. police) may be encrypted. However, this is the responsibility

of each individual Party.

1.2 SOOPE OF THE SYSTEM

The scope of the Eucaris system is limited to the processes involved in the exchange of
information between the Registration Authorities in the Parties and a basic presentation of
this information. Procedures and automated processes in which the information is to be

used (e.g. administrative or enforcement processes), are outside the scope of the system.

Parties can choose either to use the Eucaris client functionality or to realise their own
customized client application. In the table below, it is described which aspects of the
Eucaris system are mandatory to use and/or prescribed and which are optional to use

and/or free to determine by the Parties.
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EUCARIS M/O | Remark

aspects 6

Network concept M | The concept is an “any-to-any” communication.

Physical network M | TESTA

Core application M | The core application of EUCARIS has to be used to connect

to the other Parties. The following functionality is offered by

the core:

* Encrypting and signing of the messages;

»  Checking of the identity of the sender;

=  Authorization of Parties and local users;

= Routing of messages;

= Quecuing of asynchronous messages if the recipient
service is temporally unavailable;

*  Muitiple country inquiry functionality;

* Logging of the exchange of messages;

» Storage of incoming messages

Sécuﬁty cdﬁcépt

U VD S —

Message

specifications

Client application : O

In addition to the core application the EUCARIS 11 client
application can be used by a Party. When applicable, the
core and client application 1s modified under auspices of the

EUCARIS organisation.

M

e e

M

The concept is based on thljslé;rné by means of client
certificates and SSL.-encryvption by means of service

certificates.

Every Party has to comply with the message specifications
as set by the EUCARIS organisation and the present

! Implementing Agreement and its Annexes c. The
specifications can only be changed by the EUCARIS

organisation in consultation with the Parties.

h()pcration and

Support

M

The acceptatior: of new Parties or new functionality is under

i auspices of the EUCARIS organisation. Monitoring and help

desk functions are managed centrally by an appointed Party.

® M = mandatory to use or to comply with O = optional to use or to comply with

3
il
1
4
%
kY

i
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2. NON FUNCTIONAL REQUIREMENTS

2.1 GENERIC FUNCTIONALITY

In this section the main generic functions have been described in general terms.

Nr.

Description

The system allows the Registration Authorities of the Parties to exchange request

and response messages in an interactive way.

The system contains a client application, enabling end-users to send their requests

and presenting the response information for marual processing

The system facilitates ‘broadcasting’. allowing a Party to send a request to all
other Parties. The incoming responses are consolidated by the core application in
one response message to the client application (this functionality is called a

‘Multiple Country Inquiry’).

‘The system is able to deal with different types of messages. User roles,

authorization, routing, signing and logging are all defined per specific service.

The system allows the Parties to exchange batches of messages or messages
containing a large number of requests or replies. These messages are dealt with in

an asynchronous way.

‘The «ystem queues asynchronous messages if the recipient Party is temporarily

unavailabie and guarantces the deliverance as soon as the recipient is up again.

The system steres incoming asynchronous messages until they can be processed.

The system gives only access to Eucaris applications of other Parties, not to
individual organisations within thosc other Parties, i.c. cach Registration
Authority acts as the single gateway between its national end-users and the

corresponding Authoritics in the other Parties.

It is possiblc to define users of different Partics on one Eucaris server and to

authorize them following the rights of that Party.

10

Information on the requesting Party, organisation and end user are included in the

messages.
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Nr. | Description

11{ The system facilitates logging of the exchange of messages between the different

Parties and between the core application and the national registration systems.

12§ The system allows a specific secretary, which is an organisation or Party explicitly

e ;;;"é;"_‘:iaa o

appointed for this task, to gather logged information on messages sent/received by

all the participating Parties, in order to produce statistical reports.

13] Each Party indicates itself what logged information is made available for the

secretary and what information is ‘private’.

14 The system allows the National Administrators of each Party to extract statistics

of use.

15; The system enables addition of new Parties through simple administrative tasks.

2.2 USABILITY

Nr. | Description

16{ The system provides an interface for automated processing of messages by back-
end systems/legacy and enables the integration of the user interface in those

systems (customised user-interface).

17} The system 1s easy to learn, scl—t;cxplunalor)' and contains help-text.

18] The system is documented to assist Parties in integration, operational activities
and future maintenance (e.g. reference guides, functional/technical

documentation, operational guide,....).

19 The user interface is multi-lingual and offers facilities for the end-user to seiect a

preferred language.

20| The user interface contains facilities for a Local Administrator to translate both

screen-items and coded information to the national language.

J

2.3 RELIABILITY

Nr. | Description

21} The system is designed as a robust and dependable operational system which is

tolerant to operator errors and which will recover cleanly from power cuts or other




-16 -

Nr.

Description

disasters. It must be possible to restart the system with no or minimal loss of data.

22

The system must give stable and reproducible results.

23

The system has been designed to function reliably. It is possible to implement the
system in a configuration that guarantees an availability of 98% (by redundancy,

the use of back-up servers etc.) in each bilateral communication.

24

It is possible to use part of the system, even during failure of some components (if
Party C is down, Parties A and B are still able to communicate). The number of

single points of failure in the information chain should be minimised.

25

The recovery time after a severe failure should be less than one day. It should be
possible to minimise down-time by using remote support e.g. by a central service

desk.

2.4 PERFORMANCE

Nr.

Description

26

The system can be used 24x7. This time-window (24x7) is then also required from

the Parties legacy systems.

27

The system responds rapidly to user requests irrespective of any background
tasks. This is also required from the Parties legacy systems to ensure acceptable
response time. An overall response time of 10 seconds maximum for a single

request is acceptable.

28

The system has been designed as a multi-user system and in such a way that

background tasks can continue while the user performs foreground tasks.

29

The system has been designed to be scaleable in order to support the potential
increase of number of messages when new functionality is added or new

organisations or Parties are added.

2.5 SECURITY

Nr.

Description

30

The system is suited (e.g. in its security measures) for the exchange of messages
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Nr. | Description
containing privacy-sensitive personal data (e.g. car owner/holders or driving
licence holders), classified as EU restricted.

31] The system is maintained in such a way that unauthorised access to the data is
prevented.

32| The system contains a service for the management of the rights and permissions of
national end-users.

33{ Parties are able to check the identity of the sender (at Party level), by means of
XML-signing.

34/ Parties must explicitly authorise other Parties to request specific information,
enabling the exchange of information both within and outside the scope of a
specific treaty or directive.

35| The system provides at application level a full security and encryption policy
compatible with the level of security required in such situations. Exclusiveness
and integrity of the information is guaranteed by the use of XML-signing and
encryption by means of SSL-tunnelling.

36{ All exchange of messages can be traced by means of logging.

37| Protection 1s provided against deletion attacks (a third party delctes a message)
and replay or insertion attacks (a third party replays or inserts a message).

38 The system makes use of certificates of a Trusted Third Party (TTP).

39} The system is able to handle different certificates per Party, depending on the type
of message or service.

40| The security measures at application level are sufficient to allow the use of non
accredited networks.

41| The system is able to use novice security techniques such as an XML-firewall.

2.6 ADAPTABILITY

Nr.

Description

42

The system is extensible with new messages and new functionality (e.g. name
matching algorithms). The costs of adaptations are minimal. Due to the centralised

development of application components.
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Description

43

MS are able to define new message types for bilateral use. Not all Parties are
required to support all message types.

2.7 SUPPORT AND MAINTENANCE

Nr. |Description
44) The system provides monitoring facilities for a central service-desk and/or
operators concerning the network and servers in the different Parties.

45; The system provides facilities for remote support by a central service-desk.
46| The system provides facilities for problem analysis.
47| The system can be expanded to new Parties.

48] The application can easily be installed.

49| The system provides a permanent testing and acceptance environment.
50] The annual costs of maintenance and support has been minimised by adherence to

market standards and by creating the application in such a way that as little

support as possible from a central service-desk is required.

2.8 DESIGN REQUIREMENTS

Nr.

Description

51

The system is desigred and documented for an operational lifetime of many years.

52

The system has been designed in such a way that it is independent of the network

provider.

The system is compliant with the existing HW/SW in the Parties by interacting
with those registration systems using standard web service technology (XML,

HTTP, Web services, WSS).

2.9 APPLICABLE STANDARDS

Nr.

Description

54

The system is compliant with data protection issues as stated in Regulation EC
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Nr.

Description

45/2001 (articles 21, 22 & 23) and Directive 95/46/EC.

55

The system complies with the IDA Standards [doc-1].

56

The system supports UTF8.
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Annex C.4

List of contact points for incoming requests

Country Contact point Telephone Fax number e-mail (for
number (for (for operational
operational operational contact)
contact) contact)

Austria Bundeskriminalamt +43 1 24836 +43 1 24836 BMI-II-BK-

Osterreich (Austrian 85026 951135 SPOC@bmi.
Criminal Intelligence gv.at
Service)
Belgium DIV “Dienst +3222773 +32227740 | Help.diviem
Inschrijvingen” 792 (DIV) 22 (D1V) obilit.fgov.be
(Vcehicle Registration) | +322 2773 +32227740 | (DLV)
777 (ICT) 04 Help.ict@m
obilit.fgov.be
(ICT)
France SCCOPOL “Scction | +33(0)140 | +33(0)140 | depj-dri-
Centrale de $788 73 97 82 48 pcc@interie
Coopération polici¢re™ ur.gouv.fr
(Criminal
Investigation Police)
vﬁcrmany KBA “Kraftfahrt- + 49461316 | +49 461 316 pruem@kba
Bundesamt” (Vehicle | 2050 2942 de
Registration)

Luxembour | Centre Informatique + 3524997 + 352 4997 cin@police.e

g de la Police (Police) 2346 2398 tat.lu

 Netherlands | RDW “Rijksdienst + 31 598 693 + 31 503 656 servicedesk

(The) Wegverkeer” (Vehicle | 369 462 @rdw.nl

Registration)
Spain Secretaria de Estado +34915371883 | +34913191228
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de Seguridad
(Ministry of Interior)

+34915371884
+34915372056
+34915372057
+34915372058

+34913191645
+34913197389

cepic@ses.m

ir.es




Annexes D

Police cooperation
Annex D.1

Procedures and contact points for the setting up of
joint operations

Parties which do not use or work with specified arocedures where the intervention of a contact

point is necessary for setting up joint operations pursuant to article 24 of the Treaty give relevant
contact points for the setting up of joint operations mentioned below.

AUSTRIA

National contact point according to point 14.2 of the Implementing Agreement:

During office hours:

Federal Ministry of the Interior, General Directorate for Public Security,
Sub-Department 11/2/a

Phone: +431-53126-3411

Fax: +431-53126-10-8638

e-mail: bmi-11-2-a@bmi.gv.at

Qutside office hours:

Federal Ministry of the Interior, Division Il -~ General Directorate for Public Security, Operations
and Crisis Coordination Centre

Phone: +431-53126-3200 or -3775

Fax: +431-53126-3120

e-mail: bmi-1-LKC-Permanenzdienst@bmi.gv.at

BELGIUM

1. Joint patrols and jeint controls

There is no formal procedure that needs to be followed when setting up a joint patrol or joint
control. It suffices that the operational chiefs of the services involved (in Belgium: the corps chief
of the Local Police or the chief of unit of the Federal Police) come to a verbal or written agreement.
If one does not know how to get in touch with the Belgian operational chief, one should take
contact with the national contact point:




DAO (Directorate of operations concerning administrative police — Officer on
duty)

Blok G, Fritz Toussaintstraat 47

1050 Elsene

Tel.: + 32 2 642.63.80

Fax: +322 646.49.40

E-mail: dga-dao@skynet.be.

The operational chiefs make sure that every officer taking part in the operation is well informed
about the mission and the competencies. If necessary, a meeting will be organised to this purpose.

2. Other joint operations
Other joint operations are only possible on request. All requests to the Belgian Police have to be
made by means of the request form below and have to be sent to the national contact point:

DAO (Directorate of operations concerning administrative police — Officer on duty)
Blok G, Fritz Toussaintstraat 47

1050 Elsene

Tel.: + 32 2 642.63.80

Fax: + 322 646.49.40

E-mail: dga-dao@skynet.be.

The competent authority in Belgium will immediately take a decision concerning the request. The
decision is sent as quickly as possible in writing to the competent authority of the requesting Party.

When carrying out the joint operation. the cross-border official is in possession of a summary list
of the means and material he brought. He submits it on request to the competent authority of the
host state.

FRANCE
B T()rganisation Municipality Telephone number
f Fax number
N N - E-mail
AUSTRIA CCPD Kehl Tel : 0049.7851.8895-0
z Fax: 0390231369
E-mail:

mailto:centro.lz( 1.lka.bwl.d
¢ cepd2-offenbourg. ddpaf-
67:@interieur.gouv.{r

or:
fabien.taglang@intcrieur.gou
v.fr (Chef détachement P.N.)




NETHERLANDS

CCPD

Tournai

Tel: 003269 68 26 10
Fax :0032 69 68 26 21
E-mail :
ccpd-tournai.dzaf-
S9@interieur.gouv.fr

GERMANY

CCPD

Kehl

Tel : 0049.7851.8895-0
Fax:03 9023 13 69

E-mail:
mailto:centro.lz{@1.lka.bwl.d
e ccpd2-offenbourg ddpaf-
o7@imerieur.gouv.Ir

or:
fabien.taglangi@interieur pou
v.fr (Chef detachement P.M.)

SPAIN

CCPD

Hendaye

Tel : 05 59 2093 60

Fax: 05 59 20 59 34
E-mail :

cepd-
hendayei@interieur. gouv £t

CCPD

t

E

Le Perthus

Tel: 04 68 83 79 00

Fax: 04 68 83 79 10

Tel : 0559 2093 60

Fax : 05 59 20 59 34

f-mail :

cepd-

hendayeid intericur.gouv.free
pd-sec.fe-perthus-

06 @inte melsiani

Somport

Tel 1 05293904 85
Fax:05593618 15

t-mail
cepd.canfranci@interieur.pou
AT

|

i
¥
:
i
‘

CCPD

Melles Pont du Roy

Tel: 0561946840

Fax : 05 61 94 68 48
i.-mail :
cepd.mellesi@intericur.gouv,

ir

l BELGIUM

CCPD

Tournai

Tel : 00 3269 68 26 10
IFax :00 32 69 68 26 21
E-mail :
cepd-tournat.dzaf-
59(@interieur.gouv.{r

LUXEMBURG

CCPD

Luxembourg

Tel : 03 82 54 94 30 ou
+352 26 124 300
Fax : 03 82 5494 39 ou
+352 26 124 199
E-mail : fri@bcep.etat.lu
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GERMANY
1. Introduction to Article 24

Generally, all offices of the Linder police forces and of the Federal Police may be responsible for
joint operations.

However, this only applies,

e if there are no regulations in place in bilateral and multilateral treaties goveming joint
operations that are more specific, and

e if the joint operations do not have a direct cross-border link (e.g. operation of Spanish officers
in Germany).

If with respect to a joint operation there is no more specific, contractual rule in place and if there is
no direct cross-border link, these exceptional cases require the consent of the Federal Ministry of
the Interior and/or the affected interior ministries of the Linder.

Paras | and 2 of Article 24 are linked with one another in an inseparable context. For all measures
carried out pursuant to para 1, consent must invariably be obtained under para 2 about the scope of
the transfer of sovereign powers. operational modalities and the right of managing the operation
which shall rest with the ofticials from the host state.

2. Ad Artice 24 (1) - "authorities designated by the Contracting Parties™
Examples of joint operations:

Above all “not time-critical situations” (*Zeitlagen™) {in the run-up to events that can be planned)
such as joint patrols in the border region, joint patrols on the occasion of special events (e.g.
Lower-Saxons’ Day). joint controfs (e.g. to fight international crime such as drug crimes,
trafficking in human beings, property crimes organized by gangs (referred to as checks
“irrespective of whether there is ¢ specific suspicion™), joint intelligence measures / warnings to
potential offenders / fan escorts in the run-up to football matches or other major events.

The principles referred to i 1. shall apply.

migcmcine Kontakistellen, auch fir andere
Vertragsparteicn: ‘ j
(direkte grenziiberschreitende Zusammenarbeit)

Bundespolizei Tel.: +49 (0) 261 399 -0
Bundespolizeidirextion Tel.: +49 (0) 261 399 - 250
Roonstr. 13 Fax.:+49 (0) 261 399- 218

D-56068 Koblenz Mail: bpold@polizei.bund.de




3. Ad Article 24( 2) sentence 1 - "consent on exercise of sovereign powers"

Co-operation where consent by the Federal
Ministry of the Interior must be obtained:

Bundesministerium des Innern Tel.: +49 (0) 1888 681-1077

- fiir das Bundeskriminalamt: Fax.:+49 (0) 1888 681-2926
Abteilung Polizeiangelegenheiten; Mail: poststelle@bmi.bund.de
Terrorismusbekimpfung

- fur die Bundespolizei:
Abteilung fiir Angelegenheiten der Tel.:  +49 (0) 1888 681-0
Bundespolizei Fax:  +49(0) 1888 681-1829

Alt-Moabit 101D Mail: poststelle@bmi.bund.de

D-10559 Berlin

Co-cperation where consent must be obtained
from a Land interior ministry. In the following
you will find the Biindesliinder, which share
borders with other Priim Contracting Parties

Niedersachsen (NI) Tel: +49 (0) 511 120-6112
Nicedersichsisches Ministerium fiir Inneres und Fax.:+49 (0) 511 120-6150
Sport Mail: kvl@mi.niedersachsen.de

Lavesallee 6
D-30169 Hannover
Tel.: +49 (0)211 871

Nordrhein-Westfalen (NW) 3340/3341/3342/3343/3344
Innenministerium Nordrhein-Westfalen Fax.:+49 (0)211 871 3231
- Lagezentrum - Mail: lagezentrum@im.nrw.de

Haroldstralie 5
40190 Diisseldorf

Rhcinland-Ifalz (RP) Tel: +49(0)6131 16 3599
Ministerium des Innern und fiir Sport Fax.:+49 (0)6131 16 3600
- Lagezentram - Mail: lagezentrumi@ism.rlp.de
Schilierplatz 3-5
55116 Mainz

Tel: +49 (0) 681 962-1260 bis 1263
Saarland (SL) Fax.:+49 (0) 681 962-1265
Ministerium flir Inneres, Familie, Frauen und Mail: lagezentrum(@innensaarland.de
Sport

Leitstelle. Lagezentrum-
c/o Landespolizeidirektion
Mainzer Str 134 -136
66121 Saarbriicken
Tel.: +49 (Y711 231 3333

Baden-Wiirttemberg (BW) Fax.:+49 ()711 231 3399
Innenministerium Baden-Wiirttemberg Mail: lagezentrum’'a@im.bwl.de
Lagezentrum

Dorotheenstralle 6

70173 Stuttgart




Bayern (BY)

Bayerisches Staatsministerium des Innern
- Lagezentrum -

Odeonsplatz 3

D-80335 Miinchen

Bundeslinder, which do not share a border
with a Priim Contracting Party

Brandenburg (BB)

Ministerium des Innern des Landes Brandenburg
Lageszentrum der Polizei
Henning-von-Treskow-Str. 9-13

14467 Potsdam

Berlin (BE)
Senatsverwaltung fiir Inneres
Lagezentrum Berlin

Platz der Liiftbriicke 6

12096 Berlin

Bremen (HB)
Lagezentrum M
Polizei Bremen
In der Vahr 78
28329 Bremen

Hessen (HE)

Hessisches Ministerium des Inneres und fiir Sport
LAGEZENTRUM

Friedrich-Ebert-Allee 12

D-65185 Wichaden

Hamburg (HH)

Behdrde fir Inneres
Polizei Hamburg
Fisthrungs-und Lagedienst
Bruno-Georges-Platz |
22297 Hamburg

Mecklenburg-Vorpommern (MV)
Innenministerivum Mecklenburg-Vorpommern
Arsenal am Pfaftenteich

l.agezentrum

Alexandrinenstrasse 1

19055 Schwerin

Schleswig-Holstein (SH)
Landespolizeiamt

Gemeinsames Lage- und Fiithrungszentrum
Miihlen 166

24116 Kiel

Tel.: 0049 (0) 89 2192-20
Fax: 0049 (0) 89 2192-2587
Mail: stmi.Izby@polizei.bayern.de

Tel.: +49 331 866 2871
Fax.:+49 331 866 2879
Mail: lagezentrum(@mi.brandenburg.de

Tel.: +49 30 466 490 7210
Fax.:+49 30 466 490 7299
Mail: 1izberlin{@seninn.verwalt-berlin.de

Tel.: +49 421 362 1854 or 1754
Fax_:+49 421 362 1859
Mail: Lagezentrum(a@polizel.bremen.de

Tel.: +49 611 353 2150
Fax.:+49 611 353 1706
Mail: lzhessen(@hmdi hessen.de

Tel.: +49 40 4286 66055

Fax.:+49 40 4286 66049

Mail:  FLDI-
FLD2:wPOLIZELHAMBURG.DE

Tel.: +49 385 588 2471 (bis -2479)
Fax.:+49 385 588 2480 (oder 2481)
Mail: lagezentrumi@im.mv-regierunp de

Tel.: +49 431 16061111
Fax.:+49 431 160 61199
Mail: lob.gifzi@polizei.landsh.de

Tel.: +49 351 564 3775 oder 3776




Sachsen (SN) Fax.:+49 351 564 3779

Sichsisches Staatsministerium des Innern Mail:

Landespolizeiprisidium Platz2.Lagezentrum(@smi.sachsen.de
Lagezentrum

01095 Dresden

Sachsen-Anhalt (ST) Tel.: +49 391 567 5292

Ministerium des Innem Fax.:+49 391 567 5290

des landes Sachsen-Anhalt Mail: lagezentrum@mi.lsa-net.de
Lagezentrum

Halberstidter Str 2/Am Platz des 17. Juni
36112 Magdeburg
Tel.: +49 361 37 93 616
Thiiringen (TH) Fax.:+49 361 3793 686
Thiiringer Innenministerium Mail: Lagezentrum(@tim.thueringen.de
Abteilung 4
-Lagezentrum-
Andreasstrasse 38
99084 Erfurt

LUXEMBOURG

The Luxembourg law docs not provide for a formal procedure to be accomplished for the setting up
of joint operations within the meaning of article 24 of the Treaty. It suffices that the operational
chiefs — for Luxembourg the Director General of the Grand-Ducal Police or his representative - of
two ore more Partics involved come to an agreement. In any circumstance, contact should be taken
first with the Operations Department of the Grand-Ducal Police which is the national contact point
provided for by point 14.2 of the Implementing Agreeinent: it can be contacted as follows:

Police Grand-Ducale

Direction des Opérations

Adresse - 1, rue Maric et Pierre Curie
L-2957 LUXEMBOURG

Tel.: + 3524997 - 2310

Fax : + 3524997 - 2399

E-mail : dopwipolice.ctat.lu

THE NETHERLANDS

Competent authorities: Police and Royal Constabulary (Koningklijke Marechaussee)

Memberstates Organisation Central point of Telephone number

contact Fax number

E-mail

AUSTRIA Korps Landelijke Hoofdstraat 54 Tel:(0031)X0)343 535759
BELGIUM Politie Diensten Postbus 100 Fax(0031)X0)343 518180
GERMANY (KLPD) 3970 AC Driebergen | E-Mail:ccb-
FRANCE Department for kipd@klpd.politie.nl
LUXEMBURG Conflict and




SPAIN Crisismanagement Kamp Nieuw Tel: (0031)X0)577455766
Millingen Fax:(0031)0)577455763
Koninklijke Postbus 59
Marechaussee 3886 ZH
(Royal Garderen
Constabulary)
Commander of
National and Foreign
Squads
SPAIN

National legislation and competencies in accordance to joint operations.

The Spanish legislation about joint operations is collected in the next legislation:
» Law 11/2003 about the joint investigations teams. This is the national law under the Frame
Decision of 13 of Junc ot 2002
» The devclopment of article 40 “over border surveillance™ we have the rules for this cascs in

the frame of the Schengen space. Here we have rules for the normal or urgent surveillance

always under a judicial investigation, the type of criminal offences includes in this

modality of cooperation, the Spanish competent authorities and the steps to do for using

this surveillance and models of documents.

» Agreement with Portugal about joint and coordinate mobile controls of people.

We have no rules for other kinds of joint operations like joint patrols or similar.

In Spain we have many Treaties with different countries in order to improve the cooperation. We

can highlight the next:

*  With Portugal:

O

(@]

@]

Q

Agreement about readmission people in irregular situation signed the February 15,
1993 (Anncxed)

Agreement about mobile controls signed the January 17, 1994, (Annexed)
Agreement about civil and penal matters signed the November 19, 1997 (Anncexed)
Agreement about hot pursuit signed the November 30, 1998 (Annexed)

Agreement about border cooperation in police and custom matters signed the
November 19, 2005 (Annexed)

¢  With France

Q

Agreement about border cooperation in police and custom matters signed the July
7, 1998 (Annexed)

Agreement about readmission people in irregular situation signed the November
26, 2002 (Annexed)

Rules of organization and running of Cooperation Center (We have only in paper




NATIONAL CONTACT POINT

The national contact point in Spain is:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION (CEPIC)
situated in:

Gabinete de Coordinacion

Calle Amador de los Rios, 2

28010 MADRID- ESPANA

And the coordinates are: Phone numbers: +34 915371 883
+34915371 884
+34915372 056
+34 915372 057
+34 915372 058

FAX: +34913 191 228
+34913 191 645
+34913 197 389

MAIL: cepic@ses.mir.es

Model Request form
for joint operations on the basis of article 24 of the Treaty

Requesting Party:
u The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO

or
Q The Federal Republic of Germany, represented by ...

or
u The Kingdom of Spain, represented by ...

or

u The French Republic, represented by ...

or

u The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal
Police or his representative

or

u The Kingdom of the Netherlands, represented by ...

or
Q The Republic of Austria, represented by ...

requests

Q The Kingdom of Belgium, represented by the Directorate of the National Contact Point
DGA/DAO
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gr The Federal Republic of Germany, represented by ....

(E)Jr The Kingdom of Spain, represented by ....

ODr The French Republic, represented by ....

(t;r The Grand Duchy of Luxembourg, represented by the Director General of the Grand-Ducal
Police or his representative

OEIr The Kingdom of the Netherlands, represented by ....

(L)lr The Republic of Austria, represented by ... ‘

for the following:

ul Police intervention by ............... police officers, as detailed in the annex to the present
request, in order to contribute to the maintenance of public order at:

under the operational command of ...
(name and function of the police officer).

0 For agreement:

u The furnishing of means for public order maintenance, as detailed in the annex to the
present request.

These means will be deployed at ... P
{name of the place, name of the zone; date).

under the operational command of ... ...
(name and function of the police officer).

Q For agreement:

u The dispatch of ............................. police officers to accompany or operate the material
mcans for that purposc.

u For agreement :

u Other:

u For agreement:

Q One border crossing

Q Several border crossings during the following period:

a For agreement:

NPEDS—
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Sovereign powers

Q Requests to confer to the seconding state’s officers the sovereign powers allowed by the
Host State.

o For agreement:

a Requests to allow the Seconding State’s officers to exercise their own sovereign powers in

accordance with the Seconding State’s law. If granted, the seconding state’s officers will
have the same sovereign powers as in their own country.

a For agreement:

Costs

a Each Contracting Party shall bear the costs incurred by its own authorities.
or

a Other proposition for the sharing out of the costs:

Q For agrecment:

.............................. (date) ..................coce e (place)
................................... (Signature)

agreement

............................... (datey ... (place)
.................................... (Signature)
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Annex D.2

Autherities to be notified without delay in case of a
cross-border operation in the event of imminent danger, and

contact points for the reporting of modifications in the
contact details listed in this Annex.

AUSTRIA
Border with Name of Bundesland Municipalities Telephone number
or ministry (border Fax number
municipalities are in | E-mail
bold)
GERMANY Landespohzeikommand Tel.: +43 (0) 59133
o Oberdsterreich - 40-2222
Landeslcitzentrale Fax: +43 (0) 59133
40-1009
Mail: LPK-
O@polizeigy.at
Landespolizeikommand Tel.: +43 (0) 59133
o Salzburg - 50-2222
Landesleitzentrale Fax; +43 (0) 59133
50-1009
Mail: 1.PK-
Stapolizeigv.at
b I —
landespolizetkommand Tel.: +43(0) 59133
o Tiro! - 70-2222
Landesleitzentrale Fax: +43 (0) 59133
70-1003
Mail: LPK-
L N - Tiwpoliz:igv.at
Landespolizetkommand Tel.: +43 (0) 59133-
o Vorarlberg - 80-2222
Landesleitzentrale Fax: +43 (0)59133-
80-1009
Mail: LPK-
Viapolizei.gv.at
OTHER PARTYS | Federal Ministry of the Phone: +431-53126-
Interior, 3200 or -3775
Division Il — General Fax: +431-53126-3120
Directorate for Public e-mail: bmi-lI-EKC-
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Security,
Operations and Crisis
Coordination Centre

Permanenzdienst@bmi.
gv.at

National contact points for the reporting of changes in the contact defails in this Annex:

Federal Ministry of the Interior, General Directorate for Public Security,

Sub-Department 11/2/a

Phone: +431-53126-3411

Fax:

+431-53126-10-8638

e-mail: bmi-1I-2-a(@bmi.gv.at

BELGIUM

NB: In Belgium, it is necessary to contact both the national centre and the local zone concerned!

National Centre:

DAO

(Direction opérations concernant la police administrative)

Officier de permancnce

Blok G, Fritz Toussaintstraat 47
Tel: 02 642 6380

Fax: 02 646 4940

Mail: dga-dao@skynet.be

Local police zone

" Border with | Number (and namc) of | Municipalities(border  municipalities | Telephone
the policezone are in bold) number
FRANCE PZ 5461 DE PANNE / KOKSUDE / Y (0) S8
WESTKUST NIEUWPOORT $3.30.00 |
PZ 5459 ALVERINGEM /L.O- + 32 (0) 58
SPOORKIN RENINGE/VEURNE 33.53.11
PZ 5462 HEUVELLAND/IEPER/LANGEMA | + 32 (0) 57
ARRO IEPER RK-POELKAPELLE/ 23.05.00
MESEN/MOORSLEDE/
POPERINGE/
STADEN/VLETEREN/
WERVIK/ZONNEBEKE
PZ 5318 COMINES-WARNETON + 32 (0) S6
55.96.14
PZ 5455 LEDEGEM /'MENEN/ + 32 (0) S6
GRENSLEIE WEVELGEM S1OLTI
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PZ 5317 MOUSCRON + 32 (0) 56
86.07.00
PZ 5320 CELLES/ ESTAIMPUIS/ + 32 (0) 69
DU VAL  DE | MONT-DE-L'ENCLUS/PECQ 53.29.30
L'ESCAUT
PZ 5316 TOURNAVANTOING/ + 32 (0) 69
DU TOURNAISIS RUMES/BRUNEHAUT 25.02.50
PZ 5321 BERNISSART/ PERUWELZ + 32 (0) 69
77.20.57
PZ 5329 DOUR/HENSIES/HONNELLES/ + 32 (0) 65
DES HAUTS- PAYS | QUIEVRAIN 65.20.25
PZ 5327 BOUSSU/COLFONTAINE/ + 32 (0) 65
BORAINE FRAMERIES/ QUAREGNON/ 61.00.20
SAINT-GHISLAIN
PZ 5324 MONS/QUEVY + 32 (0) 65
40.43.00
PZ 5333 ERQUELINNES / + 32 (0) 7
LERMES ESTINNES/L.OBBES/MERBES 59.76.30
PZ 5334 BEAUMONT/ CHIMAY/ + 32 (0) 60
BOTTE DU | FROIDCHAPELLE/ 41.40.70
HAINAUT MOMIGNIES/SIVRY
PZ 5311 COUVIN /VIROINVAL + 32 (0) 60
3 VALLEES 31.03.00
PZ 5315 CERFONTAINE / DOISCHE / + 32 (0) 71
HERMETON ET | PHILIPPEVILLE 66.02.11
B HEURE
PZ 5312 ANHEE / DINANT/ HASTIERE/ + 32 (0) 82
L HAUTE-MEUSE ONHAYE/YVOIR 21.42.98
PZ 5310 BEAURAING /BIEVRE/ + 32 (0) 6l
o HOUILLE-SEMOIS | GEDINNE/VRESSE-SUR-SEMOIS | 58.70.26
PZ 5302 BERTRIX/BOUILLON/ + 32 (0) 6l
SEMOIS ET LESSE | DAVERDISSE/ 46.60.07
HERBEUMONT/ LIBIN/ PALISEUL
/ SAINT-HUBERT/ TELLIN /
WELLIN
PZ 5299 CHINY /ETALLE/ + 32 (0) 63
DE GAUME FLORENVILLE/ 58.99.30
MEIX-DEVANT VIRTON/
ROUVROY/
TINTIGNY / VIRTON
PZ 5298 AUBANGE /MESSANCY/ + 32 (0) 63
SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
Germany PZ 5292 EUPEN /KELMIS/ + 32 (0) 87
WESER-GOHL LONTZEN/RAEREN 59.55.00
PZ 5290 LIERNEUX / MALMEDY / + 32 (0)80
STAVELOT- STAVELOT / STOUMONT / TROIS- | 28.18.00
MALMEDY PONTS /WAIMES
PZ 5291 AMEL /BULLINGEN/ + 32 (0) 80
EIFEL BUTGENBACH/ 28.14.10




-15-

BURG-REULAND/
SANKT-VITH
LUXEM- PZ 5298 AUBANGE /MESSANCY/ + 32 (0) 63
BOURG SUD- MUSSON/SAINT-LEGER 38.02.54
LUXEMBOURG
PZ 5297 ARLON / ATTERT / HABAY / + 32 (0) 63
MARTELANGE 60.84.49
PZ 5301 BASTOGNE / BERTOGNE / + 32 (0) 6l
CENTRE ARDENNE | FAUVILLERS/LEGLISE/ 24.12.11
LBRAMONT-CHEVIGNY/
| NEUFCHATEAU/
SAINTE-ODE / VAUX-SUR-SURE
PZ 5300 DURBUY / EREZEE / GOUVY / +32 (0)84
FAMMENE- HOTTON / HOUFFALIZE / 31.03.11
| ARDENNE LAROCHE-EN-ARDENNE/
: MANHAY / MARCHE-EN-
FAMENNENASSOGNE/
RENDEUX/TENNEVILLE/VIELSAL |
M
i ' P7.5291 AMEL /BULLINGEN/ |+ 32 (0) 80
 BIFEL BUTGENBACH/ 28.14.10
i BURG-REULAND/
I i SANKT-VITH I
NETHER- | PZ 5446 DAMME / KNOKKE-HEIST L 32 ()50
| LANDS i | 61.96.00
. | |
1PZsa24 'MALDEGEM LE 32 (0950
R R iT2Te0
gvz 5417 EEKLO / KAPRUKIE: / 32 (0]
i MEETIESLAND SINT-LAURFEINS - 376.46.46
o GCENIRUM R
3 Pz s42] | ASSENEDE / EVERGEM b3 (0)9
L 7'» N o ns70000
’ ' PZ 5416 LOCHRIST! /MOERBEKE P32 (0
| REGIO ./ WACHTEBEKE / ZELZATE 355.74.40
__ |PUYENBROECK | R
PZ 5431 SINT-GILLIS-WAAS/STEKENE |+ 32 (03 |
470.27.30 |
l
PZ 5430 "BEVEREN Y3 (0)3‘;
3 BEVEREN N 750401
| ' PZ 5345 ANTWERPEN 32 ()3
202.55.11
PZ 5348 KAPELLEN / STABROEK + 32 (03
NOORD 660.09.30
PZ 5350 ESSEN / KALMTHOUT / + 32 (0)3
GRENS WUUSTWEZEL 620.29.29
PZ 5363 HOOGSTRATEN / MERKSPLAS/ | + 32 (0)3
NOORDER-KEMPEN | RJKEVORSEL 340.88.00
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PZ 5364 BAARLE-HERTOG / BEERSE / + 32 (0) 14
REGIO TURNHOUT | KASTERLEE / LILLE / OUD- 40.85.50
TURNHOUT / TURNHOUT /
VORSELAAR
PZ 5367 ARENDONK / RAVELS / RETIE + 32 (0)14
KEMPEN  NOORD- 40.40.60
00ST
PZ 5368 BALEN / DESSEL / MOL + 32 (0)14
33.07.00
PZ 5371 LOMMEL + 32 (011
54.43.60
PZ 5372 HAMONT-ACHEL/NEERPELT/ [+ 32 (0)11
HANO OVERPELT 44.08.20
PZ 5385 BOCHOLT / BREE / KINROOI / + 22 (0)89
| NOORD-0OST MEEUWEN-GRUITRODE 48.06.30
o | LIMBURG L B
| PZ 5383 DILSEN-STOKKEM / MAASEIK + 32 (0)89
_M_ | MAASLAND - 156.92.11 )
PZ5387 MAASMECHELEN + 32 (0)89 76
| N 97 00 B
| PZ 5386 LANAKEN +32 (0)89 |
§ 71.22.23 §
TPz 5381 BILZEN / HOESELT / RIEMST + 32 (0)89 51 |
S 9300
Pz 528 BASSENGE/BLEGNY/DALHEM/ |+ 32 (0M
| BASSE-MEUSI JUPRELLE / OUPEYE / VISE 374.88.00
173382 | VOEREN by 32 (004!
| \ L 381.10.11
! l z
[Pz 5288 AUBEL/BAELEN/HERVE/LIMBOU | + 32 (0) 87
' PAYS DE HERVE RG/OLNE / PLOMBIERES / | 68.02.40
THIMISTER-CLERMONT / ! |
SN N WELKENRAEDT i ]

National contact points for the reporting of changes in the contact details listed in this Annex;

Police Fédérale belge

Direction de ' politique en matiére de coopération policicre internationale (CGl)

Square Victoria Regina 1. 1210 Bruxclles

Tel.: +32 2223 98 50
Fax: +322 22398 82
E-mail: cg.cgi.srt@police.be

FRANCE

ﬁBorder with Organisation

| Municipality

I Telephone number
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Fax number
E-mail

ITALY

CCPD

Vintimille

Tel: 04 92 41 15 70/71/72
Fax:0492411574
E-mail :
ccpd-vintimille.ddpaf-
06@interieur.gouv . fr

CCPD

Modane

Tel : 04 79 05 42 42
Fax :04 79 05 42 40
E-mail :

cepd-modarie-

73{@wanadoo. r

 GERMANY

SWITZERLAND

SPAIN

frm

[ S

ceer

1

L CCPD

P G

Kehi

Geneve Cointrin

’ 7i¢l;:“r<|-dayc

Tel : 0049.7851.8895-0
Fax: 039023 13 69
E-mail:

mathto:centro lzi L 1ka.bwl.
| de cepd2-oftfenbourg ddpaf-

L 07 @interieur.gouy. fr

1{
i
| or:
‘; fabien taelaneidinterie y
| fabien taglanginterieur.go
| uv.ir (Chef détachement

PN
i

|

Ao -4

1 Tel: 04 50284700
| Fax :04 50 28 47 19

| E-mail :

cepd-geneve.ddpat-
OLqintericur.gouv.fr
Tel : 0559 2093 60

. Fax: 055920 59 34
CEeme 1

i Lepa-

j hendaye(interieur.gouv. fr

|
=
|

CCPD

i Lo Perthus

Tel: 04 68 83 79 00

Fax : O4 68 83 79 10

Tel : 05592093 60

Fax : 05 5920 59 34
E-mail :

ccpd-
hendayedi@interieur.gouv.{rc
cpd-sec.le-perthus-
66(@intermel.si.mi
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CCPD Canfranc le Somport | Tel : 05 59 39 04 85

Fax :05593618 15
E-mail :
ccpd.canfranc(@interieur.go

uv.fr

CCPD Melies Pont du Roy |Tel: 05 61 94 68 40

Fax : 05 61 94 68 48
E-mail :
ccpd.melles@interieur.gou

v.fr

BELGIUM CCPD Toumai Tel : 003269 68 26 10
Fax :00 32 69 68 26 21
E-mail :
cepd-tournai.dzaf-

) I 9@ mtericur.gouy t
LUXEMBOURG CCPD Luxembourg i Tel:03 825494300u
+352 26 124 300

Fax: 03 825494 39 ou
+352 26124 199
E-mail : {rieebeep.etat.lu

e = e e e e b i e

National contact points for the reporting of changes in the contact details listed in this Annex:

Etat Major de la Direction Centrale de la Police aux Frontigres

Centre d information et de Commandement

Tel: + 33140076695

Fax:+ 33142651585

E-mail: cic.depafidintericur.gouv it

GERMANY

The officers crossing the border must notify the competent local police operations centre of the

Linder police forees or the Federal Police.

Examples for border crossings:
“Ad hoc situations™ when officers find suicidal or helpless persons. in case of traffic accidents, or
when officers observe crimes with imminent danger for life and imb

[ UV — [EUUR— 9

| Border with Organisation Municipality Telephone

number
Fax number
E-mail

All horders with Local contactpoints of the All municipalities at the
the Priim Partners | police (Poiice of the Linder | borders with the Priim
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(AT,FR, LU, BE, and Bundespolizei) partners
NL)
In the event of a border
crossing, the competent
local Police
Communications Centre of
the Land police forces or of
the Federal Police must be
informed without delay

National contact points for the reporting of changges in the contact details listed in this Annex and
changes of contact details of the Linder police forces :

Bundeskriminalamt

65173 Wiesbaden

Tel: +49 611 55 13101
Fax:+49 611 55 12141:
E-matl; mail@bka.bund.de

LUXEMBOURG

Authority to be notified without delay in case of a cross-border operation in the event of imminent

danger:

Police Grand-Ducale

Direction des Opérations

Centre d Intervention National (CIN)

Adresse : 1, rue Marie et Pierre Curte
[.-2957 LUXEMBOURG

Tel.: + 352 4997 - 2323

Fax : + 352 4997 - 23098

E-mail :  cin@police.ctat.lu

National contact point for the reporting of changes in the contact details listed in this Annex:

Police Grand-Ducale

Direction des Opérations ¢t de la Prévention

Adresse ;| rue Marie ¢t Pierre Curie
-~ 2957 LUXEMBOURG
Tel: + 352 4997 - 2310
Fax: + 352 4997 - 2399
E-mail: dopipolice.ctat.ly
THE NETHERLANDS

Border with Organisation Contact details Telephone number
Fax number

Ul
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E-mail

BELGIUM Korps Landelijke Hoofdstraat 54 Tel: (0031)0)343536366
GERMANY Politiediensten Postbus 100 Fax:(0031)0)343518180
(KLPD) (Police) 3970 AC Driebergen -

Bureau Conflict-en mail:ccb.klpd@klpd.politi
Crisisbeheersing e.nl

Or:

Local contactpoints
of the regional
policeforces

In the event of a
border crossing, the
competent regional
Police
Communications
Centre
(Gemecenschappelijk
e meldkamer) must
be informed
immediately

Korps Landelijke Politic | Hoofdstraat 54 | Tel: (0031%0)343536366 |
Diensten (KLPD) ] Postbus 100 { Fax:(0031)%0)343518180
Department for Conflict i 3970 AC E-mail:ceb kipdiwklpd. politic.nl J
and Crisismanagement | Driebergen | ]
SPAIN
The specificd authorities to notify in the frame of the Treaty will be:
» The operational units mentioned in the Schengen agreement with France.
» Cooperation Centre between Spain and France situated in:
Border with Organization ir Municipality 1 Telephone number
4 Fax number
E-mail
B R | Timetable ]
FRANCE CCPD LE PERTHUS / LA | Tel: 0033 468 837913
JUNQUERA Fax: 0033 468 837920
3 E-mail:
gi-smd-girona-
ccpal@guardiacivil.org
Timetable: .
i Monday - Friday 08:00 ~ |

e

BRI B2 )
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20:30

CCPD

HENDAYA / IRUN

Tel: 00 33 559 209360 /
00 34 696 909738

Fax:00 33 559 205934
E-mail:

ss-cepa-
hendava@guardiacivil.org
Timetable: 24 hours a day

CCPD

SOMPORT (Huesca)

Tel: 00 34 974 373572
Fax:00 34 974 373573
E-mail:

hu-cmd-hugcsca-
cepasomport(@guardiacivi

lLorg
Timetable:24 hours a day

CcCCPD

MELLES - PONT DU ROY

Tel: 00 33 561 892962 /*
00 33 561 946840

Fax: 00 33 561 892639
E-mail:  l-cepa-
melesi@guardiacivil.org
Timetable:

Monday ~ Friday  08:00
-21:00

Saturday ~ Sunday 09:00
- 17:00




AT
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943-276611
(switchboard) ss-cmd-
GUIPUZCOA C/ Barachategui, 59 943-29791 8 943- sansebast.ialf— .
20015 - San Sebastian | Operational 292134 cos(@guardiacivil.
Service Center org
(COS)
Avda. Galicia, 2 oqg. | acmd-pamplona.
NAVARRA 31003 - Pamplona 948-296850 296860 cos(@guardiacivil.
org,
Avda. Martinez Velasco, | 974-210074 974. hu-cmd-huesca-
HUESCA 83 974-216105 211238 cos@guardiacivil.
22004 — Huesca 974-210252 org
973-249008 973- .
) . l-cmd-lleida-
LLEIDA C/ Libertad, 3 (switchboard) 228422 registro@ guardiaci
25071 — Lleida 973-245633 973- - - T
. vil.org
i (COS) 246078 L
972-208650
switchboard 1i-cmd-
GIRONA ¢/ Emilio Grahil, 52 E)"72-4:3401 2 ! o72- gmn;;@;}nam
17003 - Girona . 484000 |7 T
(COS) tlorg
972-426066
REGION UNIT | ADRESS TELEFONO 1 FAX ]
Pais Vasco Headquarters of | C/José M 34.943.454800 34.943.457855
San Scbastian Salaverria, s/n -
Navarra Headquarters of | C/ General 34.948.299700 34.948.223326
) L M_“WLfgmplona Chinchilla, 3
Aragon tHeadquarters of | C/ Ricardo Arco, | 34.974.245400 34.974.243320
Huesca 7 R T
Cataluna Headquarters of | '/ Sant Pau, 2 34.972.220025 34972201149
. Girona -
Cataluna Headquarters of | C/ Paseo de 34.973.264799 34.973.264799
leida Ronda, 54 |

National contact points for the reporting of changes in the contact details listed in this Annex:

CENTRO PERMANENTE DE INFORMACION Y COORDINACION ( CEPIC)

situated in:

Gabinete de Coordinacion

Calle Amador de los Rios, 2
28010 MADRID- ESPANA




Phone numbers:

+34915371 883
+34915371 884
+34 915372 056
+34915372 057
+34915372 058
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FAX: E-MAIL:
+34913 191 228 cepic(@ses.mir.es
+34 913 191 645

+34913 197 389
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Annex D.3

Particular arms, ammunition and equipment which are
prohibited to be carried according to
article 28 paragraph 1, 3" phrase of the Treaiy

Particular arms, ammunition and equipment which are
prohibited to be used and the legal aspects according to
article 28 paragraph 2 of the Treaty

Practical aspects of the use of arms,
ammunition and equipment according to
article 28 paragraph 5 of the Treaty

AUSTRIA

There are no prohibitions in Austria regarding article 28 paragraph 1, 3" phrase and article 28
paragraph 2 of the Treaty.

LEGAL AND PRACTICAL CONDITIONS OF THE USE OF ARMS, AMMUNITION
AND EQUIPMENT

Use of means of force and service weapons is regulated in the Federal Law of 27 March 1969 on
the 'Use of Weapons by Officers of the Federal Police, Federal Gendarmery and police at
community level ("Use of Weapons Act 1969)"; Federal Law Gazette No. 149/1969 (in the version
of Fed.L.aw Gazette No. 146/1999),

§ 2. Officers of the Federal Police, I'ederal Gendarmery and police at community level are
authorized to make use of their service weapons if the need arises when exercising their duty

1. in case of justified selt-defence:

2. to overcome resistance against justified law enforcement intervention:

3. 10 enforce a lawful arrest;

4. to prevent the escape of a detained person;

5. to avert any form of danger.

§ 3. Service Weapons in the meaning of this Federal Law are
1. rubber truncheons, and other truncheons for police interventions,
2. tear gas and other irritants, which cause only a short-term health impairment
3. waler canons,
4. firearms, as listed in category 1., para. 1 and 2 of the Annex 1 to the State Treaty concerning
the Restoration of an Independent And Democratic Austria, Federal Law Gazette No.
152/1955, which support the officers listed in § 2 to fulfil their duty as instructed by their
superior authority or their service.




-25-

§ 4. Use of arms is admissible only, if lesser measures, such as the order to restore lawful
condition, threat of use of firearms, pursuit of a fugitive, use of physical force, or other available
lesser means, such as handcuffs or technical barriers, have proven unsuitable or ineffective.

§ 5. If different types of weapons are at disposal, only that weapon that appears least dangerous but
still effective under the prevailing circumstances, may be used.

§ 6. (1) Use of weapons directed against human beings may only serve the purpose to make an
individual incapable of resisting or fleeing. In cases as outlined in § 2, para. 2-to 5, the damage
expected by use of weapons must not be disproportionate to the intended effect.

(2) Each weapon must be used with the greatest possible caution and care for human beings and
property. Weapons may be directed against human beings only, if use of weapons against property
would be ineffective.

Life-threatening Use of Weapons

§ 7. Use of weapons presenting a threat to life of human beings is admissible only:

1. in case of justified self-defence to defend a human being;

2. 10 suppress a riot or insurgence;

3. to enforce an arrest or prevent the escape of an individual strongly suspected of a crime than can
only be committed deliberately and is liable to a prison term of more than one year, which in itself
or in connection with the suspect’s behaviour during arrest or escape shows there is a general
sceurity risk to the state. to himself or property;

4. to enforce arrest or prevent the escape of a mentally deranged person who poses a general

security risk to himself or property.

§ 8. (I} A distinct waming must be given immediately before life-threatening use of weapons
against human beings. If there is a crowd, the waming must be repeated. firing a warning shot also
counts as warning. '

(2) Life-threatening use of weapons is admissible only_ if there is no risk for innocent by-standers.
unless it appears incvitable in order to prevent a crowd from violent actions, posing a direct or

indirect security risk to individuals.

(3) In case of justified selt-defence. the provisions of paragraphs 1 and 2 do not apply.

Use of other means than service weapons and of means having the effect of a weapon

§ 9. if a suntable service weapon is not available, also other weapons, or means having the effect of
a weapon, may be used by applying the provisions of the federal law mutatis mutandis.
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BELGIUM

Particular arms, ammunition and equipment which are prohibited to be carried:
For the cross-border operations provided in article 25: no prohibitions in Belgium

For the other forms of cross-border operations: police officers are allowed to carry the arms,
ammunition and equipment that they are allowed to use in Belgium.

Particular arms, ammunition and equipment which are prohibited to be used:
Belgium permits the use of the arms, ammunition and equipment listed in Annex 2 of the Treaty.

The Seconding State’s officers operating on Belgian territory should take into account the
following principles:
e Belgium does not permit the use of firearms with a calibre that exceeds 9 mm;
e Belgium does not permit the use of firearms in fully automatic mode;
s Beigium does not permit the use of any type of handcuffs that can injure the apprehended
person;
e Belgium permits the use of pepperspray but does not permit the use of tear gas
Chloroacetophone (CN);
e Belgium does not permit the use of clectric truncheons but permits the use of ordinary
truncheons;
* Belgium does not permit the use of TASER).

1. Self defence

Art 38 Law on the police function

Without prejudice to Art 37, police officers are only allowed to use firearms against people if
they are acting in self-defence.

Art 416 of the penal code

Committing homicide or assault in legitimate self-defence may not be regarded as a crime or
as an offence.

Explanation of Art 416 of the penal code.

. Self-defence applies to everybody, not only police officers.

o Acts of self-defence may occur against all kinds of violence, not only against
firearms.

. In order to be regarded as self-defence, any situation has to fulfil the following
requirements:

* The assault has begun or is about to begin.
The victim must not necessarily be in danger of life. Running a real and grave risk of
being injured or wounded is sufficient.
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* The assault is illegal.
There is no self-defence against legal and justified assault. For instance, it is not
allowed to use violence against legal police actions.

» The assault must be committed against people.
In art 416 of the penal code, insults are not regarded as assaults against people.

+ Self-defence must be necessary and proportional.
If self-defence goes beyond the necessary limits, if the defence is more violent than
the assault, it becomes an assault itself. As far as proportionality is concerned, the
consequences of the use of a weapon must always be taken into account. For
instance, hitting someone’s head with a claw may be as lethal as a gunshot. If you
are not in a position to defend yourself in another way and if you are in danger of
life, the use of a firearm is then justified.

* Defence must occur at the same time as the assault.
Self-defence must not be a vengeance and, consequently, occur when the assault is
over.

Art 417 of the penal code

Besides the provision of Art 416 of the penal code. two other cases can be regarded as self-
defence. They are explained in Art 417 of the penal code:

Both following cases may be regarded as legitimate sclf-defence:

1. If homicide or assault has been committed while repelling, at night, someone
climbing a fence or a wall or breaking into an occupied house or flat or their
outbuildings, unless a constable considers that the person who climbed or broke in did
not have the intention of making a murder attempt. either before his/her acts or as a
consequence of the resistance of the occupants.

2. if the fact occurred while defending oneself against authors of theft or looting with
assault and batiery.

Giving a warning.

fn accordance with article 37 of the law on the police function, any resort to force must be
preceded by a warning, unless this warning makes it ineffective.

The important point here is that we can use a firearm in a preventive and repressive way. The
preventive use of the firearm includes intimidating the opponent. In this case, no shot is fired.
The firearm is only used preventively.

The repressive use can be subdivided into three parts:

a. Intimidation shot. An intimidation shot is fired when the policeman is not directly

threatened. He fires in the air to intimidate the opponent.
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b. Warning shot. A warning shot is fired when the policeman is threatened. In this case, he
does not fire at the opponent.
c. Shot at people, animals or objects. This may occur in self-defence or in the other cases

provided for in the law on the police function.

In brief, we can state that the use of force is preceded by a warning. This warning may be a verbal
order or a warning shot, uniess this warning makes the resort to force ineffective or in case of self-

defence.

2. The use of force

In Belgium, firearms and ammunition can only be used in case of legitimate defence. In
accordance with Art 28, paragraph 2 of the Treaty, however, the Belgian officer in charge of the
operation may, in individual cases, give permission to use the other authorised arms and equipment
for purposes going beyond the legitimate defence. However, the use of these arms and equipment
will always have to be in accordance with the Belgian national law.

Art 37: Law on the police function

In the exercise of his duties, any police officer may resort to force, on the following

conditions:

1. He has to take all the risks of this resort to force into account:

2. He has to pursue a legitimate objective (that could not be reached otherwise);

3. The resort to force must be sensible and proportional to the pursued objective:

4. The resort to force must be preceded by a warning (unless this warning makes it

ineffective).

Explanation of Art 37.
The first three conditions of Art 37 may come down to only one word:

I. Opportunity: The policeman must take the risks of the use of force into account, from
both physical and material points of view.
E.g.: During a control, a policeman fires at the tyres of a leaving vehicle but the bullet
misses the target and hits an innocent passenger.

2. Legality: The use of force and coercion is only allowed in the cases and on the conditions

provided for in the law.

E.g.: During an identity check, the person being controlled wants to punch your
colleague. You react immediately by getting the person in a self-defence hold.

®
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3. Proportionality: If the use of force and coercion is necessary, the less violent and most
appropriate solution will then be chosen.

E.g.: During a fight in a pub, a drunken person takes a bottle and makes as if to hit
another person with it. The drunken person does not react to your verbal warnings. As
this person is drunk and armed, you take your truncheon and try to overcome him.

In short, one always has to consider three questions before resorting to force.
. Is it legal?
2. Aren’t there any less violent and dangerous means?

3. Are the means proportional to the goal to be achieved?

FRANCE

France does not foresee any restrictions with respect to carrying service weapons, meaus of force
and other equipment provided they have been handed out by the police administration of the Priim
partners.

While enforcing article 25, the use of weapons and firearms shall be restricted to self defense
situations and only handguns (revolvers and pistol guns) tear gas and truncheons, as long as they
have been handed out by the police administration, will be allowed.

Legal and practical conditions of the use of arms, ammunition and equipment
Specific conditions under which self defense is admitted.

Requirements for self defense in French criminal law are stated in the articles 122-5 and 122-6 of
the penal code. While the first one explains the general conditions of self defense. the second
describes two particular situations which reacting to will be considered as necessitated by sclf
defense.

Firstly. self defense is a rcaction to protect a victim from an assault and article 122-5 specifies the
details of its two components that are the attack and the counterattack.

The attack has first to be perpetrated against a person. policeman or not. It has then to be
unjustified which obviously is not the case when rebelling against enforcement of the law by the
police. It has last to be real and current which on the one hand, means that using weapons or
firearms to react to a threat cannot be justified by the necds of self defense and on the other hand,
means that using weapons and firearm after the attack is finished would be considered as retaliation
instead of self defense.




For the same reason that just explained the counterattack must be immediate wh'le the assault as
not to be considered as retaliation. It has then to be necessary which means only it could stop the
attack. Finally it has to be commensurate with the attack.

Secondly, self defense is a reaction in order to interrupt a crime or an offense against possessions
while it is being perpetrated. In such a situation article 122-5 states that self defense act has to be
strictly necessary and commensurate with the infringement seriousness as long as it is not a murder.

Article 122-5 states that there is no penal liability for a person acting for self defense needs.

The concerns of article 122-6 are about two particular situations in which the use of weapon or
firearm by a policeman would be presumed as necessitated by self defense.

The first one is related to a case where policeman act to repel out of a lived in property the
perpetrator(s) of a burglary committed by means of a trick or violence.

The second one is related to a situation where policeman act to defend himself against the
perpetrators of a rubbery or of a looting committed with violence.

The presumption stated in article 122-6 is not irrefragable and does not exempt the person acting
for self defense from having respect for particularities specified in articie 122-5 such as reacting to
a serious, real and current danger.

Particular situation stated in article 73 of eriminal procedure code.

This article states that any citizen who sees a crime or an offense while it is being committed can
arrest its perpetrator in order to present him to the local police officer. So for a foreign police
officer crossing the French boarder as to enforce article 25 of the Priim treaty can arrest an offender
or a criminal provided that the arrest is done while the infringement is being committed.

GERMANY

Arms, ammunition and equipment prohibited from being carried during cross border operations (art
28)
For all kinds of operations: no prohibitions

Legal and practical conditions of the use of authorized arms, ammunition and equipment:
For Germany are relevant the “Gesetz iiber den unmittelbaren Zwang bei Ausiibung offentlicher

Gewalt durch Vollzugsbeamte des Bundes (BGBI. 1 1961, 165; zuletzt geindert durch Art. 28 V
vom 31.10.2006; and the equivalent laws of the federal Liander.
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LUXEMBOURG

Particular arms, ammunition and equipment which are prohibited to be carried:

For the joint operations and the cross-border operatiuns provided for by the articles 24 and 25 of
the Treaty, there are in principle no prohibitions; the police officers of the other Parties are allowed
to carry the arms, ammunition and equipment which are part of their individual or collective
regular equipment.

For the joint operations provided for by article 24 of the Treaty, the mission statement foreseen in
point 14.1 of the Implementing Agreement may specify some equipment which may not be carried

for a determined operation.

Particular arms, ammunition and equipment which are prohibited to be used:

Luxembourg permits the use of the arms, ammunition and equipment listed in Annex 2 of the
Treaty. The Seconding State’s officers operating on Luxembourg territory should take into account
the following principles:

Lepal and practical conditions of the use of authorised arms, ammunition and equipment:

1. Self defence:

Luxembourg police officers - and hence also the police officers of other Parties operating on the
Luxembourg territory within the framework of the Treaty - are in prir iple submitted to the
gen -al rules of self defence on the basis of articles 416 and 417 of the Penal Code. providing that
homicide or assault committed in legitimate sell defence may not be regarded as a crime or as an
offence. Self defence may be practiced nat only against fircarms, but against all kinds of physical

violence.,

In order to be accepted as self defence, the following conditions have to be fulfilled:

1) The assaudt must be illegal.
There is no self defence against legal and justified assault. For instance, it is not allowed to
use violence against icgal police actions.

2)  Self defence must occur at the same time as the assault
Self-defence must begin at the latest when the assault is still ongoing: any act of defence
started after the assault has ceased is not considered as self defence. Hence, all acts like
physical violence against an offender who is flecing or vengeance is outside the scope of
self defence.

3)  Self-defence must be necessary and proportional.
Acts going beyond the necessary limits to avoid an assault causing the risk of death or
physical injuries may become by itself an assault. The consequences of the use of a weapon
must always be taken into account. For instance, hitting someone’s head with a claw may
be as lethal as a gunshot. If you are not in a position to defend yourself in another way and
if you are in danger of life, the use of a firearm is then justified.
As far as proportionality is concerned, it has to be stressed that an act of defence being
more violent than the assault may nlso become an assault itself. On the other hand, the
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victim must not necessarily be in danger of life; running a real and grave risk of being
injured or wounded is sufficient.

4) The assauit must consist in physical violence.
All kinds of insults or ve:bal attacks are not regarded as assault justifying self defence.

35) Self defence has, in principle, to be used in case of an assault against human beings.
The fact of defending a third person against an assault is also considered as self defence if
all the other conditions are fulfilled. Moreover, self defence in order to protect goods is in
theory accepted but the condition of proportionality is in that case difficult to fulfil.
Injuring or even killing a person as defence against a theft for example is in principle never
considered as self defence.

Beside the situation of self defence as such, there are two cases which may be regarded as
legitimate self-defence:
b) If homicide or assault has been committed while repelling, at night, someone climbing
a fence or a wall or breaking into an occupied house or flat or their outbuildings,
unless the person who climbed or broke in did not have the intention of making a
murder attempt, either before his acts or as a consequence of the resistance of the
occupants.
¢} If the fact occurred while defending oneself against authors of theft or looting with
assault and battery.

2. The use of police force, independently from self defence as such:

Beside the rules related to self defence, police officers arc allowed in Luxembourg to make use of
armis, firearms and other means of constraint according to the conditions provided for by the law of
28" July 1973 concerning the use of weapons and other means of constraint by the members of the
public force in the fight against criminality.

These provisions may me summarised as follows:

Police officers on duty mays, if it is absolutely necessary, use firearms and other amms:

B} if they are attacked, with or without arms;

2)  if they are about to help other another person whose life, physical integrity or goods are
considerably endangered;

3)  ifitis the only mean 1o defend, against an armed or unarmed attack, persons, posts, buildings
or other installations which they are to protect;

1

4)  if persons, who have been summoned twice to stop by the call “stop, police !, don’t stop or
if they cannot be stopped otherwise; however, in that second case, the use of weapons is only
Justificd if there are reasonable grounds to believe:

al that these persons, identified or not, have committed a crime;

b) that these persons are researched on the basis of an arrest warrant for crime;

¢}  that these persons are fleeing prisoners or indicted persons.

Police officers may also use their weapons under the above mentioned conditions:
1)  against persons who are flecing after an attack and who don’t after having been summoned
to stop;




2)

3)
4)

-33-

to push back person trying to take possession of prisoners, seized or confiscated goods and
evidence after having been summoned to desist;

if there are no other means to stop a vehicles, boat or aircraft;

to prevent the imminent commission of a crime or offence.

The above mentioned use ¢¥ weapons is also allowed to protect transports of money and other

similar values.

The detailed provisions of the abovementioned law of 28" Saly 1973 are listed hereunder in
excerpts in French and German.

Loi du 28 juillet 1973 réglant I'usage des armes et autres moyens de contrainte par les
membres de la force publique dans la lutte contre la criminalité.
(Extrait)

Art. 17, Dans I'exercice de leurs fonctions, les membres de la police grand-ducale peuvent,

en cas de nécessité absolue, faire usage des armes blanches ou des armes a feu dans les cas

suivants:

5)  lorsque des violences ou voies de fait sont exercées contre eux, ou lorsqu’ils sont
attaqués méme sans armes ou qu'ils sont menacés par des individus armés;

6) lorsqu’ils sont appelés a préter assistance a des personnes attaquées et dont la vie,
Iintégrité physique ou les biens sont exposés a un danger considérable et présent:

7)  lorsqu’ils ne peuvent défendre autrement, contre une attaque armce ou non, le terrain
qu’ils occupent, les postes, édifices et installations qui leur sont confiés ou qui sont
sous leur garde. ou encore fes personnes a cux confiées ou sous leur escorte;

8) lorsque les personnes sommées de s arréter par deux appels, faits a haute voix, de
«llalte, police '», cherchent & se soustraire a leurs investigations ou a I"arrestation, et
ne peuvent étre contraintes de s’arréter que par 'usage des armes; toutefois, dans ce
cas Vusage des armes n'est justifié que s7il y a des présomptlions graves:

a) que les individus en question, identifiés ou non, ont commis un crime, et
notamment s'ils sont poursuivis par la clameur publique:

b} ou que ces individus sont des personnes recherchées ou dont Parrestation est
ordonnée par un mandat de justice, pour crime:

¢ ou que ces individus sont des prisonniers. détenus ou condamnés évadés. et qui

sont recherchés, inculpés ou condamnés du chef de cnime.

Art. 2. Les membres de la police grand-ducale peuvent encore faire usage de leurs armes,

dans fes conditions spécifiées a Iarticle 17

1) contre les personnes qui, sans obéir a l'ordre de s’arréter. fuient apres les avoir
attaqués a main armée, et contre les conducteurs de véhicules pourvus de moteurs
mécaniques qui fuicnt apres avoir manceuvré pour mettre leur vie en péril;

2)  pour repousser ceux qui, malgré la sommation de se désister ou de s’éloigner, tentent
de leur cnlever leurs prisonniers, leurs armes ou les objets saisis en vue de la
confiscation ou a titre de piéces de conviction;

3)  lorsqu'ils ne peuvent immobilier autrement les véhicules, embarcations, aéronefs ou
autres moyens servant au transport d’auteurs présumés d'un crime dont les
conducteurs n’obtempérent pas a I’ordre ou au signal d’arrét, sans préjudice de ce qui
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est porté 4 Particle & ci-aprés; lorsqu’un barrage dressé dans le cadre de la recherche
des malfaiteurs a été forcé par un véhicule, et s’il appert des circonstances qu’il Pa été
en connaissance de cause, le feu peut étre ouvert sans sommation;

4)  pour empécher la commission imminente d’une infraction ou la continuation de cette
infraction, si, d"aprés les circonstances, celle-ci constitue soit un crime, soit un délit
commis a I’aide d"armes ou d’explosifs.

Art. 3. Dans les cas ot il y a rébellicn de la part des prisonniers ou tentative d’évasion, et
s’il n’y a pas d’autres moyens de contenir ou de contraindre les révoltés ou les fuyards, le
chef de I'escorte leur enjoint de rentrer dans 1'ordre par les mots: «Halte ou je fais feun. Si
cette injonction n’est pas suivie, I’'usage des armes est autorisé.

St les prisonniers cherchent a s’emparer des armes des membres de Pescorte, ou fuient aprés
avoir blessé un membre de celle-ci, les armes peuvent étre employées a I’instant et sans
sommation préalable.

Art. 4. (..)

Art. 5. (..))

Art. 6. En cas de transport de fonds ou valeurs publics ou privés, les membres de la force
publique qui forment I'escorte, en exécution des ordres regus, peuvent ouvrir le feu dés
qu’une attaque contre le convoi se manifeste par des actes extérieurs qui en forment un
commencement d’exécution méme s’ils ne sont pas personnellement en état de légitime
défense. Si les assaillants fuient aprés s’étre emparés de tout ou partie des valeurs convoyées,
le feu peut étre ouvert sur eux ct leurs véhicules sans sommation.

Art. 7. Les prescriptions des articles | a 4 et 6 s"appliquent également a P'usage des gaz
lacrymogénes ct du matériel d’arrosage.

Art. 8. Dans le cadre de leurs opérations de contréle et de recherche, les fonctionnaires visés
a Iarticle 1% opérant d’office ou sur les ordres de leurs supéricurs hiérarchiques ou sur la
réquisition de Fautorité judiciaire peuvent immobilier les véhicules de toute nature au moyen
de cables, herses, hérissons, barriéres, filets et autres engins analogues.

Art. 9. (...)

Art. 10. Lorsque, dans l'exercice de ses fonctions, un membre de la force publique a regu de
son supérieur |'ordre d'employer les armes ou un moyen de contrainte quelconque, cet ordre
cst a exécuter, a moins qu'il ne concerne pas I'exécution des fonctions.

L."ordre ne doit pas étre exécuté, si son exécution constituait un crime ou un délit.
S1, dans ce cas, I'ordre est néanmoins exécuté, I'agent d exécution n'est responsable que s’il
a connu ou pu connaitre d’apres les circonstances qu'il s’agissait manifestement d’un crime

ou délit.

L."agent d’exécution doit, si les circonstances le lui permettent, faire valoir a I’égard de
I"auteur de I'ordre ses objections en ce qui concerne la légalité de "ordre regu.
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Art. 11. La présente loi ne déroge ni aux dispositions légales concernant le droit de légitime
défense, ni aux dispositions de lois particuli¢res qui autorisent, dans certains cas et au profit
de certains agents et fonctionnaires, ’emploi de moyens de contrainte ou I'usage des armes
dans une mesure plus ¢tendue.

(-

Gesetz vom 28. Juli 1973 {iber die Reglementierung des Gebrauchs von Waffen und anderen
Zwangsmittel durch die Mitglieder der 6ffentlichen Macht im Kampfe gegen die

Kriminalitiit. (Auszug)

Art. 1. Die Mitglieder der grossherzoglichen Polizei konnen, in Ausiibung ihrer Pflicht und
im Falle absoluter Notwendigkeit, in folgenden Fillen Gebrauch von Blank- oder
Schusswaffen machen:

)

2)

3)

4)

wenn Gewalttitigkeiten oder Titlichkeiten gegen sie ausgeiibt werden, oder wenn sie

angegriffen werden, selbst ohne Waffen, oder wenn sie von bewaffneten Individuen

bedroht werden;

wenn sie angegriffencn Personen Beistand leisten sollen, deren Leben, physische

Unversehrtheit oder Eigentum einer betrichtlichen und gegenwirtigen Gefahr

ausgesetzt sind;

wenn sie das von ihnen besetzte Gelinde, die ihnen anvertrauten oder unter ihrer

Bewachung stehenden Posten, Gebdude und Einrichtungen, oder aber die ihnen

anvertrauten oder von ihnen eskortierten Personen nicht anders gegen cinen

bewafTneten oder nicht bewaffneten Angrift verteidigen knnen;

wenn die durch zwei, mit lauter Stimme gemachten Aufforderungen « Halt, Polizei ! »

zum Stehen bleiben aufgeforderten Personen versuchen, sich threr Untersuchung oder

Verhaftung zu entziehen, und nicht anders als durch den Gebrauch von Waffen zum

Stchen bleiben gezwungen werden konnen; jedoch ist der Waffengebrauch in diesem

Falle nur gerechtfertigt, wenn ernsthafte Vermutungen vorhanden sind:

a) dass die betreffenden Individuen, ob identifiziert oder nicht, ein Verbrechen
begangen haben, und besonders wenn sie vom Oftentlichen Nachruf verfolgt
werden;

b)  oder dass diese Individuen wegen cines Verbrechens gesucht werden, oder ihre
Verhaftung wegen cines Verbrechens gerichtlich angeordnet worden ist;

c) oder dass es sich bei diesen Individuen um entflohene Gefangene, Inhaftierte
oder Verurteilte handelt, dic wegen eines Verbrechens gesucht, beschuldigt oder
verurieilt sind.

Art. 2. Die Mitglieder der grossherzoglichen der Polizei konnen, gemiss den in Artikel 1

bezeichneten Bedingungen, auch ihre Waffen gebrauchen:

)

2)

Gegen Personen welche dem Befehl Stehen zu keine Folge leisten, die Flucht
ergreifen nachdem sie dic Beamten mit bewaffneter Hland angegriffen haben, sowie
gegen die Fahrer von Kraftfahrzeugen die fliscchtig werderi, nachdem sie mandvriert
haben um das Leben der Beamten in Gefahr zu bringen;

Um diejenigen abzuwehren die, trotz Aufforderung von ihrem Vorhaben zu lassen
oder sich zu entfernen, versuchen ihnen ihre Gefangenen, ihre Waffen oder die zwecks
Einziehung oder als Beweisstiicke beschlagnahmten Gegenstinde zu entreissen;
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3)  Wenn sie nicht anders Fahrzeuge, Boote, Lufifahrzeuge oder sonstige Mittel zum
Stillstand bringen konnen, die zur BefSrderung der mutmaBlichen Urheber eines
Verbrechens diesen und deren Fahrer dem Befehl oder dem Signal zum Halten keine
Folge leisten, dies unbeschadet der Bestimmungen des nachstehend angefiihrten
Artikels 8; das Feuer kann ohne Aufforderung erdffnet werden, wenn eine im Rahmen
einer Fahndung errichtete Verkehrssperre von einem Krafifahrzeug durchbrochen
wurde, und sich aus dem Umstinden esgibs, dass dies in voller Kenntnis der Sachlage
geschehen ist;

4)  Um das unmittelbar bevorstechende Begehen einer Zuwiderhandlung, oder um die
Fortsetzung dieser Zuwiderhandlung zu verhindern wenn, den Umstidnden gemiss, es
sich dabei um ein Verbrechen oder um ein mittels Waffen oder Sprengstoffen
begangenes Vergehen handelt.

Art. 3. Wenn im Falle einer Rebellion oder eines Fluchtversuches von Gefangenen es nicht
anders moglich ist die Rebellierenden oder Fliichtenden zuriickzuhalten oder zu bezwingen,
so befiehlt ithnen der befehlshabende Beamte die Ordnung wiederherzustellen mit den
Worten « Halt oder ich schieBe ! ». Wird diesem Befehl keine Folge geleistet, so ist der
Gebrauch von Waffen erlaubt.

Die Waffen konnen sofort und ohne vorherige Aufforderung gebraucht werden wenn die
Gefangenen versuchen sich der Waflen der Beamten zu bemichtigen oder fliichtig werden,
nachdem sie einen dieser Beamten verwundet haben.

Art. 4. (..))

Art. 5. (...)

Art. 6. Sobald im Falle eines Geldtransportes oder eines Transportes von 6ffentlichen oder
privaten Werten sich ein Angriff auf den Transport durch duBere Handlungen bemerkbar
macht, die einen Anfang der Ausfiihrung bilden, kénnen die in Ausfithrung der erhaltenen -
Befehle die Eskorte bildenden Beamten das Feuer erdffnen, selbst wenn sie sich personlich
nicht im Zustand der rechtmibBigen Verteidigung befinden. Gehen die Angreifer fliichtig,
nachdem sie sich der eskortierten Werte ganz oder teilweise bemichtigt haben, kann das
Feuer auf sie oder ihre Fahrzeuge ohne Aufforderung erdffnet werden.

Art. 7. Die Bestimmungen der Artikel 1 bis 4 und 6 sind ebenfalls anwendbar auf den
Gebrauch von Trianengas und Wasserwerfern.

Art. 8. Im Rahmen ihrer Kontroll- und Fahndungsoperationen kénnen die in Artikel |
erwihnten Beamten, ob von Amts wegen oder auf Befehl ihrer Vorgesetzten, oder auf
Anordnung der Gerichtsbehorden, Fahrzeuge aller Art mittels Kabeln, Sturmeggen,
Eisenspitzen, Sperren, Netzen und dhnlichen Vorrichtungen zum Stillstand bringen.

Art.9. (...) :

Art. 10. Wenn, in Ausiibung seiner Dienstpflicht, ein Mitglied der 6ffentlichen Macht von
seinem Vorgesetzten den Befehl erhalten hat, die Waffen oder irgendein Zwangsmittel zu
gebrauchen, so ist dieser Befehl auszufiihren, es sei denn er betreffe nicht die Ausiibung der
Dienstpflicht.
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Der Befehl darf nicht ausgefiihrt werden, wenn seine Ausfilhrung ein Verbrechen oder ein
Vergehen darstellen wiirde.

Wenn in diesem Falle der Befchl trotzdem ausgefiihrt wird, so ist der ausfilhrende Beamte
nur dann verantwortlich, wenn er gewusst hat, oder den Umstiinden nach wissen korinte, dass
es sich offensichtlich um ein Verbrechen oder Vergehen handelte.

Der ausfithrende Beamte muss, wenn die Umst#.de es ithm erlauben, dem Urheber des
Befehls gegeniiber seine Einwendungen beziiglich der GesetzmiBigkeit des erhaltenen
Befehls geltend machen.

Art. 11.  Gegenwirtiges Gesctz beeintrachtigt weder die gesetzlichen Bestimmungen
betreffend das Recht zur Notwehr, noch die Bestimmungen besonderer Gesetze, welche in
gewissen Fillen Beamten die Anwendung von Zwangsmitteln oder den Gebrauch von
Waffen in weiterem Sinne erlauben.

(..)
3. Particular sitnation provided for in article 43 of the Criminal Procedure Code:

According to this article, any person who sees another person in the act of committing a crime or
an offence punished with deprivation of liberty is authorized to apprehend the offender and to
conduct him before the next judicial police officer.

As a foreign police officer, being on the territory of Luxembourg within the framework of articles
24 and 25 of the Treaty, has the same rights as any person, he or she may act on behalf of this
article, 1 not otherwise decided by a Luxembourg police officer according to article 24 paragraph 3
or article 25 paragraph 3, last phrase, of the Treaty.

THE NETHERLANDS

The Netherlands does not foresee any restrictions with respect to carrying service weapons, means
for force, and other equipment (provided they have been handed out by the employer).

Article 28 paragraph 2 of the Treaty forms an exception to the following legislation. The arms,
ammunition and equipment mentioned in Annex 2 (for the Netherlands: firearms, pepper spray and
tcar gas) may only be used in the legitimate defence of the officer himself or another (self-defence
article 41 of the Penal Code). On the basis of the same provision the superior may determine
otherwise in individual cases.
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Police Act 1993

Article 8

-1. A police officer who is appointed to carry out a police task is authorised to use force in the
lawful performance of his job, if the relevant goa! justifies such, taking account of the risks
inherent in the use of force and such goal cannot be achieved in a different manner. If possible the
use of force shall be preceded by a wamning.

-2. A police officer who has been appointed to carry out police duties has access to every location,
insofar as such is reasonably necessary to provide assistance to those who require such.

-3. A police officer who has been appointed to carry out a police task is authorised to search the
clothing of persons in the exercising of a power granted to him by law or when carrying out an
action to perform the police task, if facts or circumstances show that there is an immediate risk for
their life or safety, or the life or saiety of the officer himself or of third parties and this search is
necessary to deflect that risk.

-4. The district attorney or the assistant district attorney before whom detainees or suspects or
convicts legally deprived of their freedom are brought, has the power to determine that their person
will be searched, if facts or circumstances show that there is a risk to their life or safety or the life
or safety cf the officer himself and this search is necessary to deflect that risk.

-5. The exercising of the powers referred to in paragraphs | through 4 must be reasonable and
proportionate to the intended goal.

-6. Paragraphs 1 through S also apply to a member of the military police. if he acts in the lawful
performance of his dutics, and to members of any other part of the armed forces who assist the
police on the basis of this Act.

-7. Our Minister of Justice can stipulate that the special investigating officers referred to in article
142, paragraph 1 of the Code of Criminal Procedure can exercise the powers described in
paragraphs | and 3 insofar as designated by him either in person or per category or unit. In such
case an official instruction shall be established for them in accordance with article 9.

Article 9

-1. By order in council on the proposal of Our Ministers of Justice and of the Interior and Kingdom
Relations, in conjunction with Our Minister of Defence insofar as the military police is concerned,
an official instruction shall be established for the police and for the military police.

-2. If a member of any other part of the armed forces acts in the performance of his tasks described
in articles 59 and 60, the official instruction applies.

-3. The official instruction shall lay down rules for the implementation of articles 7 and 8.

-4. By or pursuant to an order in council, rules shall be established by ministerial regulation
regarding measures which can be applied to persons lawfully deprived of their liberty with an eye
on their detention, insofar as this is necessary in the interest of their safety or the safety of others.
The order in council shall be established following a proposal of Our Ministers of Justice, and of
the Interior and Kingdom Relations, in conjunction with Our Minister of Defence insofar as the
military police is concerned.




-5. Paragraph 4 applies mutatis mutandis to persons who have been placed in the custody of the
police or the military police in connection with assistance being given to them.

-6. Officers whom Our Minister of Justice has appointed to transport persons lawfully deprived of
their freedom can exercise the powers referred to in article 8, paragraphs 1 and 3, or take the
measures referred to in paragraph 4 insofar as this is necessary to prevent the person being
transported from escaping custody. The first full sentence applies insofar as the persons lawfully
deprived of their freedom are in the custody of the police or the military police.

Decree of 8 April 1994, establishing rules relating to a new Official Instruction for the police,
the military police and special investigating officers and the measures which can be taken in
respect of people who have been lawfully deprived of their liberty

(Official Instruction for the police, the military police and special investigating officers
[Version effective ag of: 20-09-2006])

History: Staatsblad 1994, 825; Staatsblad 1997, 764; Staatsblad 1998, 340; Staatsblad 1999, 197;
Staatsblad 2001, 387; Staatshiad 2002, 174; Staatsblad 2004, 218: Staatsblad 2005, 110;
Staatsblad 2006, 407

We Beatrix, by the grace of God, Queen of the Netherlands, Princess of Orange-Nassau, etc., etc.,
etc.

On the proposal of Our Ministers of Justice and of the Interior of 8 December 1993, Public Law
Legislation Staff Department, no. 415284/93/6 and no. EA 93/U 3630, made in conjunction with
Our Minister of Defence, no. CWW 85/008;

In view of article 9 of the Police Act 1993;
Having heard the Council of State (advice of 28 March 1994, no. W.0. 3.93.0838);

In view of the additional report of Our Minister of Justice which was also made on behalf of Our
Minister of the luterior of 7 April 1994, Public Law Legislation Staff Department, no. 433019/94/6,
no. EA 94/U1149_ published in accordance with Our Minister of Defence;

fave approved and understood:

CHAPTER 1. General
Article |

1. In this Decree officer is understood to mean:
a. a police officer as referred to in article 3, paragraph 1 under a and ¢, and paragraph 2 of the
Police Act 1993;
b. a police officer as referred to in article 3, paragraph !, under b, of the Police Act 1993 insofar
as it relates to articles 1 and 2, chapter 5; In chapter 6 of this Decree officer also means a police
officer as referred to in article 3, paragraph 1, under b, of the Police Act 1993, or another
person, insofar as said police officer or said person is also a special investigating officer and has
been charged by the police commissioner with taking care of detainees.
c. a person who is appointed as trainee for the term of his training;
d. members of the military police in the performance of police duties as referred to in article 6,
paragraph 1 of the Police Act 1993;
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e. members of the armed forces as referred to in article 59, paragraph 1 and article 60 of the
Police Act 1993.
In this Decree the following terms have the following meaning:
a. an officer who under the heading of his duties or pursuant to an order or instruction is charged
with or has command of the performance of the duties;
b. if on the basis of the provisions under a, no superior can be designated, the police officer who
has a higher rank or, in the event of equal ranks, the person with the greatest number of years of
service, or in the event of action on the part of members of the military police or of any other
section of the armed forces, the person who pursuant to the provisions laid down by cr pursuant
to article 67 of the Code of Military Penal Law is the superior.
In this Decree the following terms have the following meaning:
a. competent authority: the authority referred to in articles 12, 13 and 15 of the Police Act 1993;
b. force: every coercive use of force of more than minor significance used on persons or
property;
c. use of force: the use of force and threatening the use of force, including taking a firearm to
hand;
d. weapon:
lo. the equipment, anms and ammunition permitted pursuant to article 49, paragraph | of the
Police Act 1993 which can be used to exercise force, and
20. the equipment, arms and ammunition made available by Our Minister of Defence which
can be used to exercise force in the performance of the police duties referred to in articles 6,
58, 59 and 60 of the Police Act 1993;
e. resources for deportation:
1. equipment for the deportation of aliens made available pursuant to article 49, Paragraph 1
of the Police Act 1993 to a police officer who is charged by or pursuant to the Aliens Act
2000 with guarding the borders or the supervision of aliens, and
2. equipment for the deportation of aliens made available by Qur Minister of Defence, in
conjunction with Our Minister of Alien Affairs and Integration to a member of the military
police who is charged by or pursuant to the Aliens Act 2000 with guarding the borders or the
supervision of aliens;
f. automatic firearm: fircarm whereby several shots can be discharged with one pull of the firing
mechanism or a firearm which can, by choice, discharge either one or several shots;
g. riot police: a unit of police officers as referred to in article 6 of the Control of Regional Police
Forces Decree and the military police units charged with the same duties as those set out in the
aforementioned decree;
h. doctor: the advising duty doctor;
i. special investigating officer: a speical investigating officer as referred to in article 142,
paragraph | of the Code of Criminal Procedure;
- the use of a firearm: pointing, keeping it pointed and actually using a firearm;
k. non-penetrating ammunition: ammunition which has been designed not to penetrate the body
upon impact with a person.
In this Decree, detainee means the person who has been lawfully deprived of his liberty.

detainee also means the person who has been placed in the custody of the police station or squad
rooem in connection with assistance being given to them.

¢
k4
g
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Article 2

An officer shall identify himself using the proof of ID given to him:
a. when acting in civilian clothing, without being so requested, unless exceptional circumstances
make this impossible, and
b. when acting in uniform, upon request.

Article 3

An officer who provides assistance pursuant to the provisions of Chapter 1X of the Police Act 1993
is under the command of the local competent authority or an officer designated by said authority.

CHAPTER 2. Force
$ 1. General
Article 4

The use of weapons is only permitted by an officer:
a. to whom such weapon is lawfully made available, insofar as he is acting in the performance
of the duty for which the weapon was made available to to him, and
b. who is skilled in the use of such weapon.

Article 5

1. If the officer, in a closed-off area or otherwise, acts under the supervision of a superior present
on site, he shall not usc force until after having received an explicit order from said superior. The
superior shall indicate which weapon shall be used.

2. Paragraph | does not apply in the event the superior referred to in paragraph 1 has stipulated
otherwise in advance.

3. Nor does paragraph | apply in a case as referred to in article 10, paragraph 1.b, insofar as it
would not have been reasonable to await the order.

Article 6

1. The police commissioner or the police officer designated by the police commissioner shall only
deploy the unit referred to in article 6 or 8 of the Control of Regional Police Forces Decree after
receiving the consent of the competent authority.

2. The officer designated by the competent authority shall only deploy the units referred to in
articles 58 and 59 of the Police Act 1993 after receiving the consent of the competent authority.

8 2. Firearms

Article 7

1. The use of a firearm, not being a firearm which is an automatic weapon or a long range precision
rife, is only permitted:
a. to detain a person with regard to whom it can reasonably be assumed that he has a firearm on
his person ready for immediate use and will use said firearm on people;
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b. to detain a person who has escaped or attempted to escape detention, arraignment or other
lawful deprivation of liberty, and who is suspected of or has been convicted of the commission
of an offence
1°. which in its statutory definition is punishable by a custodial sentence of four years or
more, and
2°. which forms serious harm to the physical integrity or personal life sphere, or
3°. which due to its consequence does or could pose a threat to society.
c. to control unrest or other serious disorder, if there is an order by the competent authority and
an action in a closed-off area under the supervision of a superior;
d. to control military unrest, other serious military disorder or mutiny if members of the military
police act on instruction of the Minister of Defence or the district attomey of Amhem charged
with military affairs in a closed-off area under the supervision of a superior.
2. The use of firearms in the cases referred to in paragraph | under ¢ and & is only permitted
against persons and transport vehicles in which or on which people are situated.
3. In the cases referred to in paragraph | under @ and b, no use shall be made of firearms if the
identity of the person to be detained is known and it can reasonably be assumed that postponement
of the detention will not entail an unacceptable risk for the public order.
4. The commission of an offence as referred to in paragraph | under b includes attempt and the
accessory forms referred to in articles 47 and 48 of the Penal Code.

Article 8

1. The use of an automatic firearm is only authorised against persons and against transport vehicles
in which or on which persons are situated, in a situation tn which there is an immediate, unlawful
assault on one own's person or the person of another.
2. An automatic firearm may only be carried for training cr for:

a. realising the detention of a person who may reasonably be assumed to be carrying a firearm

which is ready for immediate use and and will use this against people,

b. the guarding and security of people and property.
3. The carrying of automatic firearms in the case referred to in paragraph 2, under «, is only
permitted after receiving the consent of the district attorney and with the written authority of Our
Minister of Justice. The authorisation shall be requested in writing through the College van
procureurs-generaal. 1f the authorisation cannot be requested or granted in writing because of the
requisite urgency, the authority can be requested and granted verbally. Verbal authorisation must
be confirmed in writing within twenty-four hours. If possible the district attorney shall give the
relevant mayor advance notice of the carrying of automatic firearms.
4. The carrying of automatic firearms in the case referred to in paragraph 2, under b, is only
possible after receiving the consent of the competent authority and with the written authorisation of
Our Ministers of Justice and of the Interior jointly. The competent authority shall request the
authorisation in writing. If the authorisation cannot be requested or granted in writing because of
the requisite urgency, the authority can also be requested and granted verbally. Verbal authorisation
shall be confirmed in writing within twenty-four hours.

Article 9

1. The use of a long range precision rifle is only authorised in the event of very serious offences to
prevent immediate danger to the lives of people.




2. Use of the weapon referred to in paragraph | shall take place under orders of the commander of
a special unit (bijstandseenheid) as referred to in article 9 of the Control of Regional Police Forces
Decree or in article 60 of the Police Act 1993.

3. A long range precision rifle may only be carried for training or for the actual combating of very
serious offences whereby there are circumstances which pose an immediate threat to life.

4. The carrying of a long range precision rifle for the actual combating of very serious offences
whereby there are circumstances which pose an immediate threat to life is only permitted after
receiving the consent of the competent authority and with the written authorisation of Our Minister
of Justice. The consent or the authorisation can be made subject to conditions. If the authorisation
cannot be requested or granted in writing because of the requisite urgency, it can be requested and
granted verbally. Verbal authorisation must be confirmed in writing within twenty-four hours.

Article 10

1. An officer may only take a firearm, not being an automatic firearm or long range precision rifle,
to hand:
a. in cases in which the use of a firearm is permiited, or
b. in connection with his safety or that of others, if it can reasonably be assumed that a situation
will arise in which he is authorised to use a firearm.
2. If a situation as referred to in paragraph 1.b has not arisen or has ceased, the officer must
immediately put away the fircarm.

Article 10a

1. An ofTicer shall give a wamning immediately before he aims and discharges a firearm, not being a
long range precision rifle, int a loud voice or in some other unmistakable manner that shots will be
fired if the order is not imrediately followed. This warning, which can if necessary be replaced by
a warning shot, need not be given if the circumstances do not allow for a warning.

2. A warning shot must be given as much as possible in such manner that danger to people or
property is avoided as much as possible.

§ 2a. Non-penetrating ammunition

Article 11

Articles 7 through 10a do not apply to the use and handling of a firearm which is loaded with non-
penctrating ammunition.

Article 11a

The use of a firearm which is loaded with non-penetrating ammunition is only permitted:
a. to detain a person who may reavonably be assumed to be carrying a weapon ready for
immediate use and that he will use the weanon against people; or
b. to detain a person who has avoided or attempted to avoid his detention, arraignment or other
lawful deprivaiton of liberty.

Article 11b

An officer shall give a wamning immediately before he aims and discharges a firearm which is
loaded with non-penetrating ammunition, in a loud voice or in some other uninistakable manner




that shots will be fired, if the order is not immediately followed. This waming need not be given if
the circumstances do not permit a warning to be given.

Article 11¢c

Articles 11a and 11b apply mutatis mutandis if the non-penetrating ammuniation is discharged by
means of an item other than a firearm.

$ 2b. Pepper spray

Article 12a

1. The use of pepper spray is only permitted:
a. to detain a person who may reasonably be assumed to be carrying a weapon ready for
immediate use and that he will use this weapon against a person;
b. to detain a person who has avoided or attempted to avoid detention, arraignment or some
other lawful deprivation of liberty;
c. as a defence against or to control aggressive animals.
2. Pepper spray shall not be used against:
a. persons who are visibly younger than 12 or older than 65 years of age;
b. women who are visibly pregnant;
c. persons against whom use could be dispropcrtionately harmful as a result of a respiratory or
other serious health ailment which is visible to the officer;
d. groups of people.

Article 12b

An ofTicer shall issue a waming immediately before he aims pepper spray at and uses pepper spray
against a p2rson, in a loud voice or in some other unmistakable manner that pepper spray will be
used if the order is not immediately followed. This waming need not be given if the circumstances
do not reasonably allow the warning to be given.

Article 12¢

Pepper spray shall be used against a person a maximum of two times per incident for a duration of
no longer than approximately one second and at a distance of at least one metre.

$ 3. Other weapons

Article 13

1. The use of CS tear gas is only permitted:
a. in enclosed spaces to detain a person if it can reasonably be assumed that said person is
carrying a firearm ready for immediate use and will use said weapon against persons or will use
other life-threatening force against people;
b. other than in enclosed spaces to disperse gatherings or crowds which form a serious and
immediate threat to the safety of persons and property.
2. The use of CS tear gas is only pcrmitted on instruction of the superior after receiving the prior
consent of the competent anthority.




3. The superior who ordered the use of CS tear gas shall stipulate in the order how many CS tear
gas granaacs aze to be used.

Article 14

The use of a water cannon is only permitted when the riot squad is acting on instruction of the
superior and after obtaining the consent of the competent authority.

Article 15

1. The use of a police guard dog is only permitted under the direct and continual supervision of a
handler:

a. with the patrol service, and

b. in the event of action of the riot squad after receiving the consent of the competent authority.
2. The handler must possess a certificate issued in accordance with article 49, paragraph 1 of the
Police Act 1993.

Article 16

The use of an electric stun gun is only permitted as a means of defence against aggressive animals
after receiving the superior's consent.

§ 4. Reporting the use of force

Article 17

1. An officer who has used force must immediately report the relevant facts and circumstances, as
well as the consequences thereof, to his superior.
2. The superior shall immediately record thz report referred to in paragraph 1 in a manner
established by Our Ministers of Justice and of the Interior and Kingdom Relations by ministerial
regulation.
3. The police commissioner shall give notice of the repont referred to in paragraph 2 within 48
hours to the district attomey of the district within which force has been used, or the commander of
the military police shali give such notice to the district attorney of Arnhem charged with military
affairs in the cvent the matter involves military personnel, if:
a. the consequences of the use of force give rise to such in the opinion of the police
commissioner or the commander,
b. the use of force has caused physical injury of more than minor significance or has resulted in
death, or
¢. use has been made of a firearm and one or more shots were discharged from the firearm.

Article 18

[Repealed.]

Article 19

The superior shall inform the officer as soon as possible as to the handling of the report. Upon
request the officer shall be given interim information.




CHAPTER 3. Search of clothing
Article 20

1. The search referred to in article 8, paragraph 3 of the Police Act 1993 shall be effected by going
over the surface of the clothing and shall be executed as much as possible by an officer of the same
gender as the person who is subjected to the search.

2. The search referred to in article 8 paragraph 4 of the Police Act 1993 shall be executed by an
officer of the same gender as the person who is subjected to the search.

Article 21

An ofTicer who has carried out a search as referred to in article 8, paragraph 3 or 4 of the Police Act
1993 shall immediately report this to the superior in writing, stating the reasons which led to the
search.

CHAPTER 4. Handcufls
Article 22

1. An officer can place handcufls on a person who has been lawfully deprived of ius liberty for the
purpose of transportation.
2. The measure referred to in paragraph | can only be taken if the facts or circumstances
reasonably require such with an eye on the risk of escape. or with an eve on danger to the safety or
life of the person who has been lawfully deprived of his liberty, of the officer or of third parties.
3. The facts and circumstances referred to in paragraph 2 can only be related to:
a. the person who has been lawfully deprived othis hiberty, or
b. the nature of the offence on the basis of which the deprivation of liberty has taken place, in
conjunction with the way in which and the situation i which the transport took place.

Article 23

An officer who makes use of handeulls as referred to in article 22, paragraph 1 shall immediately

give written notice thereof to the superior, stating the reasons which led to the use of handcufTs.

CHAPTER 4A. Resources for the deportation of aliens
Article 23a

1. An ofhicer who by or pursuant to the Aliens Act 2000 is charged with guarding the border or
with the supervision of aliens can restrict the freedom of movement of an alien upon his
deportation by airplanc, in order te ensure the proper execution of the deportation.
2. The measure referred to in paragraph | can only be takenf:
a. the facts or circumstances reasonably require such with an eye on the risk of escape, or with
an eve on the risk to the safety or the life of the alien. of the officer or of third parties, or with an
cye on the risk of a serious breach of the public order, and
b. the usc of the resource caniiot reasonably cause any risk to the alien’s health.
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3. If the officer referred to in paragraph 1 acts under the supervision of a superior on site, he shall
only make use of resources for deportation after receiving an explicit order from tt.= superior. The
superior shall indicate in this respect what resource is to be used.

4. The use of a resource for deportation is only permitted by an officer skilled in the use of such
resource.,

Atrticle 23b

1. An officer who has made use of a resource for deporation as referred to in article 23a, paragraph
1 with regard to an alien who is deported, shall immediately report this to his superior in writing,
stating the nature of the resource, the reasons which led to the use and the consequences ensuing
therefrom.

2. The supcrior shall make a record of the report referred to in paragraph |.

CHAPTER 5. Assistance

Article 24

L. An officer shall see to it that people with minor wounds, symptoms of illness and people with
regard to whom there s doubt on this point are referred 10 a GP or an emergency department of a
hospital. If necessary, the officer shall mediate in obtaining suitable transport.

2. The officer shall sce 10 it that people with serious wounds and unconcious people, including
people who cannot be woken up or who are not coherent, are taken to hospital by ambulance. The
officer shall give information regarding the nature and circumstances of the event which led to such
condition, and the medical details and medicines found on a person to the medical care providers.

Article 25

L. The officer shall endeavour to ensure that people who due to being under the influence of
alcohol or due to other causes form an immediate danger, be such to the public order, safety or
health, or to himself, are removed from public places as referred to in article | of the Public
Manttestations Act in the most suitable manner. Public places includes transport vehicles which are
focated at these places, insofar as they are not being used as a dwelling.

2. The officer shall hand over people as referred to in paragraph 1 to the own care providers,
insofar as the circumstances permit such. In the event of lack of care facilities elsewhere, by way of
assistance they can be placed at the police staiion or squad room if this is necessary for their
protection and this is not against their will.

3. The officer shall alent the doctor as 1o persons as referred to in paragraph 1. who are known to
be or appear to be mentally disturbed. after attempting to contact the relevant person's own GP if
possible.




CHAPTER 6. Measures vis-a-vis detainees
¢ 1. General

Article 26

1. The officer shall treat the detainee in accordance with the provisions laid down by or pursuant to
article 15 of the Control of Regional Police Forces Decree.

2. The officer shall record the details stipulated pursuant to article 15, paragraph 6 of the Control
of Regional Police Forces Decree.

Article 27

L. Insofar as such is not contrary to the provisions laid down by or pursuant to the Code of Criminal
Procedure, the officer shall inform a family member or a housemate of the detainee as soon as
possible of the incarceration. In the event the detainee is a minor, the officer shall do so of his own
accord, if the detainee is of age, the officer shall only do so upon the detainee's request.

2. If the circumstances do not permit implementation of paragraph ! in respect of a detainee who is
not a resident, the embassy or the consulate of the country in which the detainee is a resident shall
be informed of the incarceration.

§ 2. Taking clothing and objects into custody

Article 28

L. An officer shall scarch the detainee immediately prior to incarceration at the pohice station or
squad room. by frisking and scarching his clothing for the presence of objects which during
incarceration could form a danger to the safety of the detainec or others.

2. If the officer finds objects as referred to in paragraph 1. the officer shall take these into custody.
3. The scarch referred to in paragraph | shall be executed where possible by an officer of the same
gender as the person who is subjected to the search.

Article 29

L. The ofticer can only demand of the detainee that he 1ake off his clothes ift
a. during incarceration the clothing can form a danger to the safety of the detainee or to others
and an assistant district attorney has granted consent therefore;
b. in the opinion of the doctor, during the incarceration the clothing can form a danger to the
health of the detaince or others.
2. The officer shall take custody of the clothing referred to in paragraph | and shall provide
replacement clothing.

Article 30

L. An officer who has carried out a search as referred 1o in article 28, paragraph | shall immediately
prepare a written report hereof for the superior.

2. The officer shall precisely record all objects and items of clothing which he has taken into
custody. A gencral description shall suffice for objects which are small in size and value.

3. A copy of the record referred to in paragraph 2 shall be signed by the detainee and the officer
and handed over to the detainee.

@




§ 3. Permanent video swrveilliance

Article 31

L. After receiving the consent of the assistant district attorney, the officer can subject the detainee -
to permanent video survelliance.

2. The measure referred to in paragraph 1 is only permitted in those cases in which there is such
risk of danger to the life or the safety of the party in question that continuous observation is
necessary to avoid this risk.

3. The officer shall inform the person in question of the permanent video surveilliance and shall
make a record of the permanent video surveilliance.

$ 4. Medical assistance

Article 32

1. In the event there are indications that a detainee requires medical assistance or if medicines have
been found with this person, the officer shall consult with the doctor. The officer shall also consult
with the doctor if the detainee himself requests medical assistance or medicines.

2. In the event the detainee requests medical assistance from his own doctor, the officer shall
inform the doctor thereof.

3. In the cvent the detainee indicates he does not wish to have any medical assistance, while there
arc indications that medical assistance is required, the officer shall inform the doctor and he shall
inform the doctor of the detainec's attitude.

Article 33

The officer may not impose any restrictions on the doctor in the examination and treatment. He A
shall follow the doctor's instructions regarding the detainee’s care and shall make a record of the
instructions given by the doctor.

Article 34

L. The officer shall inspect the detainee regularly on the understanding that:
a. in the event the doctor has been alerted, the detainee shall be checked up on in his cell at least ‘
every fifteen minutes;

b. in the event medical assistance has been given, the detainee shall be checked up on as often as
the doctor has prescribed:

c. in the event no medical assistance is deemed necessary. the detainee shell be checked up on
once every two hours.

2. In the cases referred to in paragraph | under a and b, the officer shall check the cell and the

person, whereby he shall pay particular attention to the degree in which the detainee can be woken

up and is coherent. Persons who are in a condition in which they cannot be woken up or are not
coherent, shall immediately be taken to a hospital by ambulance.

3. The officer shall register the observations referred to in paragraph 1.
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Article 35

When transferring the detainee the officer shall send along the medicines, the records referred to in
articles 26, paragraph 2, 33 and 34, paragraph 3, insofar as these may be relevant, and the doctor’s
reports which are intended for a doctor who will be taking over treatment of the detainee.

§ 5. Release

Article 36

The officer shall see to it that when a person is released, if such person cannot make his own way
around, there will be transport and supervision for such person.

CHAPTER 7. Special investigating officer
Article 37

L. If Our Minister of Justice, pursuant to article 8, paragraph 7 of the Police Act 1993 has stipulated
that a special investigating officer has the authority to exercise the powers referred to in paragraphs
1 and 3 of said article, the special investigating officer in question shall act in accordance with
articles 5, 17, 19, 20, paragraph | and 21 of this Decree. In article 17, paragraph 3, "the
commissioner” is to read: the superior.
2. If the instruction also encompasses the use of a weapon, a guard dog or handcufTs, the special
investigating officer in question shall act in accordance with articles 4, 7, paragraph 1, beginning
and under « and b, paragraphs 2, 3 and 4, 10, 10a, 12a, 12b, {2¢, 15, paragraph |, beginning and
under a, and paragraph 2, 16, 22 and 23 of this Decree.
3. For the application of paragraphs 1 and 2, the following terms have the following meaning:
a. competent authority: the authority referred to in article 13 of the Police Act 1993;
b. the superior: the direct supervisor, referred to in article | of the Special Investigating Officer
Decree.
c¢. weapon: the arms, ammunition and equipment which can be used to exercise force which are
permitted pursuant to article 3a, paragraphs 1 through 3 of the Arms and Ammunition Act.

Article 38

Special investigating officers who are authorised to use a weapon or handeuffs shall only make use
of weapons or handcufls prescribed by Our Minister of Justice when performing their dutics.
Article 39

Special investigating ofticers do not have the authority to exercise the powers referred to in Article
8, paragraphs | and 3 of the Police Act 1993 until after said authority has been recorded on the oath
and the officer in question has demonstrated his skill in the performance thereof.
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CHAPTER 8. Final provisions
Article 39a

In agreement with Our Minister of Justice, within three years after the entry into force of the decree
of 25 August 2006 to amend the Official Instruction for the police, the military police and special
investigating officers in connection with the introduction of non-penetrating ammunition (Stb.
2006, 407), Our Minister of the Interior and Kingdom Affairs shall present the States-General with
a report on the effectiveness and the effects of articles 11 through 11c in practice.

Article 40

This decision enters into force as of the day when the Police Act 1993 enters into force.

Article 41

This decrce shall be cited as: Official Instruction for the Police, the Military Police and Special
Investigating Officers.

Order that this decree and the related explanatory notes shall be publised in the Staatshiud (Bulletin
of Acts, Orders and Decrees).

The Hague, 8 April 1994
Beatrix

The Minister of Justice,
E. M. H. Hirsch Ballin

The Minister of the Interior,
E. van Thijn

Published Twenty-One April 1994

The Minister of Justice,
E. M. H. Hirsch Ballin

SPAIN

Spain authorized the use for other police forces Priim partners similar equipment in the frame of
Joint operations or urgent situations. If this normal equipment would be very different is mandatory

ES

a expressed authorization.
The chapters 5 and 6 of the Treaty establish as general principle the subordination to the national
law of host territory, the application by analogy of responsibility regime collected in the 43 article

of Application Agrecement of Schengen Treaty — article 30 of Treaty — and the assumption of the
measure to the State of territory, article 25.5 of the Treaty.
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If the Spanish Police officers has legal restriction to carry on and use of some weapons, the same
restrictions affect the police officers of the other contracting party that acts in Spanish territory. The
Spanish national law asses:

1.- The absolute ban for all — civilians and police officers — of possession and use, of next types
0. weapons:

a.

The firearms that have been modified their characteristics substantially without
authorization.

The long weapons that contain spectal devices, in their breech or mechanisms to house
guns or other weapons.

The guns and revolvers that take adapted a small breech.
The firearms to house or housed inside sticks or other objects.
The firearms feigned low appearance of any other object.

The stick-rapicr, the daggers of any class and the automatic knives. They will be
considered daggers the cut and thrust weapons with a blade smaller than 11 centimeters,
double bits and pointed.

The firearms, pressurized air or another compressed gas. combined with cut and thrust
weapons.

The truncheon made of wire or lead; the bramteaser ; the “llaves de pugilato”™, with or
without spikes; the slingshot and perfected “blowpipe™; the “munchacos™ and “xiriquetes™,
as well as any other specially dangerous instruments for the physical integrity of the
people.

2.- It is forbidden except for especially qualified civil servant (police officers among others):

(N

a. The semiautomatic weapons of 2.2.and 3.2 categories whose capacity of freight were
up of 5 shotgun shell, the housed in the breech mcluded. or whose breech were
rcmovable.

b. The self defense sprays and all those weapons that discharge gases or acrosols, and any
device with mechanisms able of throw toxic or corrosive narcotics.

The electric or rubber truncheon or similar.

o

d. The applicable mufilers to fircarms.

¢. The cartridge with “picrcing bullets”, explosive, incendianes bullets, as well as the
corresponding projectiles.

f. The ammunition for guns and revolvers with projectiles “dum-dum™ cr “hollow peak™,
as well as the own projectiles.
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g. The long firearms give clipped canyons.

(1) The characteristics of caliber, weight and diameter or gas authorized in Spain were given to the
presidency. In the present document, appear a scheme of the basic equipment for Spanish police
officers.

3.- Spain consider weapons of war, reason why only can be used by the police officers when
the Spanish Government has authorized the next:
a. Firearms or systems with caliber equal or superior to 20 millimeters.

b. Firearms or weapon systems with lower caliber to 20 millimeters whose caliber were
considered by the Ministry of Defense like of war.

c. Automatic firearms.
d. The ammunition for the weapons indicated in the sections a) and b).

¢. Bombs of aviation, missiles, rockets, torpedos, mines, grenades, as well as their
fundamental pieces.

f. Those not included in the previous sections and that they are considered like weapons of
war for the Department of Defense.

RULES OF SELF-DEFENSE

In Spain we consider that someone acts under legitimate defense when he acts in defense of person
or own or others people rights, whenever concur the next requirements:

Defense of people.-
I.- Unlawful aggression
2.- Rational necessity of used mean to avoid it or repel it
3.- Lack of enough provocation for the part of defender
Defense of goods.-
In case of defense of goods, it reputes unlawful aggression the attack over them

when this is felony or fault and the goods became in serious danger of deterioration
or imminent miss.

Defense of a house (place where someone lives in).-
In case of defense of house or it departments, it reputes unlawful aggression the
undue entrance there.

For that, house is all closed space dedicated by the resident to develop in a
effective way one human activity with exclusion of other people.




Vertrag von Priim
1. Sitzung des Ministerkomitees Briissel, den 5. Dezember 2006

Beschliisse des Ministerkomitees

Die Minister der Bundesrepublik Deutschland, des Kénigreichs Spanien und der Republik
Osterreich als Vertreter der Vertragsparteien des Vertrages zwischen dem Konigreich
Belgien, der Bundesrepublik Deutschland, des Konigreichs Spanien, der Franzésischen
Republik, des GroBherzogtums Luxemburg, des Konigreichs der Niederlande und der
Republik Osterrcich itber die Verticfung der grenziiberschreitenden Zusammenarbeit,
insbesondere zur Bekdmpfung des Terrorismus, der grenziiberschreitenden Kriminalitit und
der illegalen Migration (Vertrag) haben auf ihrer 1. Sitzung als Ministerkomitee nach Artike!
43 Absatz | des Vertrags am 5. Dezember 2006 in Briissel einstimmig beschlossen,

1. dass nach Artikel 34 Absatz 2 des Vertrags im Hoheitsgebiet der Vertragsparteien
Bundesrepublik Deutschland, Kénigreich Spanien und Republik Osterreich die
Bestimmungen von Kapitel 7 des Vertrags beziiglich Artikel 14 und Artikel 16 des
Vertrags in innerstaatliches Recht umgesetzt worden sind und dass somit die

Voraussetzungen fiir die Ubermittiung personenbezogener Daten erfiillt sind;
2. dass gemiB Artikel 34 Absatz 2 des Vertrags

- in Bestitigung, dass dic Bestimmungen von Kapitel 7 des Vertrags in das
innerstaatliche Recht der Bundesrepublik Deutschland, des Konigreichs Spanien und
der Republik Osterreich umgesetzt worden sind.

- unter Beriicksichtigung des erfolgreichen Probelaufs fiir den automatischen Austausch
von DNA-Identifizicrungsmustern, der von der Bundcsrepublik Deutschland und der
Republik Osterreich durchgefiihrt wurde,

- unter Beriicksichtigung der gegenseitigen Priifbesuche von Experten zur Beurteilung
der technischen Fahigkeit der Bundesrepublik Deutschland, des Kénigreichs Spanien
und der Republik Osterreich, DNA-Identifizierungsmuster gemiB Kapitel 2 des
Vertrags, einschlieBlich der Bestimmungen von Kapiiel 7 des Vertrags,
auszutauschen,




- im Hoheitsgebiet der Vertragsparteien Bundesrepublik Deutschland, Konigreich
Spanien und Republik Osterreich die Bestimmungen von Kapitel 7 des Vertrags zum
Austausch von DNA-Identifizierungsmustern in innerstaatliches Recht umgesetzt
worden sind und dass somit die Voraussetzungen fiir die Ubermittlung
personenbezogener Daten erfiillt sind.




Tratado de Priim
Primera Reunion del Comité de Ministros Bruselas, 5 de diciembre de 2006

Decisiones del Comité de Ministros

Los Ministros de la Repiblica Federal de Alemania, el Reino de Espafia y la Repiblica de
Austria, en su calidad de representantes de las Partes Contratantes en el Tratado entre el
Reino de Bélgica, la Repiblica Federal de Alemania, el Reino de Espafia, la Republica
Frances<a, el Gran Ducado de Luxemburgo, el Reino de los Paises Bajos y la Republica de
Austria relativo a la profundizacion de la cooperacion transfronteriza, en particular en
matena de lucha contra el terrorismo, la delincuencia transfronteriza y la migracion ilegal
(el Tratado), en su primera recunion como Comité de Ministros de conformidad con el
apartado 1 del articulo 43 del Tratado, celebrada en Bruselas el 5 de diciembre de 2006,

han decidido por unanimidad:

1. de conformidad con el apartado 2 del articulo 34 del Tratado, que, en los territorios
de las Partes Contratantes Republica Federal de Alemania, Reino de Espaiia y
Republica de Austria, las disposiciones del capitulo 7 del Tratado relativas al
articulo 14 y al articulo 16 del Tratado han entrado en vigor en el derecho interno.
con lo que se cumplen los requisitos para la transmision de datos de caracter

personal;

2. dc conformidad con ¢l apartado 2 del articulo 34 del Tratado,

- confirmando que las disposiciones del capitulo 7 del Tratado han entrado en vigor
en el derecho interno de {a Repiblica Federal de Alemania, el Reino ac Espaiia y la
Republica de Austria,

- tomando nota del buen funcionamiento de la experiencia piloto de intercambio
automatizado de perfiles de ADN realizada por la Republica Federal de Alemania y
la Repiblica de Austria,

- tomando nota de las visitas de auditoria reciprocas realizadas por expertos para
evaluar la capacidad técnica d: la Repiiblica Federal de Alemania, el Reino de

Espafia y la Republica de Austria para intercambiar perfiles de ADN de




coniormidad con el capitulo 2 del Tratado, incluidas las disposiciones del capitulo 7
del Tratado,

- que en los territorios de las Partes Contratantes Republica Federal de Alemania,
Reino de Espafia y Republica de Austria las disposiciones del capitulo 7 del
Tratado relativas al intercambio del perfiles de ADN de conformidad con el
capitulo 2 del Tratado han entrado en vigor en el derecho interno, con lc que se

cumplen los requisitos para la transmision de datos de caracter personal.




Treaty of Prim
1% Meeting of Committee of Ministers Brussels, the 5 December 2006

Decision of the Committee of Ministers

The Ministers of the Federal Republic of Germany, the Kingdom of Spain and the
Republic of Austria as represcntatives of the Contracting Parties of the Treaty between the
Kingdom of Belgium, the Federal Republic of Germany, the Kingdom of Spain, the French
Republic, the Grand Duchy of Luxembourg, the Kingdom of the Netherlands and the
Republic of Austria on the stepping up of cross-border cooperation, particularly combating

terrorism, cross-border crime and illegal migration (Treaty) in their 1® Meeting as

Committee of Ministers according to Article 43 para 1 of the Treaty on the 5 December

2006 in Brussels decided by unanimity,

1. according to Article 34 rara 2 of the Treaty,
that in the territories of the Contracting Parties Federal Republic of Germany, Kingdom
of Spain and Republic of Austria the provisions of chapter 7 of the Treaty concerning
Article 14 and Article 16 of the Treaty have entered into force in the national law and

thus the conditions for the supply of personal data have been met.

2. according to Article 34 para 2 of the Treaty,

- confirming that the provisions of chapter 7 of the Treaty have entered into force in
the national law of the Federal Republic of Germany, the Kingdom of Spain and
the Republic of Austria,

- taking note of the successful pilot run for the actomated exchange of DNA-profiles
carried out by the Federal Republic of Germany and the Republic of Austria,

- taking note of mutual audit visits of experts to assess the technical ability of the
Federal Republic of Germany, the Kingdom of Spain and the Republic of Austria to
exchange DNA-profiles according to chapter 2 of the Treaty including the

provisions of chapter 7 of the Treaty,




that in the territories of the Contracting Parties Federal Republic of Germany,
KingZom of Spain and Republic of Austria the provisions of chapter 7 of ti:> Treaty
corcerning the exchange of DNA-profiles according to chapter 2 of the Treaty have
entered into force in the national law and thus the conditions for the supply of

personal data have been met.
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Gemeinsame Erklirung

des Kdnigreichs Belgien,

der Bundesrepublik Deutschland,
des Kdnigreichs Spanien,

der Franzosischen Republik,

der Italienischen Republik,

des GroBherzogtums Luxemburg,
des Konigreichs der Niederlande,
der Republik Osterreich,

der Portugiesischen Republik,
der Republik Slowenien,

der Republik Finnland

anlisslich des Ministertreffens am 5. Dezember 2006 in Briissel im Rahmen des

Vertrags zwischen dem Konigreich Belgien, der Bundesrepublik Deutschland, dem

Konigreich Spanien, der Franzosischen Republik, dem GroBherzogtum Luxemburg,

dem Konigreich der Niederlande und der Republik Osterreich zur Vertiefung der

grenziiberschreitenden  Zusammenarbeit,

insbesondere

zur Bekdmpfung des

Terrorismus, der grenziiberschreitenden Kriminalitit und der illegalen Migration

(Vertrag von Priim).

Die Minister begriiBen

Hinsichtlich der Ratifikation und des Inkrafitretens

1. das Inkrafttreten des Vertrags zwischen dem Kénigreich Spanien und der Republik
Osterreich am 1. November 2006 und das Inkrafttreten des Vertrags fiir die

Bundesrepublik Deutschland am 23. November 2006;

2. die Ratifikation des Vertrags durch das Parlament im Konigreich Belgien am 9.
November 2006 und im GroSherzogtum Luxemburg am 21. November 2006;




3. die von der Franzosischen Republik und dem Konigreich der Niederlande
unternommenen Anstrengungen, um die Ratifikation des Vertrags noch im ersten
Quartals des Jahres 2007 abzuschlieBen;

Hinsichtlich der Umsetzung

4. die Unterzeichnung der Durchfiihrungsvereinbarung nach Artikel 44 des Vertrags
als wichtigen Schritt zur Umsetzung des Vertrags;

5. die vom Ministerausschuss gemif Artikel 34 Absatz 2 hinsichtlich der Einfiihrung
eines automatischen Datenaustausches von DNA-Identifizierungsmustern sowie
hinsichtlich des Austausches personenbezogener Daten nach Artikel 14 und 16
zwischen der Bundesrepublik Deutschland, dem Konigreich Spanien und der

Republik Osterreich getroffenen Entscheidungen;

6. die guten Fortschritte, die bei der Entwicklung von Losungen fiir einen
automatischen Datenaustausch im Bereich DNA-Idenifizierungsmuster, Daten zu
Fingerabdriicken und Fahrzeugmeldedaten erzielt wurden, und verleihen ihrem
Wunsch Ausdruck, dass diese Arbeiten im Laufe der ersten sechs Monate der

deutschen EU-Ratsprisidentschaft abgeschiossen sein sollten;

7. die Annahme einer innovativen Regelung zur Einstimmigkeit, die die Anwendung
der durch Einstimmigkeit der anwesenden oder vertretenden Parteien getroffenen

Entscheidungen erlaubt;

Hinsichtlich des Beitritts zum Vertrags und der Uberfunrung des Vertrags in den

Rahmen der Europiischen Union

8. die Aufnahme des formellen Beitrittsverfahrens in der Republik Finnland, um dem
Vertrag mitiels eines entsprechenden Vorschlags der Regicrung beizutreten, der

dem Parlament Finnlands am 3. November 2006 vorgelegt wurde.




9. die in den Schreiben der Minister der Italienischen Republik, der Portugiesischen
Republik und der Republik Slowenien zum Ausdruck gebrachte Bereitschaft, dem
Vertrag beizutreten;

10. das von mehreren Mitgliedstaaten der Europiischen Union in anderer Form zum

Ausdruck gebrachte Interesse, dem Vertrag beizutreten;

11. die Ankiindigung der Bundesrepublik Deutschland, eine Initiative vorzulegen, um
im ersten Halbjahr 2007 wihrend ihrer EU-Ratsprisidentschaft einschligige Teile
des Vertrags von Prim in den Besitzstand der Gemeinschaft (EU-Recht) zu
iiberfiihren und die Bereitschafi, eine deutsche Initiative zu unterstiitzen, die mit
den anderen Partnern von Priim und der Europiischen Kommission koordiniert

wird;

12. die Zielsetzung, einschligige Teile des Vertrags von Priim in den Besitzsiand der
Gemeinschaft (EU-Recht) in einer Weise zu iiberfithren, dass diese Bestimmungen
ihren vollen Inhalt bewahren und dass die technischen Ldsungen und Standards, die
im Rahmen der Umsetzung von Priim entwickelt wurden, in die Europiische Union

iberfiihrt werden;

hinsichtlich praktischer Aspekte

13. die Arbeit der Gemeinsamen Arbeitsgruppe gemiB Artikel 43 Absatz 2 und die
Aufforderung an alle Mitgliedstaaten, die den Vertrag von Priim unterzeichnet oder
ihre politische Bereitschaft in Form von Schreiben ihrer zustindigen Minister
bekundet haben, dem Vertrag beizutreten und die Ratifikation mit dem Ziel

cinzuleiten, sich umfassend an der Arbeit dieser Arbeitsgruppe zu beteiligen;

14. die Ubernahme des Vorsitzes der Gemeinsamen Arbeitsgruppe durch das
Kénigreich der Niederlande withrend des ersten IHalbjahres 2007;

15. die Bereitschaft des Konigreichs der Niederlande, das niichste Ministertreffen im
ersten Halbjahr 2007 zu organisieren.

Briissel, 5. Dezember 2006




Fiir das Konigreich Belgien
e
Fiir die Bundesrepublik Deutschland
4 ,;

Fiir das Konigreich Spanien

\~\_

Fiir die Franzosische RCPUink\“

Fiir die Italienische Republik,
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Fiir das GroBherzogtum Luxemburg
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Fiir das Konigreich der Niederlande

Fiir die Republik Osterreich

Fiir die Portugiesische Republik

Ao -

Fiir die Republik Slowenien
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Declaracién conjunta

de

El Reino de Bélgica,

La Republica Federal de Alemania,
El Reino de Espaiia,

La Republica Francesa,

La Republica Italiana,

El Gran Ducado de Luxemburgo,
El Reino de los Paises Bajos,

La Republica de Austria,

L.a Repiiblica Portuguesa,

La Republica de Eslovenia,

La Republica de Finlandia,

con ocasion de la Reunién de Ministros celebrada el S5 de diciembre de 2006 en Bruselas,
dentro del marco del Tratado entre el Reino de Bélgica, la Repiblica Federal de Alemania,
el Reino de Espaiia, la Republica Francesa, el Gran Ducado de Luxemburgo, el Reino de
los Paises Bajos y la Republica de Austria relativo a la profundizacion de la cooperacion

transfronteriza, en particular en materia de lucha contra el terrorismo, la delincuencia

transfronteriza y la migracion ilegal (Tratado de Priim).

Los Ministros expresan su satisfaccion por lo siguiente:

En relacion con la ratificacion y entrada en vigor

1. La entrada en vigor del Tratado entre el Reino de Espafia y la Republica de Austria el

1 de noviembre de 2006 y la entrada en vigor del Tratado para la Republica Federal de

Alemania el 23 de noviembre de 2006;




2. El logro de la ratificacion parlamentaria del Tratado en el Reino de Bélgica el 9 de

noviembre de 2006 v en ¢! Gran Ducado de Luxemburgo €l 21 de noviembre de 2006;

3. Los esfuerzos realizados por la Republica Francesa y el Reino de los Paises Bajos para

completar el proceso de ratificacion del Tratado dentro del primer trimestre de 2007;

En relacion con la aplicaciéon

4. La firma del Acuerdo de Ejecucion en virtud del articulo 44 del Tratado como paso

importante hacia la ejecucion administrativa del Tratado;

5. Las decisiones tomadas por el Comité de Ministros en virtud del apartado 2 del
articulo 34 concernientes a la introduccion del intercambio automatizado de datos
relativos a perfiles de ADN, asi como el intercambio de datos de caracter personal en
virtud de los articulos 14 y 16 entre la Repiblica Federal de Alemania, el Reino de
Espafia y la Republica de Austria;

6. Los avances logrados en el desarrollo de soluciones para el intercambio automatizado
de datos en el ambito de los perfiles de ADN, datos dactiloscopicos v datos
procedentes de los registros de matriculacion de vehiculos, asi como en el desarrollo
de la cooperacion policial transfronteriza, y expresan su deseo de que estas tareas se
completen durante los primeros seis meses correspondientes a la Presidencia alemana

de la UE.

7. La adopcion de una nueva regla de unanimidad que permite la aplicacion de las

decisiones adoptadas *wnanimemente por las Partes asistentes o representadas.




En relacion con la adhesion al Tratado y la integracion del mismo en el marco de la Union

Europea

10.

1.

12.

El inicio del procedimiento formal de adhesion en la Republica de Finlandia con el fin
de adherirse al Tratado, mediante la Propuesta del Gobierno relativa a la Adhesion,

presentada al Parlamento de Finlandia el 3 de noviembre de 2006;

La disposicion a adherirse al Tratado expresada en las cartas recibidas de los Ministros

de la Republica Italiana, la Republica Portuguesa y la Republica de Eslovenia,;

El interés, expresado de otras formas por varios Estados miembros de la Union

Europea, por adherirse al Tratado;

El anuncio hecho por la Republica Federal de Alemania de la presentacion de una
iniciativa para incorporar partes importantes del Tratado de Priim al acervo
comunitario (legislacion de la UE) en la primera mitad del afio 2007, durante su
Presidencia de la UE, y la disposicion a apoyar una iniciativa alemana que esté

coordinada con los otros Socios en el Tratado de Priim y con la Comision Europea;

La fijacion del objetivo de incorporar partes importantes del Tratado de Priim al
acervo comunitario (legislacion de la UE) de modo que dichas disposiciones
conserven su plena esencia y que las soluciones y normas técnicas desarrolladas en el

marco de la aplicacion del Tratado de Priim se transfieran a la Unién Europea;

En relacion con aspectos practicos

13.

La labor del Grupo de Trabajo Conjunto creado en virtud del apartado 2 del articulo
43 y la invitacion a todos los Estados miembros que hayan firmado el Tratado de Priim
o hayan expresado mediante carta de su ministro competente su voluntad politica de
adherirse al Tratado y de iniciar el proceso de ratificacion, con el objetivo de participar

plenamente en el funcionamiento del Grupo de Trabajo Conjunto;




14. La asuncion de la Presidencia del Grupo de Trabajo Conjunto por el Reino de los

Paises Bajos durante el primer semestre de 2007

15. La disposicion del Reino de los Paises Bajos a organizar la préxima Reunion de

Ministros en el primer semestre de 2007.

Bruselas, 5 de diciembre de 2006

Por el Reino de Bélgica

Cr )

Por la Republica Federal de Alemania
/ %[’L/z”v {/(

Por el Reino de Espaiia

T o
Por la Republica Francesai

Por la Republica Italiana
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Por el Grar. Ducado de Luxemburgo

Lo ot

Por el Reino de los Paises Bajos

Por la Republica Portuguesa
Por la Republica de Eslovenia
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Por la Republica de Finlandia
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Déclaration commune

Du Royaume de Belgique

De la République Fédérale d’ Allemagne
Du Royaume d’Espagne

De la République Frangaise

De la République Italie

Du Grand Duché de Luxembourg
Du Royaume des Pays-Bas

De la République D’ Autriche

De la République Portugaise

De la République de Sloviénie

De la République de Finlande

A T'occasion de la réunion des ministres du 5 décembre a Bruxelles. dans le cadre

du trait¢ conclu entre le Royaume de Belgique, de la République Fédérale d’ Allemagne, du

Royaume d’Espagne, de la République Frangaise, du Grand Duché de Luxembourg, du

Royaume des Pays-Bas et la République d’ Autriche, sur le renforcement de la coopération

transfrontalicre en vue notamment de lutter contre le terrorisme, la criminalité organisée et

la migration illégale (Traité de Priim),

les ministres accueillent favorablement :

En ce qui concerne la ratification et I’entrée en vigueur

1. la ratification du traité entre le Royaume d’Espagne et la République d’ Autriche le

novembre 2006 et 'entrée en vigueur du traité pour la République Fédérale

d’Allemagne le 23 novembre 2006 ;

2. T'achévement du processus de ratification parlementaire du traité¢ pour le Royaume de

Belgique le 9 novembre 2006, et pour le Grand Duché de Luxembourg le 23 novembre

2006 ;




3.

les efforts réalisés par la République Frangaise et le Royaume des Pays-Bas en vue

d’achever la ratification du traité au 1° trimestre 2007.

En ce qui concerne ’exécution du traité

4.

la signature de I’accord d’exécution conformément a ’article 44 du traité de Priim

comme une étape importante dans la mise en ceuvre du traité ;

la décision prise par le comité des ministres conformément a I’article 34-2 du traité
d’autoriser I’échange de profils ADN ainsi que ’échange des données relatives aux
personnes en application des articles 14 et 16entre la République Fédérale

d’Alemagne, le Royaume d’Espagne et la République d’ Autriche;

les progres significatifs faits dans le développement de solutions en vue de parvenir a
un échange automatisé de donnces dans les domaines des profils ADN, des empreintes
dactyloscopiques et des immatriculations de véhicules et le renforcement de la
coopération transfrontaliére. Les ministres forment le souhait que ces travaux soient

poursuivis durant les 6 mois de la présidence allemande ;

I'adoption d'une régle innovante relative a 'unanimité qui permet la mise en ocuvre des

décisions agréées par I'unanimité des parties présentes ou représentées

En ce qui concerne ’adhésion au traité et son intégration dans 1’ Union Européenne

le commencement de la procédure formelle d’adhésion de la République de Finlande
avec la proposition de ratification présentée au parlement finlandais le 3 novembre

2006 ;

la volonté exprimée, par les lettres des ministres de I'Italie, du Portugal, de la Slovénie

d’adhérer au traité ;
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10. intérét formulé différemment, exprimé par plusieurs Etats membres de 1’Union

1.

I2.

Européenne, d’adhérer au traité ;

I’annonce faite par I’Allemagne de proposer, lors de sa présidence de I’UE au 17
semestre 2007, Dinitiative d’intégrer dans I’acquis de 1’Union FEuropéenne les
éléments les plus substantiels du traité de Priim, et la volonté de soutenir cette
initiative allemande, en coordination avec tous les Etats parties a Prim et la

Commission Européenne ;

Pobjectif d’intégrer les éléments du traité de Priim dans I’acquis de I’Union
Européenne en leur conservant leur substance propre, en y faisant valoir le plus
possible les niveaux technologiques et les solutions techniques adoptés dans le cadre

de I’application du traité de Priim ;

En ce qui concemne les aspects pratiques

13.

14.

15.

la poursuite des travaux du groupe de travail conjoint conformément aux dispositions
de I’article 43-2 du traité et I’invitation lancée aux Etats qui er ont exprimé la volonté
politique par des lettres des ministres compétents, d’adhérer au traité et d’engager leur

processus de ratification en vue de participer pleinement aux travaux de ce groupe;

la prochaine présidence du groupe de travail conjoint par les Pays-Bas durant le 1

semestre 2007,

I’organisation, par les Pays-Bas, de la prochaine réunion des ministres durant le 1¢

semestre 2007.

A Bruxelles le 5 décembre 2006




Pour le Royaume de Belgique
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Pour la République Fédérale d’Allemagne
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Pour le Royaume d’Espagne

Pour la République Frangaise

Pour ]a République ltalienne
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Pour le Grand Duché de Luxembourg
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Pour le Royaume des Pays-Bas =




Pour la République d’ Autriche

Pour la République Portugaise
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Pour la République de Slovénie

Pour la République de Finlande
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Dichiarazione Congiunta
di

Regno del Belgio,
Repubblica Federale Tedesca,
Regno di Spagna,
Repubblica Francese,
Repubblica Italiana,
Granducato di Lussemburgo,
Regno dei Paesi Bassi,
Repubblica Austriaca,
Repubblica Portoghese,
Repubblica Slovena,
Repubblica Finlandese,

in occasione della riunione dei Ministri svoltasi a Bruxelles il 5 dicembre 2006,
nell’ambito del Trattato tra il Regno del Belgio, la Repubblica Federale Tedesca, il Regno
di Spagna, la Repubblica Francese, il Granducato di Lussemburgo, il Regno dei Paesi
Bassi e la Repubblica Austriaca per il potenziamento della cooperazione transfrontaliera, in
particolare per la lotta al terrorismo, alla criminalita transfrontaliera ed all’immigrazione

clandestina (trattato di Priim).

1 Ministri accolgono con favore:

per quanto riguarda la ratifica e ’entrata in vigore

1. T’entrata in vigore del Trattato tra il Regno di Spagna e la Repubblica Austriaca il 1°
novembre 2006 e P’entrata in vigore del Trattato per la Repubblica Federale Tedesca il
23 novembre 2006;




2. I’avvenuta ratifica parlamentare del Trattato nel Regno del Belgio, il 9 novembre 2006

¢ nel Granducato di Lussemburgo, il 21 novembre 2006;

3. gli sforzi profusi dalla Repubblica Francese e dal Regno dei Paesi Bassi per completare
la ratifica del Trattato entro il primo trimestre del 2007;

per quanto riguarda |’ attuazione

4. la firma dell’Accordo di Attuazione secondo !’Art. 44 del Trattato, ritenuto un passo

importante verso la realizzazione del Trattato;

5. le decisioni prese dal Comitato dei Ministri secondo I’Art. 34 par. 2, relativo
all’introduziore di uno scambio automatizzato dei dati relativi ai profili del DNA,
come pure di uno scambio di dati personali, secondo gli articoli 14 ¢ 16, tra la

Repubblica Federale Tedesca, il Regno di Spagna e la Repubblica Austriaca;

6. i progressi positivi registrati nella messa a punto di soluzioni per uno scambio
automatizzato dei dati nel settore dei profili del DNA, dei dati dattiloscopici e sulla
registrazione dei veicoli, nonché nella messa a punto della cooperazione
transfrontaliera di polizia ed esprimono il desiderio che queste attivita vengano portate

a compimento nel primo semestre della Presidenza UE della Germania;

7. I’adozione di un’innovativa norma sull’unanimita che permetta I’attuazione delle

decisioni delle parti partecipanti o rappresentate, approvate all’unanimita.

per_quanto riguarda 1’accesso _al Trattato ¢ Dintegrazione del Trattato nell’ambito

dell’Unione Europea

8. P’avvio della procedura formale di accesso nella Repubblica di Finlandia per accedere
al Trattato, con la Proposta Govemnativa sull’Accesso presentata al Parlamento

finlandese il 3 novembre 2006;
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9. la volonta di accedere al Trattato, espressa nelle lettere inviate dai Ministri della

Repubblica Italiana, Repubblica Portoghese ¢ Repubblica Slovena;

10. ’interesse ad aderire al Trattato, espresso in altre forme da diversi Stati membri

dell’Unione Europea;

11. Pannuncio espresso dalla Repubblica Federale Tedesca di presentare un’iniziativa per
includere le parti pertinenti del Trattato di Priim nell’acquis communautaire (diritto
UE) durante la sua Presidenza UE nel primo semestre del 2007, nonché la disponibilita
a sostenere un’iniziativa tedesca, coordinata con gli altri Partner di Priim e la

Commissione Europea;

12. Pobiettivo di includere le parti pertinenti del Trattato di Priim nell’acquis
communautaire (diritto UE), in modo che queste disposizioni conservino la loro
scstanza e che le soluzioni tecniche e gli standard sviluppati nell’ambito dell’attuazione

di Priim vengano trasferiti nell’'Unione Europea;

per quanto riguarda gli aspetti pratici

13. I’attivita svolta dal Gruppo di Lavoro Congiunto, secondo I’art. 43 par. 2, e invito
rivolto a tutti gli Stati membri che hanno firmato il Trattato di Priim o espresso la
propria volonta politica - sotto forma di lettere inviate dai rispettivi Ministri
competenti — di aderire al Trattato ed avviare la ratifica, allo scopo di partecipare

pienamente alle attivita di questo Gruppo di Lavoro congiunto;

14. ’assunzione della Presidenza del Gruppo di Lavoro Congiunto da parte del Regno dei

Paesi Bassi, nel primo semestre 2007;

15. la disponibilita del Regno dei Paesi Bassi ad organizzare la Prossima Riunione dei

Ministri, nel primo semestre 2007.

Bruxelles, 5 dicembre 2006




Per il Regno del Belgio
Per la Repubblica Federale Tedesca
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Per il Regno di Spagna

Per la Repubblica Francese\
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Per la Repubblica Italiana
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Per il Granducato di Lussemburgo
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Per 1a Repubblica Austriaca
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Per la Repubblica Portoghese
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Per la Repubblica Slovena
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Per la Repubblica Finlandese




Gemeenschappelijke verklaring

van

Het Koninknijk Belgié,

De Bondsrepubliek Duitsland,
Het Koninkrijk Spanje,

De Republiek Franknijk,

De Republiek Italig,

Het Groothertogdom Luxemburg,
Het Koninkrijk der Nederlanden,
De Republiek Oostenrijk,

De Republiek Portugal,

De Republiek Slovenié,

De Republiek Finland,

Naar aanleiding van de Vergadering van Ministers op 5 december 2006 te Brussel, in
het kader van het Verdrag tussen het Koninkrijk Belgié, de Bondsrepubliek Duitsland,
het Koninkrijk Spanje, de Republiek Frankrijk, het Groothertogdom Luxemburg, het
Koninkrijk der Nederlanden en de Republiek Oostenrijk inzake de intensivering van de
grensoverschrijdende samenwerking, in het bijzonder ter bestrijding van het terrorisme,

de grensoverschrijdende criminaliteit en de illegale migratie (Verdrag van Priim).

De Ministers verwelkomen:

Met betrekking tot de ratificatie en de inwerkingtreding

1. De inwerkingtreding van het Verdrag tussen het Koninkrijk Spanje en de Republiek
Oostenrijk op 1 november 2006 en de inwerkingtreding van het Verdrag voor de
Bondsrepubliek Duitsland op 23 november 2006;

L —

N o,

AL A M I I L i e e e T B e S o S e L et 1 e A BT T e




2. Het voltooien van de parlementaire ratificatie van het Verdrag in het Koninkrijk
Belgié op 9 november 2006 en in het Groothertogdom Luxemburg op 21 november
2006;

3. De inspanningen gedaan door de Republick Frankrijk en het Koninkrijk der
Nederlanden om de ratificatie van het Verdrag te beéindigen in het eerste kwartaal

van 2007;

Met betrekking tot de implementatie

4. De ondertekening van de Uitvoeringsovereenkomst op grond van artikel 44 van het

Verdrag als een belangrijke stap in de richting van de realisatie van het Verdrag;

5. De besluiten van het Comité van Ministers op grond van artikel 34 paragraaf 2 die
moeten leiden tot de introductie van een geautomatiseerde gegevensuitwisseling
van DNA profielen evenals de uitwisseling van persoonsgegevens op grond van
artikel 14 en 16 tussen de Bondsrepubliek Duitsland, het Koninkrijk Spanje en de
Republiek Oostenrijk;

6. De goede vooruitgang, gemaakt in de ontwikkeling van oplossingen voor een
geautomatiseerde gegevensuitwisseling in het domein van DNA proficlen,
dactyloscopische gegevens en voertuigregistergegevens en de ontwikkeling van
grensoverschrijdende politiesamenwerking, en drukken de wens uit dat deze
werkzaamheden beéindigd moeten worden tijdens de cerste zes maanden van het

Duitse EU Voorzitterschap;

7. De aanname van een innoverende regel voor de unanimiteit die de implementatie
van de besluiten aangenomen bij unanimiteit van de deelnemende of

vertegenwoordigde partijen toelaat;




Met betrekking tot de toetreding tot het Verdrag en de integratie van het Verdrag in het

kader van de Europese Unie

10.

11

12.

Het begin van de formele procedure in de Republiek Finland om tot het Verdrag toe
te treden met het voorstel van de regering over toetreding vuorgelegd aan het

Parlement van Finland op 3 november 2006;

De tereidheid om tot het Verdrag toe te treden uitgedrukt in de brieven van de
Ministers van de Republiek ItaliZ, de Republiek Portugal en de Republiek Slovenig;

De interesse om tot het Verdrag toe te treden uitgedrukt op andere manieren door

verschillende Lidstaten van de Europese Unie;

. De aankondiging gemaakt door de Bondsrepubliek Duitsland om een initiatief voor

te leggen om de relevante delen van het Verdrag van Priim in het communautaire
acquis (EU-Recht) te incorporeren, tijdens zijn EU Voorzitterschap in de eerste
jaarhelft van 2007, en de bereidheid om ecen Duits initiatief te steunen dat

gecodrdineerd is met de andere Priim partners en met de Europese Commissie;

De doelstelling om relevante delen van het Verdrag van Prim in het
communautaire acquis te incorporeren op cen zodanige wijze dat deze bepalingen
hun volledige inhoud behouden en dat de technische oplossingen en standaarden,
ontwikkeld in het kader van de Priim implementatie, getransfereerd worden naar de

Europese Unie;

Met betrekking tot praktische aspecten

13.

het werk van de Gemeenschappelijke Werkgroep onder artikel 43 paragraaf 2 en de
uitnodiging aan alle Lidstaten die het Verdrag van Priim ondertekend hebben of in
de vorm van brieven van hun bevoegde Ministers de politicke wil uitgedrukt
hebben om tot het Verdrag toe te treden en een ratifiactie in gang te zetten, met de
bedoeling om volledig aan het werk van de Gemeenschappelijke Werkgroep deel te

nemen,
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14. Het overnemen van het voorzitterschap van de Gemeenschappelijke Werkgroep

door het K nninkrijk der Nederlanden in de eerste jaarhelft van 2007;

15. De bereidheid van het Koninkrijk der Nederlanden om een volgende Vergadering

van de Ministers te organiseren in de eerste jaarhelft van 2007.

Brussel, 5 December 2006

Voor het Koninkrijk Belgi¢
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Voor de Bondsrepubliek Duitsland
/ (// AA /H/\///(

Voor het Koninkrijk Spanje

Voor de Republiek Frankrijk
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Voor de Republiek Italié
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Voor het Groothertogdom Luxemburg
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Voor het Koninkrijk der Nederlanden :
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Voor de Republiek Portugal
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Voor de Republiek Slovenié

Voor de Republiek Finland




Declaragdo conjunta
de

O Reino da Bélgica,

A Repiblica Federal da Alemanha,
O Reino de Espanha,

A Repiiblica Francesa,

A Repiiblica Italiana,

O Grao-ducado do Luxemburgo,
O Reino dos Paises Baixos,

A Republica da Austria,

A Republica Portuguesa,

A Republica da Eslovénia,

A Republica da Finlandia,

Por ocasifio da reunido de Ministros realizada em Bruxelas no dia 5 de Dezembro de 2005,

no quadro do Acordo entre o Reino da Bélgica. a Republica Federal da Alemanha, o Reino

de Espanha, a Republica Francesa, o Grio Ducado do Luxemburgo, o Reino dos Paises

Baixos ¢ a Republica da Austria que visa o reforgo da cooperagdo transfronteiriga, em

particular no combate ao terrorismo, crime transfronteiras e imigragio ilegal (Acordo de

Priim).

Os ministros acothem:

Quanto a ratificacio e entrada em vigor

1. A entrada em vigor do Acordo entre o Reino de Espanha e a Repiiblica da Austria no

dia 1 de Novembro de 2006 ¢ a entrada em vigor do Acordo para a Republica Federal

da Alemanha no dia 23 de Novembro de 2006:




2. O término do processo de ratificagio parlamentar do Acordo no Reino da Bélgica no
dia 9 de Novembro de 2006 e no Grao-ducado do Luxemburgo no dia 21 de Novembro
de 2006;

3. Os esforgos feitos pela Republica Francesa e pelo Reino dos Paises Baixos para

finalizar o processo de ratificagdo do Acordo no primeiro trimestre de 2007.

Quanto a execucdo

4. A assinatura do Acordo de execucdo, nos termos do artigo 44° do Acordo como um

importante passo para a realizagdo dos objectivos do Acordo;

5. As decisdes tomadas pelo Conselho de Ministros, nos termos do artigo 34, n® 2
relativas a troca automatizada de perfis de ADN, bem como a troca de dados pessoais,
nos termos dos artigos 14° e 16° entre a Republica Federal da Alemanha, o Reino de

Espanha ¢ a Republica da Austria;

6. Os progressos registados no desenvolvimento das solugdes para uma troca de dados
automatizada de perfis de ADN, de dados dactiloscopios e de dados do registo de
veiculos € o desenvolvimento da cooperagdo policial transfronteiri¢a, e manifestam o
seu desejo que estes trabalhos estejam terminados durante os primeiros seis meses da

Presidéncia alemi da UE;

7. A adopg¢do de uma regra inovadora para a unanimidade, que permite a execugdo das

decisdes adoptadas por unanimidade das partes presentes ou representadas.

Quanto a adesdo ao Acordo e a integracdo do Acordo no quadro da Unido Furopeia

8. O inicio do processo formal de adesdo na Republica da Finlandia com a proposta do

Governo sobre a adesdo apresentada ao Parlamento no dia 3 de Novembro de 2006;




9.

10.

I1.

12.

A vontade expressa nas cartas dos Ministros da Republica Italiana, da Republica
Portuguesa e da Repiblica da Eslovénia em aderir ao Acordo;

O interesse manifestado por varios Estados-membros da Unido Europeia em aderir ao

Acordo;

O anuncio feito pela Reptblica Federal da Alemanha de apresentagio de uma iniciativa
para incorporar partes importantes do Acordo de Priim no acervo comunitario durante a
sua presidéncia da Unido Europeia no primeiro semestre de 2007 ¢ a vontade =m apoiar
essa iniciativa alemd, que sera coordenada com os outros Estados parte de Priim e a

Comissdo Europeia;

O objectivo de incorporar partes importantes do Acordo de Priim no acervo
comunitario, de forma a que essas disposi¢des mantenham o seu conteudo e as solugdes
técnicas e standards definidos no quadro de Priim, quando forem transferidos para a

Unido Europeia;

Sobre aspectos praticos

13.

O trabalho realizado pelo Grupo de trabalho conjunto nos termos do artigo 43°,n°2 ¢ o
convite a todos os Estados-membros que assinaram o Acordo de Prim ou que
manifestaram a sua vontade politica, em cartas enviadas pelos Ministros competentes,
em aderir ao Acordo e em proceder a sua ratificagio, tendo em vista a sua participagdo

plena no Grupo de trabalho conjunto;

14. A assumpgdo da presidéncia do Grupo de trabalho conjunto pelo Reino dos Paises

Baixos durante o primeiro semestre de 2007,

15. A disponibilidade do Reino dos Paises Baixos para organizar a proxima reunido de

Ministros durante o primeiro semestre de 2007.

Bruxelas, 5 de Dezembro de 2006,
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Pelo Griao-ducado do Luxemburgo
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Pela Repiblica da Austria
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Pela Repiblica Portuguesa
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Pela Repiblica da Eslovénia
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Pela Republica da Finlandia
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Yhteinen julistus

Belgian kuningaskunnan,

Saksan liittotasavallan,

Espanjan kuningaskunnan,
Ranskan tasavallan,

Italian tasavallan,

Luxemburgin suurherttuakunnan,
Alankomaiden kuningaskunnan,
Itivallan tasavallan,

Portugalin tasavallan,

Slovenian tasavallan ja

Suomen tasavallan

5. joulukuuta 2006 Brysselissd jarjestetyssd ministerikokouksessa antama yhteinen
julistus  koskien Belgian kuningaskunnan, Saksan
kuningaskunnan, Ranskan tasavallan, Luxemburgin suurherttuakunnan, Alankomaiden
kuningaskunnan ja Itdvallan tasavallan vilistd sopimusta rajat ylittdvin yhteistyon

tehostamisesta erityisesti terrorismin, rajat ylittdvian rikollisuuden ja laittoman

muuttoliikkeen torjumiseksi (Priimin sopimus).

Ministerit suhtautuvat myonteisesti seuraavaan:

Ratifiointi ja voimaantulo

1. Sopimuksen voimaantulo Espanjan kuningaskunnan ja Itdvallan tasavallan vililld

1. marraskuuta 2006 ja sopimuksen voimaantulo Saksan liittotasavallan osalta 23.

marraskuuta 2006.

2. Sopimuksen ratifiointi Belgian kuningaskunnan parlamentissa 9. marraskuuta 2006

ja Luxemburgin suurherttuakunnan parlamentissa 21. marraskuuta 2006.

liittotasavallan, Espanjan
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3. Ranskan tasavallan ja Alankomaiden kuningaskunnan pyrkimykset saattaa
sopimuksen ratifiointi padtokseen vuoden 2007 ensimmdisen neljinneksen aikana.

Toimeenpano

4. Sopimuksen 44 artiklan mukaisen tdyténtoénpanosopimuksen allekirjoittaminen on
tarked askel kohti sopimuksen toteuttamista.

5. Ministerikomitean 34 artiklan, 2 kohdan mukaisesti tekemit tietosuojan tasoa
koskevat pditokset Saksan liittotasavallan, Espanjan kuningaskunnan ja Itdvallan
tasavallan vililld, jotka ovat edellytyksend DNA-tunnisteiden automaattisen
tictojen vaihdon ja henkildtietojen vaihdon kéyttoonotolle artiklan 14 ja 16

mukaisissa tilanteissa.

6. Saavutettu edistyminen automaattisen tietojen vaihdon ratkaisujen kehittimisessi
DNA-tunnisteiden, sormenjilkitietojen ja ajoneuvorekisteritietojen osalta sekd
poliisin rajat ylittivin yhteistyon kehittimisessd. Ministerit toivovat, ettd nimi

toimenpiteet saadaan paitokseen Saksan puheenjohtajuuskauden aikana.

7. Innovatiivisen yksimielisyyssddnnén hyvédksyminen; sdinnollda mahdollistetaan
niiden piitosten toimeenpano, jotka ldsnd olevat tai valtuutctut osapuolet ovat

yksimielisesti hyviksyneet.

Sopimukseen liittyminen ja sopimuksen sisdllyttiminen osaksi Euroopan unionia

8. Virallisen littymisprosessin aloittaminen Suomen tasavallassa sopimukseen
liittymiseksi. Suomen eduskunnalle on annettu 3. marraskuuta 2006 liittymisti

koskeva hallituksen esitys.

9. ltalian tasavallan, Portugalin tasavallan ja Slovenian tasavallan ministereiden

kirjeissddn ilmaisema halukkuus liittyd sopimukseen.




10. Usean EU:n jédsenvaltion muulla tavalla ilmaisema kiinnostus liittyd sopimukseen.

11. Saksan liittotasavallan tekemd ilmoitus tehdi aloite Priimin sopimuksen olennaisten
osien siséllyttdmisestdi osaksi Euroopan unionin oikeusjirjestysti sen
puheenjohtajuuskaudella vuoden 2007 ensimmdisen puoliskon aikana, ja halukkuus
tukea Saksan aloitetta, jota koordinoidaan muiden Priim-kumppaneiden ja

Euroopan komission kanssa.

12. Asetetaan tavoite, ettd Priimin sopimuksen olennaiset osat sisillytetdfin osaksi
Euroopan unionin oikeusjirjestystd siten, etti namid sdinnékset sdilyttiviit
olennaisen sisidllon ja ettdi Priimin tiytintoOnpanon puitteissa kehitetyt tekniset

ratkaisut ja standardit sisillytetéiZin osaksi Euroopan unionia.

Kiytinndn nikokohdat

13. Sopimuksen 43 artiklan, 2 kohdan mukaisen yhteisen tyéryhmin tyd ja kutsu
kaikille jasenvaltioille, jotka ovat allekirjoittaneet Priimin sopimuksen tai ilmaisseet
toimivaltaisten ministereiden ldhettdmissd kirjeissd poliittisen tahtonsa liittyd
sopimukseen ja aloittaa ratifiointi osallistuakseen tdysimidiriisesti yhteisen

tyoryhmin toimintaan.

14. Alankomaiden kuningaskunta toimii yhteisen tydryhmédn puheenjohtajana vuoden

2007 ensimmdisen puoliskon aikana.

15. Alankomaiden kuningaskunnan valmius jirjestdd seuraava ministerikokous vuoden

2007 ensimmdisen puoliskon aikana.

Brysselissd, 5. joulukuuta 2006




Belgian kuningaskunnan puolesta

Saksan liittotasavallan puolesta

%K;C/LMVZ/(

Espanjan kuningaskunnan puolesta

L

Ranskan tasavallan puolesta

[talian tasavallan puoiesta

‘7'?0((4 /}v\/% Lf\,l:'.} 6:75/ﬂ

Luxemburgin suurherttuakunnan puolesta

(/\/\ < ‘I"\*“’L/v»«
—

e

Alankomaiden kuningaskunnan puolests




Itdvallan tasavallan puolesta

Uiw (L0 %/

Portugalin tasavalian puolesta

b~ (e

Slovenian tasavallan puolesta

a )

Suomen tasavallan puolesta

sz




Joint Declaration
of

The Kingdom of Belgium,

The Federal Republic of Germany,
The Kingdom of Spain,

The French Republic,

The Italian Republic,

The Grand Duchy of Luxembourg,
The Kingdom of the Netherlands,
The Republic of Austria,

The Portuguese Republic,

The Republic of Slovenia,

The Republic of Finland,

on the occasion of the Meeting of Ministers on 5™ December 2006 in Brussels, within
the framework of the Trcaty between the Kingdom of Belgium, the Federal Republic of
Germany, the Kingdom of Spain, the French Republic, the Grand Duchy of
Luxembourg, the Kingdom of the Netherlands and the Republic of Austria on the
stepping up of cross-border cooperation, particularly in combating terrorism, cross-

border crime and illegal migration (Treaty of Priim).

The Ministers welcome:

On the ratification and entry into force

1. The coming into force of the Treaty between the Kingdom of Spain and the
Republic of Austria on 1* November 2006 and the coming into force of the Treaty
for the Federal Republic of Germany on 23" November 2006;




2. The achievement of the parliamentary ratification of the Treaty in the Kingdom of
Belgium on 9" November 2006 and in the Grand-Duchy of Luxembourg on the 21
November 2006;

3. The efforts made by the Republic of France and the Kingdom of the Netherlands to
finalize the ratification of the Treaty within the first quarter of 2007;

On the implementation

4. The signing of the Implementing Agreement according to articie 44 of the Treaty as

an important step towards the realization of the Treaty;

5. The decisions taken by the Committee of Ministers according to article 34
paragraph 2 pertaining to the introduction of an automated data exchange of DNA
profiles as well as the exchange of personal data according to articles 14 and 16
between the Federal Republic of Germany, the Kingdom of Spain and the Republic

of Austria;

6. The good progress, made in the development of solutions for an automated data
exchange in the field of DNA profiles, dactyloscopic data and vehicle registration
data and the development of police cross-border cooperation, and express their
wish that these works have to be completed during the first six months of

Germany’s EU Presidency;

7. The adoption of an innovative rule for unanimity which allows the implementation

of the decisions adopted by the unanimity of the attending or represented parties.




On the accession to the Treaty and the integration of the Treaty into the framework of

the European Union

8. The commencement of the formal accession procedure in the Republic of Finland
to accede to the Treaty with the Government Proposal on the Accession presented

to the Parliament of Finland on 3" November 2006;

9. The willingness expressed in letters of the Ministers of the Italian Republic, the
Portuguese Republic and the Republic of Slovenia to accede to the Treaty;

10. The interest expressed in other forms by several Member States of the European

Union to accede to the Treaty;

11. The announcement made by the Federal Republic of Germany to submit an
initiative to incorporate relevant parts of the Prim Treaty into the acquis
communautaire (EU-law) during it’s EU Presidency in the first half-year 2007, and
the willingness to support a German initiative which is coordinated with the other

Priim Partners and with the European Commission;

12. Setting the goal of incorporating relevant parts of the Priim Treaty into the acquis
communautaire (EU-law) in such a way, that thesc provisions shall preserve their
full substance and that the technical solutions and standards, developed in the

framework of the Priim-implementation, are transferred into the European Union;

On practical aspects

13. The work of the Joint Working Group under article 43 paragraph 2 and the
invitation to all Member States that have signed the Priilm Treaty or expressed their
political will in the form of letters of their competent Ministers to accede to the
Treaty and to initiate a ratification, with the aim of participating fully in the work of

this Joint Working Group;




14. The assumption of chairmanship of the Joint Working Group by the Kingdom of
the Netherlands during the first half-year 2007;

15. The readiness of the Kingdom of the Netherlands to organize the next Meeting of
the Ministers in the first half-year 2007.

Brussels, 5" December 2006

For the Kingdom of Belgium

For the Federal Republic of Germany

For the Kingdom of Spain
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For the Italian Republic,
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For the Grand Duchy of Luxembourg
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For the Kingdom of the Netherlands

For the Portuguese Republic
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For the Republic of Slovenia
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For the Republic of Finland
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Skupna deklaracija

Kraljevine Belgije,

Zvezne Republike Nemcije,

Kraljevine Spanije,

Francoske republike,

Italijanske republike,

Velikega vojvodstva Luksemburg,

Kraljevine Nizozemske,

Republike Avstrije,

Portugalske republike,

Republike Slovenije,
Republike Finske

ob sre¢anju ministrov 5. decembra 2006 v Bruslju, v okviru Pogodbe med Kraljevino

Belgijo, Zvezno republiko Nemgéijo, Kraljevino Spanijo, Francosko republiko, Velikim

vojvodstvom Luksemburg, Kraljevino Nizozemsko, in Republiko Avstrijo o krepitvi

c¢ezmejnega sodelovanja, zlasti v boju proti terorizmu, ¢ezmejnemu kriminalu in

nezakonitim migracijam (Priimska pogodba).

Ministri pozdravljajo:

v zvezi z ratifikactjo in zacetkom veljavnosti

1.

zatetek veljavnosti Pogodbe med Kraljevino Spanijo in Republiko Avstrijo z dnem
1. novembra 2006 ter zacetek veljavnosti Pogodbe za Zvezno republiko Nemcijo z

dnem 23. novembra 2006;

2. uspes$no parlamentamo ratifikacijo Pogodbe v Kraljevini Belgiji dne 9. novembra

2006 in v Velikem vojvodstvu Luksemburg dne 21. novembra 2006;




3. napore, ki sta jih Francoska republika in Kraljevina Nizozemska vloZili v zaklju¢ne
postopke za ratifikacijo Pogodbe $e v prvi Cetrtini leta 2007,

Vv zvezi z izvajanjem

4. podpis Izvedbenega sporazuma po 44. clenu Pogodbe kot pomemben korak na poti
k izpolnjevanju Pogodbe;

S. odlocitve, ki jih je sprejel Ministrski odbor po drugem odstavku 34. ¢lena, ki se
nana$a na uvedbo elektronske izmenjave podatkov o profilih DNK ter izmenjavo
osebnih podatkov po 14. in 16. ¢lenu med Zvezno republiko Nemcijo, Kraljevino
Spanijo in Republiko Avstrijo;

6. dober napredek pni razvoju resitev za elektronsko izmenjavo podatkov na podro¢ju
profilov DNK, podatkov o prstnih odtisih in podatkov o registraciji vozil in pri
razvoju Cezmejnega policijskega sodelovanja ter izrazajo zeljo, da se¢ ta dela

dokoncajo v ¢asu Sestmesecnega predsedovanja Neméije Evropski uniji;

7. Sprejetje inovativnega pravila o soglasju, ki omogoca izvajanje odlocitev, ki jih

soglasno sprejmejo drzave udeleZenke ali zastopane drzave.

v zvezi s pristopom k Pogodbi in vkljuéitvijo Pogodbe v pravni okvir Evropske unije

8. zacetek uradnega postopka v Republiki Finski za pristop k Pogodbi s predlogom
Vlade, ki ie bil parlamentu Republike Finske predstavljen dne 3. novembra 2006;

9. pripravljenost za pristop k Pogodbi, ki so jo v pismih izrazili ministri Italijanske

republike, Portugalske republike in Republike Slovenije;

10. interes za pristop k Pogodbi, ki so ga v drugih oblikah izrazile $tevilne drzave

¢lanice Evropske unije;
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11. sporotilo Zvezne republike Nemcéije, da bo predlozila pobudo za vkljuditev
ustreznih delov Priimske pogodbe v pravni red Evropske unije v prvi polovici leta
2007 med svojim predsedovanjem EU, ter pripravljenost, da se podpre nemska
pobuda, ki se usklajuje z ostalimi priimskimi partnerskimi drZavami in Evropsko

komisijo;

12. dolocitev cilja, da se ustrezni deli Priimske pogodbe vkljudijo v pravni red
(zakonodajo EU) na nadin, da bodo te dolo¢be popolnoma ohranile vsebino in da se
tehni¢ne reSitve in standardi, oblikovani v okviru izvajanja Priimske pogodbe,

prenesejo v Evropsko Unijo.

v zvezi s praktiénimi vidiki:

13. delo skupne delovne skupine v skladu z drugim odstavkom 43. ¢lena ter povabilo
vsem drzavam cClanicam, ki so podpisale Priimsko pogodbo ali izrazile svojo
polititno voljo v obliki pisem pristojnih ministrov, da pristopijo k Pogodbi ter
sprozijo postopek ratifikacije, da bi lahko v polni meri sodelovale pri delu te

skupne delovne skuping;

14. predsedovanje skupni delovni skupini, ki ga bo v prvi polovici leta 2007 prevzela

Kraljevina Mizozemska:

15. pripravljenost Kraljevine Nizozemske, da organizira naslednji sestanek ministrov v

prvi polovici leta 2007.

Bruselj, 5. december 2006
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